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Fortinet NSE 5 - FortiSIEM 6.3 Sample Questions (Q41-Q46):
NEW QUESTION # 41 
When configuring collectors located in geographically separated sites, what ports must be open on a front end firewall?

A. HTTPS, from the collector to the supervisor and worker upload settings addresses
B. HTTPS, from the Internet to the collector and from the collector to the FortiSIEM cluster
C. HTTPS, from the Internet to the collector
D. HTTPS, from the collector to the worker upload settings address only
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Answer: A

Explanation:
FortiSIEM Architecture: In FortiSIEM, collectors gather data from various sources and send this data to supervisors and workers
within the FortiSIEM architecture.
Communication Requirements: For collectors to effectively send data to the FortiSIEM system, specific communication channels
must be open.
Port Usage: The primary port used for secure communication between the collectors and the FortiSIEM infrastructure is HTTPS
(port 443).
Network Configuration: When configuring collectors in geographically separated sites, the HTTPS port must be open for the
collectors to communicate with both the supervisor and the worker upload settings addresses. This ensures that the collected data
can be securely transmitted to the appropriate processing and analysis components.
References: FortiSIEM 6.3 Administration Guide, Network Ports section details the necessary ports for communication within the
FortiSIEM architecture.

NEW QUESTION # 42 
An administrator is using SNMP and WMI credentials to discover a Windows device. How will the WMI method handle this?

A. WMI method will collect security, application, and system events logs.
B. WMI method will collect only traffic and IIS logs.
C. WMI method will collect only DNS logs.
D. WMI method will collect only DHCP logs.

Answer: B

Explanation:
* WMI Method: Windows Management Instrumentation (WMI) is a set of specifications from Microsoft for consolidating the
management of devices and applications in a network.
* Log Collection: WMI is used to collect various types of logs from Windows devices.
Security Logs: Contains records of security-related events such as login attempts and resource access.
Application Logs: Contains logs generated by applications running on the system.
System Logs: Contains logs related to the operating system and its components.
* Comprehensive Data Collection: By using WMI, FortiSIEM can gather a wide range of event logs that are crucial for monitoring
and analyzing the security and performance of Windows devices.
* Reference: FortiSIEM 6.3 User Guide, Data Collection Methods section, which details the use of WMI for collecting event logs
from Windows devices.

NEW QUESTION # 43 
Where must you configure rule notifications and automated remediation on FortiSIEM?

A. Notification engine
B. Notification policy
C. Response policies
D. Email and scripting alerts

Answer: C

NEW QUESTION # 44 
If FortiSIEM supervisor is deployed with the worker using the proprietary flat file database, which action is required?

A. An event database must be placed on NFS
B. A FortiSIEM service provider license must be obtained
C. A separate network interface must be used for the storage network
D. Collectors must be deployed

Answer: A



NEW QUESTION # 45 
What operating system is FortiSIEM based on?

A. Ubuntu
B. Microsoft Windows
C. Cent OS
D. RedHat

Answer: C

NEW QUESTION # 46
......
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