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Cisco Securing Networks with Cisco Firepower 55X 300-710 5 5% 5 &
(Q262-Q267):

H I #262
An engineer is attempting to add a new FTD device to their FMC behind a NAT device witha NAT ID of ACMEOO1 and a
password of Cisco388267669. Which command set must be used in order to accomplish this?

A. configure manager add DONTRESOLVE <FMC IP> AMCEO001 <regjstration key>
B. configure manager add <FMC P> ACMEOO1 <registration key>

C. configure manager add <FMC IP> registration key> ACMEO01

D. configure manager add ACMEOO1 <registration key> <FMC IP>

EfE: C

E R #263
A security engineer must add a new policy to block UDP traffic to one server. The engineer adds a new object. Which action must

the engmneer take next to identify all the UDP ports?

A. Add the transport number and specify the type and code.

B. Add the corresponding IP protocol number for UDP and TCP.
C. Specify the transport protocol and leave the port number empty.
D. Define the transport protocol and the mandatory port range.

M
R

: D

E R #264

A network administrator is troubleshooting access to a website hosted behind a Cisco FTD device External clients cannot access the
web server via HTTPS The IP address configured on the web server is 192 168 7.46 The administrator is running the command
capture CAP mterface outside match ip any 192.168.7.46

255.255.255.255 but cannot see any traffic in the capture Why is this occurring?

A. The FTD has no route to the web server.

B. The packet capture shows only blocked trafic

C. Theaccess policy is blocking the traffic.

D. The capture must use the public IP address of the web server.

IEf@E: D

H A #265
An administrator is creating interface objects to better segment their network but is having trouble adding interfaces to the objects.
What is the reason for this failure?

A. The admmnistrator is adding an interface that is in multiple zones.
B. The mterfaces are being used for NAT for multiple networks.
C. The interfaces belong to muiltiple interface groups.

D. The administrator is adding interfaces of muiltiple types.

IEf#: D
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fiE .

All interfaces in an interface object must be of the same type: all inline, passive, switched, routed, or ASA FrePOWER. After you
create an interface object, you cannot change the type of interfaces it contains.
https//www.cisco.comvc/en/us/td/docs/security/firepower/620/configuration/guide/fpme-config- guide-

vo2/reusable objects.htmi#ID-2243-000009b4

B #266
Refer to the exhibit.

II. ASSESSMENT RESULTS

AUTOMATING THE TUNING EFFORT

During the assessment period, the following changes to your network were observed.

NETWORK CHANGE TYPE NUMBER OF CHANGES

A now operaling systom was lound I 310

A now Bosi wadhoded 10 ta network 366

A dovice stirlod using a new ranspon protocol 3a1
A dovice staded using anew natwork protocol ara

And engineer is analyzing the Attacks Risk Report and finds that there are over 300 instances of new operating systens being seen
on the network How is the Firepower configuration updated to protect these new operating systems?

A. The administrator manually updates the policies.

B. The administrator requests a Remediation Recommendation Report from Cisco Firepower
C. Cisco Firepower gives recommendations to update the policies.

D. Cisco Firepower automatically updates the policies.

EfE: C

fiE it

Explanation

Ref

httpsy//www.cisco.comy/c/en/us/td/docs/security/firepower/60/configuration/guide/fpme-config- guide-v60/ Tailori
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