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Integration 38 & EX380 &4 5i [ & (Q10-Q15):

HE#10
Create a full application backup (resources + PV data)
Task Information : Create a Velero backup of namespace orders including PV snapshots.

Ef#:

fR e«

See the solution below in Explanation:

Explanation:

* Confirm resources and PVCs exist

* oc -n orders get all

* oc -n orders get pvc

* Ensures there is something meaningful to back up.

* Create backup including volume snapshots

* velero backup create orders-full --include-namespaces orders --snapshot-volumes
* Captures Kubernetes objects and requests PV snapshots where supported.
* Check status/details

* velero backup describe orders-full --details

* velero backup logs orders-full

* Review warnings/errors and confirm snapshot actions.

HE#11
Kubeconfig Management - Set Credentials in Kubeconfig

Ef#:

L

See the solution below in Explanation:

Explanation:

Step 1: Ensure the client certificate and private key files are available.

The lab uses audit.crt and tls.key.

Step 2: Run the command:

oc config set-credentials audit --client-certificate audit.crt --client-key tls.key --embed-certs --kubeconfig audit.config Step 3:
Confirm the user entry is written.

The lab output shows:

User "audit" set.

Detailed explanation:

This command creates or updates the audit user entry inside the kubeconfig file audit.config. It points the user to a client certificate
and private key, and the --embed-certs option stores certificate material directly inside the kubeconfig rather than only referencing
external files. That makes the kubeconfig more portable because it can be moved and used without separately copying the certificate
files, provided the embedded content is valid. In certificate-based authentication, the private key proves client possession while the
certificate presents the approved identity. If the certificate and key do not match, authentication will fail. This step does not yet define
what cluster or namespace the user works against; it only defines the credential identity.

B #12
Configure log forwarding to an external endpoint
Task Information : Configure Cluster Logging to forward application logs to an external output using ClusterLogForwarder.

Ef#:

A

See the solution below in Explanation:
Explanation:

* Verify logging namespace and resources

* oc get ns openshift-logging

* oc -n openshift-logging get clusterlogforwarder



* ClusterLogForwarder configures pipelines and outputs.

* Create/Edit ClusterLogForwarder (example structure)

* Define an output (external system) and pipeline selecting application logs.
* Apply via YAML:

* oc -n openshift-logging apply -f clusterlogforwarder.yaml

* Validate collector pods are healthy

* oc -n openshift-logging get pods

* Forwarding relies on collectors (vector/fluentd depending config).

* Generate a test log line

* oc -n openshift-logging run logger --image=busybox --restart=Never -- /bir/sh -c 'echo hello- forwarding; sleep 5'
* This creates a known message to search in the external endpoint.

* Confirm logs arrive at destination

* Use your external system's query/search to confirm hello-forwarding,

HM#13
Restore application into same namespace
Task Information : Restore from backup orders-full and validate the app resources return.

Ef#:

it

See the solution below in Explanation:

Explanation:

* Start the restore

* velero restore create orders-restore --from-backup orders-full
* Monitor restore status

* velero restore get

* velero restore describe orders-restore --details

* Validate restored resources

* oc -n orders get all

* oc -n orders get pvc

* Ensure deployments/pods/services and PVCs exist and pods become Running,

B #14
Identity Management - Create CA ConfigMap

Efi#:

e 5«

See the solution below in Explanation:

Explanation:

Step 1: Ensure the certificate file rhds_ca.crt is available in your current working directory or use the correct path.

The Task requires creating a configmap from this CA certificate file.

Step 2: Run the command:

oc create configmap rhds-ca-config-map --from-file ca.crt=rhds_ca.crt -n openshift-config Step 3: Confirm the configmap is
created.

The lab output shows:

configmap/rhds-ca-config-map created

Detailed explanation:

This creates a configmap named rhds-ca-config-map in the openshift-config namespace and maps the local file thds_ca.crt to the
key name ca.crt inside the configmap. This is important in external identity integration because OpenShift may need to trust a custom
certificate authority when commumicating with LDAP or another secured external service. By placing the certificate in a configmap,
the authentication operator or related cluster configuration can reference it cleanly. The key name matters because many OpenShift
resources expect a CA bundle key with a specific filename-like convention. If the file path is wrong, the command fails immediately.
Ifthe configmap name or key mapping is wrong, the authentication provider referencing it may not trust the external endpoint.

B #15
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