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H #229

A network admimnistrator is building a site-to-site VPN tunnel from the company's headquarters office to the company's public cloud
development network. The network admmistrator confirns the following;

- The VPN tunnel is established on the headquarters office firewall

- While inside the office, developers report that they cannot connect

to the development network resources.

- While outside the office on a client VPN, developers report that they can connect to the development network resources.
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- The office and the client VPN have different [P subnet ranges.

- The firewall flow logs show that traffic is reaching the development

network from the office.

Which of'the following is the next step the network administrator should take to troubleshoot the VPN tunnel?

¢ A. Check the ACLS on the development workloads
¢ B. Review the development network routing table.

¢ (. Change the ciphers on the site-to-site VPN.

e D. Restart the site-to-site VPN tunnel.

IEf#: B

TR

Since the VPN tunnel is established and traffic is reaching the development network, the issue may be related to routing. The next
logical step is to check whether the development network has the correct routes to send return traffic back to the office subnet. If the
development network routing table does not contain a route for the office subnet, the traffic cannot be properly returned, resulting in
the developers not being able to connect.

M #230
Which of the following cloud-native architecture designs is the most easily maintained, decentralized, and decoupled?

e A. Mamframe
e B. Hybrid cloud
e C. Microservices
¢ D. Monolithic

EfE: C
fERL:

Microservices architecture is a design approach to build a single application as a suite of small services, each running in its own
process and communicating with lightweight mechanisirs, often an HTTP resource API. This design is decentralized and each
service is fully decoupled, allowing for easier maintenance and scaling, Each microservice is built around a specific business
capability and can be deployed independently, unlike monolithic architectures that are typically centralized and less flexible.

R #231
A cloud engmneer is reviewing the following Dockerfile to deploy a Python web application:

FROM cgr.dev/chainguard/python:latest
WORKDIR /myapp

COPY main.py ./
ENTRYPOINT [“pytﬁgh", N /myapp/main.py”]

Which of the following changes should the engineer make to the file to improve container security?

A. Remove the ENTRYPOIN Tinstruction.
B. Ensure myapp/mainvpyis owned by root.
C. Change the version from latestto 3.11.
D. Add the instruction USER nonroot.

iIEf@E: D
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Adding USER nonrootensures that the application runs as a non-root user within the container, reducing the risk of privilege
escalation and limiting the damage that could be done if the container is compromised. Running containers as root is generally
discouraged for security reasons.

R #232
A systerms administrator notices a surge of network traffic is coming from the monitoring server.
The admmistrator discovers that large amounts of data are being downloaded to an external source. While investigating, the



administrator reviews the following logs:

Protocol Local address
TCP 10.181.12.5:20
TCP 10.181.12,5:22
TCP Lig 191 12°.5:443
TCPE 10°181.12.5:4443
TCP g, Vi p Wan B TH 7L

Which of the following ports has been compromised?

A. Port 22
B. Port 8048
C. Port 20
D. Port 4443
E. Port 443

Ef#: B
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Based on the logs provided, the port that has been compromised is Port 8048. The state

"TIME_WAIT" indicates that this port was recently used to establish a connection that has now ended. This could be indicative of
the recent activity where large amounts of data were downloaded to an external source, suggesting a potential security breach.

B #233

A customer's facility is located in an area where natural disasters happen frequently. The customer requires the following:
* Data resiliency due to exposure to frequent natural disasters

* Data localization because of privacy regulations in the country

* High availability

Which of'the following cloud resources should be provisioned to meet these requirements?

A. Storage in a separate data center located in same region
B. Storage in the same availability zone as the primary data
C. An on-premises private cloud carrying duplicate data

D. Storage in an availability zone outside the region

IEf#: D
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To meet the requirements of data resiliency, data localization, and high availability in a region prone to natural disasters, the customer
should provision storage in an availability zone outside the region. This ensures that data is not affected by regional disasters and
complies with data localization by remaining within the country's borders, while also providing high availability. References: Disaster
recovery and high availability strategies, including the use of multiple availability zones, are discussed in the CompTIA Cloud+
certification material.
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