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An S auditor is planning a review of an organizations cybersecurity incident response maturity Which of the following methodologies
would provide the MOST reliable conclusions?

A. Data analytics testing
B. Judgmental sampling
C. Compliance testing
D. Variable sampling

Ef: C

iR

Compliance testing ensures that the organization's incident response processes align with established cybersecurity frameworks and
policies. This methodology provides objective and reliable conclusions about the maturity of incident response capabilities.

* Judgmental Sampling (Option A): Relies on subjective judgment and is less reliable.

* Data Analytics Testing (Option B): Useful for identifying trends but may not assess process maturity comprehensively.

* Variable Sampling (Option C): Appropriate for statistical analysis but less effective in process maturity assessments.

Reference: ISACA CISA Review Manual, Job Practice Area 2: Information Systens Audit and Assurance.

H #1151
A steering committee established to oversee an organization's digital transformation program is MOSTlikely to be mvolved with
which of the following activities?

A. Documenting requirements

B. Designing interface controls

C. Reviewing escalated project issues
D. Preparing project status reports

Ef#: C

R #1152
Which of'the following is the GREATEST advantage of outsourcing the development of an e-banking solution when in-house
technical expertise is not available?

¢ A. Reduced risk of system downtime

¢ B. Direct oversight of risks

e (. Lower start-up costs

e D. Increased ability to adapt the system

EfE: C
it L.
Explanation

Outsourcing the development of an e-banking solution when in-house technical expertise is not available can significantly reduce
start-up costs. This is because the organization can avoid the expenses associated with hiring and training a full-time development
team, purchasing necessary hardware and software, and maintaining the systeml. While outsourcing can also potentially reduce the
risk of system downtinme, increase the ability to adapt the system, and provide direct oversight of risks, these benefits are not as
immediate or guaranteed as the cost savings123.

References: Maxicus1, Forbes2, Strategy& - PwC3

HA #1153
Which of the following is the BEST method to prevent wire transfer fraud by bank employees?

A. Re-keymng of wire dollar amounts
B. Independent reconciliation

C. System-enforced dual control

D. Two-factor authentication control

F
R

: C



fRa.:
Section: Protection of Information Assets

HP #1154
Function Point Analysis (FPA) provides an estimate of the size of an information system based only on the number and complexity of
a system's inputs and outputs. True or false?

e A. False
e B. True

EfE: A

TR

Section: Protection of Information Assets

Explanation:

Function point analysis (FPA) provides an estimate of the size of an information system based on the number and complexity of a
systen's inputs, outputs, and files.
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