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You are deploying a FortiExtender (FEX) on a FortiGate-60F. The FEX will be managed by the FortiGate. You anticipate high
utilization. The requirement is to minimize the overhead on the device for WAN traffic.
Which action achieves the requirement in this scenario?

A. Add a VLAN under the FEX-WAN interface on the FortiGate.
B. Add a switch between the FortiGate and FEX.
C. Change connectivity between the FortiGate and the FortiExtender to use VLAN Mode
D. Enable CAPWAP connectivity between the FortiGate and the FortiExtender.

Answer: C

Explanation:
VLAN Mode is a more efficient way to connect a FortiExtender to a FortiGate than CAPWAP Mode. This is because VLAN
Mode does not require the FortiExtender to send additional control traffic to the FortiGate.
The other options are not correct.
a) Add a switch between the FortiGate and FEX. This will add overhead to the network, as the switch will need to process the
traffic.
b) Enable CAPWAP connectivity between the FortiGate and the FortiExtender. This will increase the overhead on the FortiGate, as
it will need to process additional control traffic.
d) Add a VLAN under the FEX-WAN interface on the FortiGate. This will not affect the overhead on the FortiGate.

NEW QUESTION # 13 
A retail customer with a FortiADC HA cluster load balancing five webservers in L7 Full NAT mode is receiving reports of users not
able to access their website during a sale event. But for clients that were able to connect, the website works fine.
CPU usage on the FortiADC and the web servers is low, application and database servers are still able to handle more traffic, and
the bandwidth utilization is under 30%.
Which two options can resolve this situation? (Choose two.)

A. Change the persistence rule to LB_PERSIS_SSL_SESSJD.
B. Add more web servers to the real server poof
C. Disable SSL between the FortiADC and the web servers
D. Add a connection-pool to the FortiADC virtual server

Answer: B,D

Explanation:
Option B: Adding more web servers to the real server pool will increase the overall capacity of the load balancer, which should help
to resolve the issue of users not being able to access the website.
Option D: Adding a connection-pool to the FortiADC virtual server will allow the load balancer to cache connections to the web
servers, which can help to improve performance and reduce the number of dropped connections.
Option A: Changing the persistence rule to LB_PERSIS_SSL_SESSJD would only be necessary if the current persistence rule is
not working properly. In this case, the CPU usage on the FortiADC and the web servers is low, so the persistence rule is likely not
the issue.
Option C: Disabling SSL between the FortiADC and the web servers would reduce the load on the FortiADC, but it would also
make the website less secure. Since the bandwidth utilization is under 30%, it is unlikely that disabling SSL would resolve the issue.

NEW QUESTION # 14 
Refer to the exhibit.
You have deployed a security fabric with three FortiGate devices as shown in the exhibit. FGT_2 has the following configuration:
FGT_1 and FGT_3 are configured with the default setting. Which statement is true for the synchronization of fabric-objects?

A. Objects from the FortiGate FGT_2 will be synchronized to the upstream FortiGate.
B. Objects from the root FortiGate will not be synchronized to any downstream FortiGate.
C. Objects from the root FortiGate will only be synchronized to FGT__2.
D. Objects from the root FortiGate will only be synchronized to FGT_3.

Answer: A

Explanation:



The security fabric shown in the exhibit consists of three FortiGate devices connected in a hierarchical topology, where FGT_1 is the
root device, FGT_2 is a downstream device, and FGT_3 is a downstream device of FGT_2. FGT_2 has a configuration setting that
enables fabric-object synchronization for all objects except firewall policies and firewall policy packages (set sync-fabric-objects
enable). Fabric-object synchronization is a feature that allows downstream devices to synchronize their objects (such as addresses,
services, schedules, etc.) with their upstream devices in a security fabric. This simplifies object management and ensures consistency
across devices. Therefore, in this case, objects from FGT_2 will be synchronized to FGT_1 (the upstream device), but not to
FGT_3 (the downstream device). Objects from FGT_1 will not be synchronized to any downstream device because the default
setting for fabric-object synchronization is disabled. Objects from FGT_3 will not be synchronized to any device because it does not
have fabric-object synchronization enabled. Reference: https://docs.fortinet.com/document/fortigate/7.0.0/administration-
guide/19662/fabric-object-synchronization

NEW QUESTION # 15 
A remote worker requests access to an SSH server inside the network. You deployed a ZTNA Rule to their FortiClient. You need
to follow the security requirements to inspect this traffic.
Which two statements are true regarding the requirements? (Choose two.)

A. You need to configure a FortiClient SSL-VPN tunnel to inspect the SSH traffic.
B. FortiGate can perform SSH access proxy host-key validation.
C. Traffic is discarded as ZTNA does not support SSH connection rules
D. SSH traffic is tunneled between the client and the access proxy over HTTPS

Answer: B,D

Explanation:
ZTNA supports SSH connection rules that allow remote workers to access SSH servers inside the network through an HTTPS
tunnel between the client and the access proxy (FortiGate). The access proxy acts as an SSH client to connect to the real SSH
server on behalf of the user, and performs host-key validation to verify the identity of the server. The user can use any SSH client
that supports HTTPS proxy settings, such as PuTTY or OpenSSH. References:
https://docs.fortinet.com/document/fortigate/7.0.0/ztna-deployment/899992/configuring-ztna-rules-to-control-access

NEW QUESTION # 16 
What is the benefit of using FortiGate NAC LAN Segments?

A. It provides support for IGMP snooping between hosts within the same VLAN
B. It allows for assignment of dynamic address objects matching NAC policy.
C. It provides physical isolation without changing the IP address of hosts.
D. It provides support for multiple DHCP servers within the same VLAN.

Answer: C

Explanation:
FortiGate NAC LAN Segments are a feature that allows users to assign different VLANs to different LAN segments without
changing the IP address of hosts or bouncing the switch port. This provides physical isolation while maintaining firewall sessions and
avoiding DHCP issues. One benefit of using FortiGate NAC LAN Segments is that it allows for assignment of dynamic address
objects matching NAC policy. This means that users can create firewall policies based on dynamic address objects that match the
NAC policy criteria, such as device type, OS type, MAC address, etc. This simplifies firewall policy management and enhances
security by applying different security profiles to different types of devices.References:https://docs.fortinet.
com/document/fortigate/7.0.0/new-features/856212/nac-lan-segments-7-0-1
https://docs.fortinet.com/document/fortigate/7.0.0/new-features/856212/nac-lan-segments-7-0-1

NEW QUESTION # 17
......
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