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Questions (Q27-Q32):
NEW QUESTION # 27 
Which principle ensures that only authorized individuals can access information?

A. Availability
B. Integrity
C. Confidentiality
D. Accountability

Answer: C

NEW QUESTION # 28 
What is the main goal of password cracking?
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A. To encrypt user credentials
B. To recover a password by exploiting vulnerabilities in the system
C. To secure a system by strengthening passwords
D. To gain unauthorized access to a system

Answer: D

NEW QUESTION # 29 
Which of the following best describes a zero-day vulnerability?

A. A vulnerability that is exploited before the vendor has issued a patch
B. A vulnerability that exists for zero days before being detected
C. A vulnerability that affects all versions of a software
D. A vulnerability that does not require user interaction to be exploited

Answer: A

NEW QUESTION # 30 
Which of the following is a type of malware?

A. Virus
B. Proxy server
C. Firewall
D. VPN

Answer: A

NEW QUESTION # 31 
Which tool is widely used for password recovery by trying millions of combinations per second?

A. John the Ripper
B. Cain & Abel
C. Nessus
D. Wireshark

Answer: A

NEW QUESTION # 32
......
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