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Amazon AWS Certified Security - Specialty Sample Questions (Q34-Q39):
NEW QUESTION # 34 
A company is running its application on AWS. The company has a multi-environment setup, and each environment is isolated in a
separate AWS account. The company has an organization in AWS Organizations to manage the accounts. There is a single
dedicated security account for the organization. The company must create an inventory of all sensitive data that is stored in Amazon
S3 buckets across the organization's accounts. The findings must be visible from a single location. Which solution will meet these
requirements?

A. In each account, configure Amazon Inspector to scan the S3 buckets for sensitive data. Enable Amazon Inspector
integration with AWS Trusted Advisor. Publish sensitive data findings to Trusted Advisor.
B. Set the security account as the delegated administrator for AWS Security Hub. In each account, configure Amazon
Inspector to scan the S3 buckets for sensitive data. Publish sensitive data findings to Security Hub.
C. In each account, enable and configure Amazon Macie to detect sensitive data. Enable Macie integration with AWS
Trusted Advisor. Publish sensitive data findings to Trusted Advisor.
D. Set the security account as the delegated administrator for Amazon Macie and AWS Security Hub. Enable and configure
Macie to publish sensitive data findings to Security Hub.

Answer: D
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Explanation:
Amazon Macie is the AWS service designed specifically to discover, classify, and inventory sensitive data stored in Amazon S3.
According to the AWS Certified Security - Specialty Study Guide, Macie can be enabled organization-wide using AWS
Organizations, with a delegated administrator account that centrally manages findings across all member accounts.
By designating the security account as the delegated administrator for both Amazon Macie and AWS Security Hub, the company
can centralize sensitive data findings in a single location. Macie automatically scans S3 buckets for sensitive data such as personally
identifiable information (PII) and publishes findings to Security Hub for centralized visibility and reporting.
Option B and C are incorrect because Amazon Inspector does not scan S3 objects for sensitive data. Option D is invalid because
AWS Trusted Advisor does not ingest Macie sensitive data findings.
AWS best practices recommend Amazon Macie with delegated administration and Security Hub integration for centralized sensitive
data inventory across multi-account environments.

NEW QUESTION # 35 
A security engineer has designed a VPC to segment private traffic from public traffic. The VPC includes two Availability Zones.
Each Availability Zone contains one public subnet and one private subnet. Three route tables exist: one for the public subnets and
one for each private subnet.
The security engineer discovers that all four subnets are routing traffic through the internet gateway that is attached to the VPC.
Which combination of steps should the security engineer take to remediate this scenario? (Select TWO.)

A. Modify the route tables for the private subnets to route 0.0.0.0/0 to the internet gateway.
B. Verify that a NAT gateway has been provisioned in the private subnet in each Availability Zone.
C. Modify the route tables for the public subnets to add a local route to the VPC CIDR range.
D. Verify that a NAT gateway has been provisioned in the public subnet in each Availability Zone.
E. Modify the route tables for the private subnets to route 0.0.0.0/0 to the NAT gateway in the public subnet of the same
Availability Zone.

Answer: D,E

Explanation:
AWS networking best practices require private subnets to access the internet only through NAT gateways located in public subnets.
According to the AWS Certified Security - Specialty Study Guide, NAT gateways must be provisioned in public subnets and used
as the default route for outbound traffic from private subnets.
Verifying NAT gateways in each Availability Zone ensures high availability and fault tolerance.
Updating the private subnet route tables to send 0.0.0.0/0 traffic to the NAT gateway prevents direct internet access while allowing
outbound connectivity.
Routing private subnet traffic directly to an internet gateway violates subnet isolation principles.
NAT gateways must never be placed in private subnets.

NEW QUESTION # 36 
A security engineer has designed a VPC to segment private traffic from public traffic. The VPC includes two Availability Zones. The
security engineer has provisioned each Availability Zone with one private subnet and one public subnet. The security engineer has
created three route tables for use with the environment. One route table is for the public subnets, and two route tables are for the
private subnets (one route table for the private subnet in each Availability Zone).
The security engineer discovers that all four subnets are attempting to route traffic out through the internet gateway that is attached to
the VPC.
Which combination of steps should the security engineer take to remediate this scenario? (Select TWO.)

A. Verify that a NAT gateway has been provisioned in the private subnet in each Availability Zone.
B. Modify the route tables that are associated with each of the private subnets. Create a new route for the destination
0.0.0.0/0. Specify the NAT gateway in the public subnet of the same Availability Zone as the target of the route.
C. Modify the route tables that are associated with each of the private subnets. Create a new route for the destination
0.0.0.0/0. Specify the internet gateway as the target of the route.
D. Verify that a NAT gateway has been provisioned in the public subnet in each Availability Zone.
E. Modify the route tables that are associated with each of the public subnets. Create a new route for local destinations to the
VPC CIDR range.

Answer: B,D

Explanation:



In a properly segmented VPC architecture,public subnets route internet-bound traffic to an internet gateway, whileprivate subnets
route outbound internet traffic through a NAT gatewaythat resides in a public subnet. According to the AWS Certified Security -
Specialty Official Study Guide and Amazon VPC documentation, private subnets must never have a direct route to an internet
gateway.
The issue described indicates that private subnets are incorrectly routing traffic directly to the internet gateway. To remediate this,
aNAT gateway must be provisioned in each public subnetto ensure high availability across Availability Zones. This satisfies the
requirement that private resources can initiate outbound connections without being directly reachable from the internet.
Next, the route tables associated with theprivate subnets must be updatedso that the default route (0.0.0.0/0) points to the NAT
gateway in the same Availability Zone. This ensures proper traffic flow and prevents cross- AZ dependencies.
Option B is incorrect because NAT gateways must reside in public subnets. Option C is unnecessary because local routes to the
VPC CIDR range are automatically created. Option E is explicitly insecure, as it would reintroduce direct internet gateway access
from private subnets.
AWS documentation consistently identifiesNAT gateways plus correct private subnet routingas the standard design for secure VPC
segmentation.
* AWS Certified Security - Specialty Official Study Guide
* Amazon VPC Route Table Documentation
* AWS Well-Architected Framework - Security Pillar

NEW QUESTION # 37 
A company recently experienced a malicious attack on its cloud-based environment. The company successfully contained and
eradicated the attack. A security engineer is performing incident response work.
The security engineer needs to recover an Amazon RDS database cluster to the last known good version. The database cluster is
configured to generate automated backups with a retention period of 14 days. The initial attack occurred 5 days ago at exactly 3:15
PM.
Which solution will meet this requirement?

A. Identify the Regional cluster ARN for the database. Use the ARN to restore the Regional cluster by using the restore to
point in time feature. Set a target time 14 days ago.
B. Identify the Regional cluster ARN for the database. List snapshots that have been taken of the cluster.
Restore the database by using the snapshot that has a creation time that is closest to 5 days ago at 3:14 PM.
C. Identify the Regional cluster ARN for the database. Use the ARN to restore the Regional cluster by using the restore to
point in time feature. Set a target time 5 days ago at 3:14 PM.
D. List all snapshots that have been taken of all the company's RDS databases. Identify the snapshot that was taken closest to
5 days ago at 3:14 PM and restore it.

Answer: C

Explanation:
Amazon RDS supports point-in-time recovery (PITR) using automated backups within the configured retention window. According
to the AWS Certified Security - Specialty Study Guide, PITR allows recovery to any second within the retention period, making it
the most precise recovery method following a security incident.
By restoring the database cluster to a point just before the attack occurred, such as 3:14 PM, the security engineer ensures that the
restored database reflects the last known good state without including malicious changes. This method is more accurate than
restoring from snapshots, which are created at fixed intervals and may not align with the exact recovery time.
Options B and C rely on snapshot timing and may reintroduce compromised data. Option D restores to an arbitrary time and does
not meet the requirement to recover to the last known good version.
AWS documentation explicitly recommends point-in-time recovery for incident response scenarios that require precise restoration.
Referenced AWS Specialty Documents:
AWS Certified Security - Specialty Official Study Guide
Amazon RDS Automated Backups and PITR
AWS Incident Response and Recovery Guidance

NEW QUESTION # 38 
A security engineer has designed a VPC to segment private traffic from public traffic. The VPC includes two Availability Zones. The
security engineer has provisioned each Availability Zone with one private subnet and one public subnet. The security engineer has
created three route tables for use with the environment. One route table is for the public subnets, and two route tables are for the
private subnets (one route table for the private subnet in each Availability Zone).
The security engineer discovers that all four subnets are attempting to route traffic out through the internet gateway that is attached to



the VPC.
Which combination of steps should the security engineer take to remediate this scenario? (Select TWO.)

A. Verify that a NAT gateway has been provisioned in the private subnet in each Availability Zone.
B. Modify the route tables that are associated with each of the private subnets. Create a new route for the destination
0.0.0.0/0. Specify the NAT gateway in the public subnet of the same Availability Zone as the target of the route.
C. Modify the route tables that are associated with each of the private subnets. Create a new route for the destination
0.0.0.0/0. Specify the internet gateway as the target of the route.
D. Verify that a NAT gateway has been provisioned in the public subnet in each Availability Zone.
E. Modify the route tables that are associated with each of the public subnets. Create a new route for local destinations to the
VPC CIDR range.

Answer: B,D

Explanation:
In a properly segmented VPC architecture, public subnets route internet-bound traffic to an internet gateway, while private subnets
route outbound internet traffic through a NAT gateway that resides in a public subnet. According to the AWS Certified Security -
Specialty Official Study Guide and Amazon VPC documentation, private subnets must never have a direct route to an internet
gateway.
The issue described indicates that private subnets are incorrectly routing traffic directly to the internet gateway. To remediate this, a
NAT gateway must be provisioned in each public subnet to ensure high availability across Availability Zones. This satisfies the
requirement that private resources can initiate outbound connections without being directly reachable from the internet.
Next, the route tables associated with the private subnets must be updated so that the default route (0.0.0.0/0) points to the NAT
gateway in the same Availability Zone. This ensures proper traffic flow and prevents cross-AZ dependencies.

NEW QUESTION # 39
......
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