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Juniper JN0-351 Exam Syllabus Topics:

Topic

Details

Topic 1

Layer 2 Security: This topic introduces Layer 2 protection mechanisims and firewall filters to fortify network
security. Practical skills in configuring, monitoring, and troubleshooting these features prepare candidates to
address exam objectives and real-world challenges effectively.

Topic 2

Tunnels: The findamentals of TP tunneling are emphasized, highlighting their requirements and
functionalities. Mastery in configuring, monitoring, and troubleshooting tunnels equips professionals to meet
the demands of the INO-351 exam

Topic 3

Protocol Independent Routing; An essential domain for understanding routing components outside protocol
dependencies, this topic enhances expertise in configuring, monitoring, and troubleshooting critical
elements.

Topic 4

Layer 2 Switching or VLANSs: This topic deepens the understanding of Layer 2 switching operations within
the Junos OS, including VLAN concepts and benefits. Experienced networking professionals gain insights
mnto configuration, monitoring, and troubleshooting techniques essential for network segmentation and
efficiency.

Topic 5

BGP: This topic focuses on the operational and conceptual elements of BGP, a cornerstone in enterprise
networks.

Topic 6

OSPF: The concepts and operational details of OSPF are explored, providing tools for routing efficiency.
Configuration and troubleshooting mastery ensure readiness for both the exam and complex enterprise
environments.

Topic 7

IS-IS: Aspiring Juniper networking professionals enhance their understanding of IS-IS routing protocols.
This topic equips candidates with the knowledge to configure and monitor IS-IS systens, addressing
specific exam challenges and practical applications.

Juniper Enterprise Routing and Switching, Specialist (JNCIS-ENT) Sample
Questions (Q60-Q65):

NEW QUESTION # 60
Referring to the exhibit, which two statements about BGP prefixes advertised by R1 to AS 65501 are true? (Choose two.)
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A. R1 will modify the AS path attribute in prefixes advertised to AS 65501

B. R1 will modify the next-hop attribute in prefixes advertised to AS 65501

C. R1 will modify the orignator ID attribute in prefixes advertised to AS 65501
D. R1 will modify the cluster list attribute in prefixes advertised to AS 65501

Answer: B,C

NEW QUESTION # 61
Your network has two ISPs available. You want to ensure that all outbound traffic is routed out ISP-1. If the connection to ISP-1
fails, all outbound traffic is routed to the backup ISP, ISP-2. In this scenario, how should you configure BGP on your network?

A. Set the local-preference attribute to a higher value for ISP-2 than ISP-1.

B. Configure the gateway for ISP-1 with a higher origin code than the gateway for ISP-2.
C. Set the local-preference attribute to a higher value for ISP-1 than ISP-2.

D. Configure the gateway for ISP-1 with a higher peer ID than the gateway for ISP-2.

Answer: C

NEW QUESTION # 62
You are asked to create a new firewall filter to evaluate Layer 3 traffic that is being sent between VLAN:S. In this scenario, which
two statements are correct? (Choose two.)

A. You should apply the firewall filter to the appropriate IRB interface.

B. You should create a family Ethernet-switching firewall filter with the appropriate match criteria and actions.
C. You should create a family inet firewall filter with the appropriate match criteria and actions.

D. You should apply the firewall filter to the appropriate VLAN.

Answer: A,C

Explanation:

Explanation

A firewall filter is a configuration that defines the rules that determine whether to forward or discard packets at specific processing
points in the packet flow. A firewall filter can also modify the attributes of the packets, such as priority, marking, or logging. A
firewall filter can be applied to various interfaces, protocols, or routing instances on a Juniper devicel.

A firewall filter has a family attribute, which specifies the type of traffic that the filter can evaluate. The family attribute can be one of
the following; inet, inet6, mpls, vpls, iso, or ethernet-switching?. The family inet firewall filter is used to evaluate IPv4 traffic, which is
the most common type of Layer 3 traffic on a network.

To create a family inet firewall filter, you need to specify the appropriate match criteria and actions for each termin the filter. The



match criteria can include various fields in the IPv4 header, such as source address, destination address, protocol, port number, or
DSCP value. The actions can include accept, discard, reject, count, log, policer, or next terms3.

To apply a firewall filter to Layer 3 traffic that is being sent between VLANS, you need to apply the filter to the appropriate IRB
interface. An IRB interface is an integrated routing and bridging interface that provides Layer 3 functionality for a VLAN on a
Juniper device. An IRB interface has an IP address that acts as the default gateway for the hosts in the VLAN. An IRB interface can
also participate in routing protocols and forward packets to other VLANS or networks4.

Therefore, option C is correct, because you should create a family inet firewall filter with the appropriate match criteria and actions.
Option D is correct, because you should apply the firewall filter to the appropriate IRB interface.

Option A is incorrect, because you should not create a family ethernet-switching firewall filter with the appropriate match criteria and
actions. A family ethernet-switching firewall filter is used to evaluate Layer 2 traffic on a Juniper device. A family ethernet-switching
firewall filter can only match on MAC addresses or VLAN IDs, not on IP addresses or protocolsS.

Option B is incorrect, because you should not apply the firewall filter to the appropriate VLAN. A VLAN is a logical grouping of
hosts that share the same broadcast domain on a Layer 2 network. A VLAN does not have an IP address or routing capability. A
firewall filter cannot be applied directly to a VLAN; it must be applied to an interface that belongs to or connects to the VLANG.
References:

1: Firewall Filters Overview 2: Configuring Firewall Filters 3: Configuring Firewall Filter Match Conditions and Actions 4:
Understanding Integrated Routing and Bridging Interfaces 5: Configuring Ethernet- Switching Firewall Filters 6: Understanding
VLANs

NEW QUESTION # 63
Referring to the exhibit, which policy will export routes to IBGP peers?

[edit protocols
user@router# show
preference 150;
keep all;
mtu-discovery;
export static-1;

e-p e;

export static-2;
peer-as 2;
neighbor

expByt sTatic-3;

type internal;
local-address 192.168.1.11;
export static-4;

local-as

neighbor 192.1
192.1

neighbor

e A static-3
e B. static-2



o (. static-4
e D static-1

Answer: C

NEW QUESTION # 64

A number of reports from end users indicate that internal and external communications are intermittent and not reliable. You verified
the status of the switch ports and have determined that they are up and operational. You also noticed a very high level of link
bandwidth utilization on those same ports. The current topology of the affected environment is shown in the exhibit.

Switch-1

What would be the cause of the reported issues?

A. A malformed route-based ACL improperly filtering traffic flows.
B. A misconfigured interior gateway protocol (IGP).

C. A lack of a loop-prevention mechanism or protocol.

D. A lack of port-based ACLs filtering the traffic flows.

Answer: C

NEW QUESTION # 65

To upgrade skills, hundreds of candidates attempt the Enterprise Routing and Switching, Specialist (JINCIS-ENT) (JNO-351)
certification exam and try to be smart and more efficient than the rest. In that case, they are now finding ways by which they can get
help to crack the Enterprise Routing and Switching, Specialist (JNCIS-ENT) (JN0-351) certification exams. Let's discuss the
sources that can prove to be a major help if you are planning to take the exam
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