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CompTIA Security+ Certification Exam Sample Questions (Q914-Q919):

NEW QUESTION # 914

An admmnistrator notices that several users are logging in from suspicious [P addresses. After speaking with the users, the
admnistrator determines that the employees were not logging in from those P addresses and resets the affected users' passwords.
Which of'the following should the administrator implement to prevent this type of attack from succeeding in the future?

e A. Permissions assignment
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¢ B. Multifactor authentication
e C. Access management
e D. Password complexity

Answer: B

Explanation:

The correct answer is A because multifactor authentication (MFA) is a method of verifying a user's identity by requiring more than
one factor, such as something the user knows (e.g,, password), something the user has (e.g,, token), or something the user is (e.g,,
biometric). MFA can prevent unauthorized access even if the user’s password is compromised, as the attacker would need to
provide another factor to log in. The other options are incorrect because they do not address the root cause of the attack, which is
weak authentication. Permissions assignment (B) is the process of granting or denying access to resources based on the user's role
or identity.

Access management is the process of controlling who can access what and under what conditions. Password complexity (D) is the
requirement of using strong passwords that are hard to guess or crack, but it does not prevent an attacker fromusing a stolen
password.

NEW QUESTION # 915

A company is concerned about employees unintentionally infroducing malware into the network.

The company identified fifty employees who clicked on a link embedded in an email sent by the mternal IT department. Which of the
following should the company implement to best improve its security posture?

A. Insider threat awareness

B. Simulated phishing campaign
C. SPF configuration

D. Social engineering training

Answer: B

NEW QUESTION # 916
A security analyst is reviewing logs and discovers the following;
Which of the following should be used lo best mitigate this type of attack?

A. Sandboxing

B. Input sanitization
C. Secure cookies

D. Static code analysis

Answer: B

NEW QUESTION # 917

You are security administrator investigating a potential infection on a network.

Click on each host and firewall. Review all logs to determine which host originated the Infecton and then deny each remaining hosts
clean or infected.

Answer:

Explanation:

Explanation:

A screenshot of a computer Al-generated content may be incorrect.

Based on the logs, it seens that the host that originated the infection is 192.168.10.22. This host has a suspicious process named
svchost.exe running on port 443, which is unusual for a Windows service. It also has a large number of outbound connections to
different IP addresses on port 443, indicating that it is part of a botnet.

The firewall log shows that this host has been communicating with 10.10.9.18, which is another infected host on the engineering
network. This host also has a suspicious process named svchost.exe running on port 443, and a large number of outbound
connections to different [P addresses on port 443.



The other hosts on the R&D network (192.168.10.37 and 192.168.10.41) are clean, as they do not have any suspicious processes
or connections.

NEW QUESTION # 918

An employee from the accounting department logs in to the website used for processing the company's payments. After logging in, a
new desktop application automatically downloads on the employee's computer and causes the computer to restart. Which of the
following attacks has occurred?

A. Buffer overflow
B. XSS

C. Typosquatting
D. Watering hole

Answer: D

Explanation:
A watering hole attack compromises a legitimate website frequently visited by the target, embedding malicious code that delivers
malware, such as the unauthorized desktop application downloaded after the enployee logged in.

NEW QUESTION # 919
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