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HA #49

An admmnistrator at a large university wants to ensure that the new employees have the right level of access when they are
onboarded. The administrator asked the team to configure the cloud environment and ensure that new employees have the
appropriate access based on their roles and responsibilities. Which technique must be recommended to ensure the right level of
access?

e A VPN
e B. network access control list
¢ (. identity access management

e D. security groups
Ef#: C

A -

Identity Access Management (IAM) enforces role-based access control, ensuring that new employees are automatically given the
correct permissions aligned with their roles and responsbilities. This approach secures the cloud environment by preventing
excessive or inappropriate access.

B #50
Employees in a healthcare organization could not access their devices when they returned to work after the weekend. The security
team discovered that a threat actor had encrypted the devices. Which security solution would mitigate the risk in future?

¢ A password policy enforcement

¢ B. endpoint detection and response

¢ (. data loss prevention

e D. network configuration management

IEf#: B

fiR .-
Endpoint Detection and Response (EDR) provides continuous monitoring, detection, and automated response to suspicious activity
on devices. It can identify and stop ransomware attacks before encryption occurs, mitigating the risk of device lockouts in the future.

HR #51

Which two approaches support secure communication in containerized microservices architectures? (Choose two.)

A. Mutual TLS between services

B. Shared service account credentials

C. Static NAT entries

D. Service Mesh with policy enforcement

IEf@E: AL D

A -
Mutual TLS (mTILS) provides encrypted communication and mutual authentication between services. A service mesh enforces
centralized security policies and automates secure communication across microservices.
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R #52

A video game company identified a potential threat ofa SYN flood attack, which could disrupt the online gaming services and
impact user experience. The attack can overwhelm network resources by exploiting the TCP handshake process, leading to server
unavailability and degraded performance. To safeguard the company's infrastructure and ensure uninterrupted service, it is essential
to enhance the security measures in place. The company must implement a solution that manages and mitigates the risk of such
network-based attacks. Which security product must be implemented to mitigate similar risks?

A. Cisco Web Security Appliance
B. Cisco Secure Firewall

C. Cisco Secure Endpoint

D. Cisco Unbrella

IEf#: B

TR

A SYN flood attack is a classic Denial-of-Service (DoS) technique that exploits the TCP three-way handshake. By sending a
massive volume of SYN packets without conpleting the handshake, the attacker exhausts the target server's connection table.Cisco
Secure Firewall(formerly Firepower) is the architectural component designed to mitigate these network-layer threats.

Cisco Secure Firewall utilizes features such asTCP InterceptandSYN Cookiesto defend against these attacks. Whena SYN flood is
detected, the firewall can act as a proxy for the handshake, only passing the completed connection to the backend server once the
three-way handshake is verified. This prevents the server's resources from being overwhelmed by "half-open" connections.

In contrast,Cisco Web Security Appliance(Option A) is focused on web-based (HTTP/HTTPS) threats and proxying, not low-level
TCP flood mitigation.Cisco Umbrella(Option B) primarily provides DNS-layer security and Secure Internet Gateway (SIG)
services, which are neffective against a direct SYN flood targeting an on-premises or cloud-hosted gaming server.Cisco Secure
Endpomnt(Option C) protects individual hosts from malware but cannot protect the network mfrastructure or the server's TCP stack
from being saturated by high-volume flood traffic. Consequently, Cisco Secure Firewall is the essential product for managing and
mitigating these infrastructure-level network attacks.

B #53

A video game company identified a potential threat of a SYN flood attack, which could disrupt the online gaming services and
impact user experience. The attack can overwhelm network resources by exploiting the TCP handshake process, leading to server
unavailability and degraded performance. To safeguard the company's infrastructure and ensure uninterrupted service, it is essential
to enhance the security measures in place. The company must implement a solution that manages and mitigates the risk of such
network-based attacks. Which security product must be implemented to mitigate similar risks?

A. Cisco Web Security Appliance
B. Cisco Secure Firewall

C. Cisco Secure Endpoint

D. Cisco Unbrella

EfE: B

R -

A SYN flood attack is a type of DoS/DDoS attack targeting the TCP handshake process. The correct mitigation is deploying a
Cisco Secure Firewall, which includes advanced intrusion prevention, SYN flood protection, and traffic management capabilities to
prevent resource exhaustion and keep services available.

HR #54
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