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CheckPoint 156-536 Exam Syllabus Topics:

Topic Details

Topic 1
Advanced Threat Prevention: CheckPoint Security Administrators will be assessed in this area, which
covers advanced techniques for preventing sophisticated threats. This includes leveraging threat intelligence
and proactive measures to safeguard endpoints from emerging cyber risks.
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Topic 2
Deploying Harmony Endpoint Data Security Protection: In this domain, CheckPoint Security
Administrators will demonstrate their skills in deploying data security protections within Harmony Endpoint.
This includes configuring data loss prevention strategies and ensuring data integrity across endpoints.

Topic 3
Harmony Endpoint Security Management: This section focuses on the skills of Harmony Endpoint Security
Professionals and covers the management aspects of Harmony Endpoint Security. It emphasizes how to
effectively configure and manage security policies across endpoint devices.
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About the upcoming 156-536 exam, do you have mastered the key parts which the exam will test up to now? Everyone is conscious
of the importance and only the smart one with smart way can make it. Maybe you are unfamiliar with our 156-536 Latest Material,
but our 156-536 real questions are applicable to this exam with high passing rate up to 98 percent and over.

CheckPoint Check Point Certified Harmony Endpoint Specialist - R81.20
(CCES) Sample Questions (Q94-Q99):
NEW QUESTION # 94 
Before installing the Endpoint Security Management Server, it is necessary to consider this:

A. A Network Security Management Server must NOT be installed on the same machine.
B. An Endpoint Security Gateway must be installed.
C. MS SQL Server must be available with full admin access.
D. A Network Security Management Server must be installed.

Answer: A

Explanation:
Installing the Endpoint Security Management Server (EMS) requires careful planning to ensure compatibility and performance within
the Check Point environment. TheCheck Point Harmony Endpoint Server Administration Guide R81.20outlines key considerations
for EMS installation, particularly regarding its relationship with other management components.
Onpage 23, under "Endpoint Security Architecture," the guide describes the EMS as follows:
"Includes the Endpoint Security policy management and databases. It communicates with endpoint clients to update their
components, policies, and protection data." While this section confirms the EMS's integration with Check Point's Security
Management Server (SMS), it does not explicitly prohibit co-installation on the same machine. However, additional context is
provided on page 35, under "Connection Port to Services on an Endpoint Security Management Server":
"SSL connection ports on Security Management Servers R81 and higher - A Security Management Server listens to SSL traffic for
all services on the TCP port 443 in these cases: If you performed a clean installation of a Security Management Server and enabled
the Endpoint Policy Management Software Blade." This section discusses port configurations and potential conflicts when both SMS
and EMS services are active, implying that running both on the same machine could lead to resource contention or port overlap (e.
g., TCP/443 vs. TCP/4434). Although the guide does not explicitly forbid co-installation, Check Point best practices-derived from
broader documentation and installation guidelines-recommend separating these management components to avoid such issues.
Evaluating the options:
* Option A: A Network Security Management Server must be installed- This is incorrect. The EMS can function independently or
integrate with an existing SMS, but prior installation of an SMS is not a requirement (seepage 23).
* Option B: A Network Security Management Server must NOT be installed on the same machine- This aligns with best practices
to prevent conflicts, making it the most accurate consideration before EMS installation.
* Option C: An Endpoint Security Gateway must be installed- No such component exists in Harmony Endpoint; this appears to be a
fabricated term and is not mentioned in the guide.
* Option D: MS SQL Server must be available with full admin access- The EMS uses an internal database, not an external MS
SQL Server, as implied by the architecture overview onpage 23.
Thus,Option Bis the correct consideration, supported by the need to avoid potential operational conflicts as inferred frompage
35and standard deployment recommendations.
References:
CP_R81.20_Harmony_Endpoint_Server_AdminGuide.pdf, Page 23: "Endpoint Security Architecture" (EMS components).
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CP_R81.20_Harmony_Endpoint_Server_AdminGuide.pdf, Page 35: "Connection Port to Services on an Endpoint Security
Management Server" (port considerations).

NEW QUESTION # 95 
The Endpoint administrator prepared deployment rules for remote deployment in a mixed desktop environment. Some of the non-
Windows machines could not install Harmony Endpoint clients. What is the reason for this?

A. Deployment rules are not supported on macOS clients
B. macOS clients are not supported by Harmony Endpoint
C. Deployment rules were assigned to users not to machines
D. Administrator doesn't run chmod command, to allow execution permission to the deployment script

Answer: A

NEW QUESTION # 96 
When you are facing a technical problem and you need help, what resource is recommended for all technical information about
Check Point products?

A. Check Point SecureKnowledge, CheckMates, and Check Point Customer Support.
B. Press F1 in the SmartConsole and write down the problem.
C. You can use an online search engine like Google and you will find the answer in the first results.
D. You can use any infosec-related online sources.

Answer: A

NEW QUESTION # 97 
The CISO office evaluates Check Point Harmony Endpoint and needs to know what kind of post-infection capabilities exist. Which
post-infection capabilities does the Harmony Endpoint Suite include?

A. FW Attack Analysis (Forensics), Detect and Prevent, and Isolation
B. IPS Attack Analysis (Forensics), Deploy and Destroy, and Isolation
C. Automated Attack Analysis (Forensics), Remediation and Response, and Quarantine
D. IPS Attack Analysis (Forensics), Detect and Prevent, and Isolation

Answer: C

Explanation:
Harmony Endpoint offers advanced post-infection capabilities to analyze and mitigate threats after they occur.
These features are detailed in theCP_R81.20_Harmony_Endpoint_Server_AdminGuide.pdfunder its threat prevention sections.
Onpage 346, under "Forensics," the guide states:
"Forensics provides automated attack analysis, helping to understand the nature and impact of threats." Onpage 336, under
"Quarantine Settings and Attack Remediation," it notes:
"Quarantine Settings and Attack Remediation allow for isolating infected files and systems." Additionally, onpage 329, under
"Harmony Endpoint Anti-Ransomware, Behavioral Guard and Forensics," it mentions:
"Analyzes incidents reported by other components."
These extracts collectively confirm that Harmony Endpoint includes:
* Automated Attack Analysis (Forensics)- Automatically analyzing threats post-infection.
* Remediation and Response- Addressing and repairing the damage (implied in attack remediation).
* Quarantine- Isolating infected elements to prevent further spread.
This matchesOption Bperfectly.
Evaluating the other options:
* Option A: IPS Attack Analysis (Forensics), Deploy and Destroy, and Isolation- "IPS" is a network feature, not endpoint-specific,
and "Deploy and Destroy" is not a documented term.
* Option C: FW Attack Analysis (Forensics), Detect and Prevent, and Isolation- "FW" (Firewall) is unrelated to endpoint post-
infection, and "Detect and Prevent" are pre-infection actions.
* Option D: IPS Attack Analysis (Forensics), Detect and Prevent, and Isolation- Again, "IPS" is incorrect, and "Detect and Prevent"
is not post-infection-focused.



Option Baccurately represents Harmony Endpoint's post-infection capabilities as per the documentation.
References:
CP_R81.20_Harmony_Endpoint_Server_AdminGuide.pdf, Page 329: "Harmony Endpoint Anti-Ransomware, Behavioral Guard
and Forensics" (incident analysis).
CP_R81.20_Harmony_Endpoint_Server_AdminGuide.pdf, Page 346: "Forensics" (automated attack analysis).
CP_R81.20_Harmony_Endpoint_Server_AdminGuide.pdf, Page 336: "Quarantine Settings and Attack Remediation" (quarantine
and remediation).

NEW QUESTION # 98 
What is the time interval of heartbeat messages between Harmony Endpoint Security clients and Harmony Endpoint Security
Management?

A. 30 seconds
B. 60 seconds
C. 60 minutes
D. 60 milli-seconds

Answer: B

NEW QUESTION # 99
......
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