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WGU Cybersecurity Architecture and Engineering (KFO1/D488) Sample
Questions (Q193-Q198):
NEW QUESTION # 193 
What signals the development of scope creep?

A. The product does not satisfy all the requirements of the plan.
B. Programmers are focused on a single feature.
C. An extension to the deadline of the project is requested.
D. Many unplanned features have been added to the original project.

Answer: D

Explanation:
The development of scope creep is often signaled by the addition of many unplanned features to the original project. This indicates
that the project scope is expanding beyond its initial boundaries. Key indicators include:
* Uncontrolled changesto the project scope.
* Continuous new requestsfrom stakeholders that were not part of the original requirements.
* Increased project complexityand difficulty in managing the project timeline and resources.
Scope creep can lead to delays, budget overruns, and project failure if not managed properly.
References
* Project Management Institute, "A Guide to the Project Management Body of Knowledge (PMBOK Guide)," PMI.
* Harold Kerzner, "Project Management: A Systems Approach to Planning, Scheduling, and Controlling," Wiley.

NEW QUESTION # 194 
Match the legislative purpose with the corresponding legislation.
Answer options may be used more than once or not at all.

Answer:

Explanation:
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Explanation:
DMCA (Digital Millennium Copyright Act)
Purpose: The DMCA makes it illegal to violate copyrights by disseminating digitized material.
The DMCA was enacted in 1998 to address the issues of digital rights management and copyright infringement in the digital age. It
provides legal protection to copyright holders against unauthorized copying, sharing, and distribution of their digital works. The
legislation criminalizes the production and dissemination of technology, devices, or services intended tocircumvent measures that
control access to copyrighted works (commonly known as DRM-Digital Rights Management).
DMCA Overview - U.S. Copyright Office
HIPAA (Health Insurance Portability and Accountability Act)
Purpose: Prohibits agencies from distributing an individual's health information without the individual's consent.
HIPAA, enacted in 1996, is designed to protect individuals' medical records and other personal health information. The Privacy Rule
under HIPAA sets standards for the protection of health information by health plans, healthcare clearinghouses, and healthcare
providers that conduct certain healthcare transactions electronically. It mandates the protection and confidential handling of protected
health information (PHI).
References: HIPAA Privacy Rule - U.S. Department of Health & Human Services FERPA (Family Educational Rights and Privacy
Act) Purpose: Gives students the right to access their own educational records and prevents schools from distributing student
records without permission.
Explanation: FERPA is a federal law enacted in 1974 that protects the privacy of student education records. It grants parents certain
rights with respect to their children's education records, which transfer to the student when they reach 18 years of age or attend a
school beyond the high school level. FERPA requires that schools must have written permission from the student or parent to release
any information from a student's education record.
References: FERPA Regulations - U.S. Department of Education

NEW QUESTION # 195 
An organization wants to implement a new encryption solution to protect sensitive data stored in a database.
The organization wants to ensure that the encryption solution provides strong protection for the data and is willing to sacrifice
performance.
Which type of encryption meets the needs of the organization?

A. Block ciphers
B. Hash functions
C. Asymmetric encryption
D. Stream ciphers

Answer: A

Explanation:
The correct answer is D - Block ciphers.
Per the WGU Cybersecurity Architecture and Engineering (KFO1 / D488) materials, block ciphers encrypt fixed-size blocks of
data at a time, providing strong security suitable for data at rest, such as databases.
Though they may be less performance-efficient compared to stream ciphers, their strength makes them ideal for securing stored
sensitive information.
Stream ciphers (A) are optimized for real-time encryption, not stored data. Asymmetric encryption (B) is slower and more suited for
key exchange rather than large data encryption. Hash functions (C) provide integrity verification, not encryption.
Reference Extract from Study Guide:
"Block ciphers encrypt fixed-length blocks of data, providing robust security ideal for protecting data at rest, such as sensitive



database information."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Encryption Technologies

NEW QUESTION # 196 
A large technology company has discovered a known vulnerability in its network infrastructure.The infrastructure contains a number
of retired assets that are no longer receiving security updates, which could potentially be exploited by attackers to compromise the
network. The company has decided to implement hardening techniques and endpoint security controls to mitigate the risk.
Which hardening technique will meet the needs of this company?

A. Removing all end-of-life devices from the network
B. Implementing intrusion detection and prevention systems (IDPS)
C. Conducting regular vulnerability scans to identify potential weaknesses
D. Enforcing strict access control policies for all network devices

Answer: A

Explanation:
End-of-life (EOL) systemspose a significant security risk because they no longer receive patches or security updates. Themost
effective and proactive hardening techniquein this case is tocompletely remove those systems from the network.
NIST SP 800-128 (Guide for Security-Focused Configuration Management):
"Systems no longer supported by vendors must be removed, replaced, or isolated as they pose unacceptable risks." Other controls
are useful for broader protection, but if a system is inherently vulnerable and cannot be patched, removal is the only surefire solution.
#WGU Course Alignment:
Domain:System Security Engineering
Topic:Implement system hardening strategies and manage legacy systems

NEW QUESTION # 197 
A professional services organization deployed security edge devices in key locations on its corporate network.
How will these devices improve the organization's security posture?

A. They are a set of trusted platform module (TPM) devices
B. They protect from severe distributed denial-of-service (DDoS) attacks
C. They act as a security information and event management (SIEM) module for a security operations center (SOC) analyst
D. They act as an initial defense layer for potential threats

Answer: D

Explanation:
The correct answer is A - They act as an initial defense layer for potential threats.
According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), security edge devices such as firewalls, secure
web gateways, and intrusion prevention systems (IPS) are placed at the network perimeter to serve as the first layer of defense
against external threats.
DDoS protection (B) may be part of a broader security solution but is not the main role of general edge devices. SIEM modules (C)
collect and correlate logs, not defend at the perimeter. TPM devices (D) are hardware-based cryptographic modules, not network
edge defenses.
Reference Extract from Study Guide:
"Security edge devices provide the first line of defense against external threats by monitoring, filtering, and blocking malicious traffic
entering the corporate network."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Network Security and Perimeter Defense

NEW QUESTION # 198
......

One of the advantages of taking the PracticeDump WGU Cybersecurity Architecture and Engineering (KFO1/D488)
(Cybersecurity-Architecture-and-Engineering) practice exam (desktop and web-based) is that it helps applicants to focus on their
weak areas. It also helps applicants to track their progress and make improvements. WGU Cybersecurity-Architecture-and-
Engineering Practice Exams are particularly helpful in identifying areas where one needs more practice.
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