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Questions (Q166-Q171):

NEW QUESTION # 166

An IT organization has recently implemented a hybrid cloud deployment. The server team is deploying a new set of domain-joined
Windows servers on cloud-based virtual machines. Users must be able to use their Active Directory credentials to sign in to
applications regardless of whether they are running on Windows servers in the cloud or on-premises.

A. Two-step verification

B. Privileged identity management

C. Identity federation

D. Challenge-Handshake Authentication Protocol (CHAP)

Answer: C

Explanation:

Identity federationallows authentication credentials to be used across multiple systenms or domains- includingon-premises and cloud
platforms-without duplicating user databases.

NIST SP 800-63C (Federated Identity Guidelines):

"Federation enables users to access multiple, disparate services using a single digital identity that can be shared securely across
organizational boundaries." This approach is essential in hybrid architectures where cloud VMs and on-prem servers must recognize
acentralized identity providerlike Active Directory.

#WGU Course Alignment:

Domain:Access Control and Identity Management

TopicImplement federated identity in hybrid and multi-cloud environments

NEW QUESTION # 167
What is the correct order of project phases?

e A. 1) Executing

2) Monitoring and Controlling

3) Initiation

4) Planning

5) Closing
e B. 1) Initiation

2) Planning

3) Executing

4) Monitoring and Controllings) Closing
e C. 1)Initiation

2)Executing

3)Planning

4)Monitoring and Controllings) Closing
¢ D. 1) Planning

2) Inttiation

AMonttoring and Controlling

4) Executings) Closing

Answer: B

Explanation:

The correct order of project phases according to the Project Management Institute (PMI) and other standard project management
methodologies is:

* Initiation: This phase nvolves defining the project at a high level and getting approval to start.

* Planning; In this phase, detailed planning is done to set the project's scope, objectives, and procedures.

* Executing: This phase is where the project plan is put into action and the project deliverables are created.

* Monitoring and Controlling: This phase involves tracking, reviewing, and regulating the project's progress and performance,
ensuring that everything aligns with the project plan.

* Closing: This is the final phase, where the project is formally closed, and final deliverables are handed over.

References

* Project Management Institute, "A Guide to the Project Management Body of Knowledge (PMBOK Guide)," PMI.

* Harold Kerzner, "Project Management: A Systerms Approach to Planning, Scheduling, and Controlling," Wiley.



NEW QUESTION # 168

A security team is investigating multiple man-in-the-middle attacks that have taken place on the corporate network over the past few
months. The team needs a solution that will ensure that data is not exposed if a man- in-the-middle attack occurs in the future.

What is the best solution?

A. Ensuring all users have complex passwords
B. Enforcing password history

C. Encrypting data

D. Disabling Wi-Fi connections

Answer: C

Explanation:

The correct answer is C - Encrypting data.

WGU Cybersecurity Architecture and Engineering (KFO1 / D488) states that encryption is the best defense against man-in-the-
middle attacks because even if traffic is intercepted, the data remains unreadable without the appropriate decryption keys.

Disabling Wi-Fi (A) is not practical and does not eliminate MITM threats entirely. Password policies (B and D) strengthen account
security but do not protect data transmission.

Reference Extract from Study Guide:

"Encryption ensures the confidentiality of data in transit, preventing unauthorized parties from accessing the content even during man-
n-the-middle attacks."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Data Transmission Security

NEW QUESTION # 169
Which block cipher mode of operation for encrypting data is simple and efficient and provides no confidentiality beyond that of the
underlying block cipher?

A. Electronic codebook (ECB)
B. Cipher block chaning (CBC)
C. Output feedback (OFB)

D. Counter (CTR)

Answer: A

Explanation:

The correct answer is A - Electronic codebook (ECB).

According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), ECB mode is the simplest and most basic mode
of operation for block ciphers. It encrypts each block of plaintext independently with the same key, but identical plaintext blocks
produce identical ciphertext blocks, providing no additional confidentiality beyond the block cipher itself and making patterns visible.
CBC (B), CTR (C), and OFB (D) are more secure and avoid patterns.

Reference Extract from Study Guide:

"Electronic Codebook (ECB) mode encrypts each block independently and is simple but reveals patterns when identical plaintext
blocks occur, thus offering minimal confidentiality beyond the underlying cipher."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Block Cipher Modes of Operation

NEW QUESTION # 170

A company has recently completed its disaster recovery plan and is preparing to test it. The company's I'T team has identified the
need to simulate a disaster scenario to evaluate the effectiveness of the plan. The team has considered a few options, including a full
mterruption test, a walk-through, tabletop exercises, and checklists. They want to choose a testing method that will allow them to
evaluate the plan in a controlled environment while minimizing the impact on the company's operations.

Which testing method will meet the needs of the company?

A. Walk-through

B. Checklists

C. Full interruption test
D. Tabletop exercises



Answer: D

Explanation:

The correct answer is B - Tabletop exercises.

WGU Cybersecurity Architecture and Engineering (KFO1 / D488) defines a tabletop exercise as a controlled simulation where
participants discuss their roles during a simulated disaster scenario. It allows the evaluation of the plan without causing real disruption
to operations.

Walk-throughs (A) review plans but are less interactive. Checklists (C) are passive validation. Full interruption tests (D) would
disrupt operations, which the company wants to avoid.

Reference Extract from Study Guide:

"Tabletop exercises allow tears to simulate disaster scenarios in a controlled, discussion-based format, helping validate plans
without impacting real-world operations."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Disaster Recovery Testing Methods

NEW QUESTION # 171
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