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mit Losungen (Q485-Q490):

48S5. Frage
Which of the following uses encapsulation and encryption?

A. Virtual Local Area Network (VLAN)
B. Virtual Private Network (VPN)

C. File Transfer Protocol (FTP)

D. Simple Mail Transfer Protocol (SMTP)

Antwort: B

Begriindung;

Comprehensive and Detailed 250-300 Words Explanation From Exact Extract from Chief Information Security Officer (CCISO)
Documents:

The EC-Council CCISO Body of Knowledge identifies a Virtual Private Network (VPN) as the technology that uses both
encapsulation and encryption to secure communications across untrusted networks. VPNs encapsulate original network packets
nside an encrypted tunnel, protecting confidentiality, integrity, and authenticity of data in transit.

CCISO documentation explains that encapsulation allows private network traffic to be wrapped inside another protocol (such as
IPsec or SSL/TLS), enabling secure transmission over public networks like the Internet.

Encryption ensures that even if traffic is intercepted, its contents cannot be read without the appropriate cryptographic keys.

A VLAN provides logical segmentation at Layer 2 but does not inherently encrypt traffic. FTP and SMTP transmit data in cleartext
by default and provide neither encapsulation nor encryption unless additional secure variants (FTPS, SMTPS) are implemented.
CCISO materials emphasize that VPNs are a foundational control for remote access, site-to-site connectivity, and protection of
sensitive data over external networks. Therefore, Virtual Private Network (VPN) is the correct answer.

486. Frage
Which of the following finctions evaluates patches used to close software vulnerabilities of new systens to assure compliance with
policy when implementing an information security program?

A. System testing

B. Planning

C. Incident response
D. Risk assessment

Antwort: A

Begrindung;

Role of System Testing:

System testing evaluates patches and updates to ensure they address vulnerabilities effectively and comply with organizational
policies before deployment in live environments.

Key Actions:

* Vertfies the fnctionality of patches and updates.

* Confirms that updates align with compliance requirements and do not introduce new vulnerabilities.

Why Not Other Options:

* Risk Assessment (B): Identifies risks but does not focus on testing patches.

* Incident Response (C): Manages incidents, not preventive patch evaluation.

* Planning (D): Focuses on strategic alignment rather than patch validation.

EC-Council Alignment:

System testing is critical to maintaining the integrity and conmpliance of systenns, ensuring vulnerabilities are properly addressed.

487. Frage

Scenario: You are the newly hired Chief Information Security Officer for a company that has not previously had a senior level
security practitioner. The company lacks a defined security policy and framework for their Information Security Program. Your new
boss, the Chief Financial Officer, has asked you to draft an outline of a security policy and recommend an industry/sector neutral
information security control framework for implementation.

Your Corporate Information Security Policy should include which of the following?

e A Desktop configuration standards



¢ B. Incident response contacts
¢ (. Information security theory
¢ D. Roles and responsibilities

Antwort: D

488. Frage
Which of'the following activities must be completed BEFORE you can calculate risk?

® A. Assigning a value to each information asset

¢ B. Determining the likelihood that vulnerable systerns will be attacked by specific threats
e C. Calculating the risks to which assets are exposed in their current setting

¢ D. Assessing the relative risk facing the organization's information assets

Antwort: A

489. Frage
How often should the Statements of Standards for Attestation Engagements-16 (SSAE16)/International Standard on Assurance
Engagements 3402 (ISAE3402) report of your vendors be reviewed?

A. Bi-annually
B. Semi-annually
C. Quarterly

D. Annually

Antwort: D

Begrindung;

* SSAE16/ISAE3402 reports should be reviewed annually to evaluate vendor conmpliance with agreed- upon controls and identify
any risks or gaps in their processes.

* Annual reviews align with standard auditing practices and vendor contract expectations.

Why Other Options Are Incorrect:

* A. Quarterly: This frequency is unnecessary unless specific risks require closer monitoring,

* B. Semi-annually: Twice a year reviews may be overkill for standard vendor operations.

* C. Bi-annually: The term "bi-annually” could mean either twice a year or every two years, leading to ambiguity and potential non-
compliance.

EC-Council CISO Reference:

Vendor management processes, including the annual review of attestation reports, are a key component of the CISO role.
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