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H #48
An employee is suspected of using a company Apple iPhone 4 for inappropriate activities.
Which utility should the company use to access the iPhone without knowing the passcode?

A. Forensic Tookit (FTK)
B. Data Doctor

C. Device Seizure

D. Autopsy

IEfE: C

A -

Comprehensive and Detailed Explanation From Exact Extract:

Device Seizure is a specialized mobile forensic acquisition tool capable of extracting data fiom locked mobile devices, including
older Apple iPhone models such as the iPhone 4. It supports physical and logical acquisition, bypassing certain lock restrictions
depending on model and OS version.

* Device Seizure is widely used in law enforcement mobile forensics.

* FTK is primarily a computer forensics suite, not designed for bypassing mobile passcodes.

* Data Doctor does not support advanced mobile device extraction.

Reference:NIST mobile forensics guidelines and approved forensic tool references list Device Seizure as a tool capable of acquiring
data from locked mobile devices.

H #49

A forensic examiner is reviewing a laptop running OS X which has been compromised. The examiner wants to know if any shell
commands were executed by any of the accounts.

Which log file or folder should be reviewed?

e A /Users/<user>/.bash history
¢ B. /Users/<user>/Library/Preferences
e C./var/vm

e D. /var/log
EfE: A
R -

Comprehensive and Detailed Explanation From Exact Extract:

The.bash _historyfile located in each user's home directory (e.g.,/Users/<user>/.bash_history) records the history of shell commands
entered by the user in bash shell sessions. Reviewing this file allows mvestigators to see the commands executed by a specific user.
* /var/vmeontains virtual memory swap files, not command history.

* /var/logcontains system logs but not ndividual user shell command history.

* /Users/<user>/Library/Preferencesstores application preferences.

NIST guidelines and macOS forensics literature confirm.bash_historyas the standard location for shell command histories on OS X
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systems.

HH #50
Which law or guideline lists the four states a mobile device can be in when data is extracted from it?

e A NIST SP 800-72 Guidelines

¢ B. Electronic Communications Privacy Act (ECPA)

¢ C. Communications Assistance to Law Enforcement Act (CALEA)
¢ D. Health Insurance Portability and Accountability Act (HIPAA)

EfE: A

TR

Comprehensive and Detailed Explanation From Exact Extract:

NIST Special Publication 800-72 provides guidelines for mobile device forensics and identifies four device states during data
extraction: active, idle, powered off; and locked. These states influence how data can be accessed and preserved.

* Understanding these states helps forensic investigators select appropriate acquisition techniques.

* NIST SP 800-72 is a key reference for mobile device forensic methodologies.

Reference:NIST SP 800-72 offers authoritative guidelines on handling mobile device data in forensic investigations.

B #51
‘Which Windows component is responsible for reading the boot.ini file and displaying the boot loader menu on Windows XP during
the boot process?

A. NTLDR

B. BCD

C. Winload.exe
D. BOOTMGR

Ef#: A

fEEL:

Comprehensive and Detailed Explanation From Exact Extract:

NTLDR (NT Loader) is the boot loader for Windows NT-based systems including Windows XP. It reads the boot.ini configuration
file and displays the boot menu, initiating the boot process.

* Later Windows versions (Vista and above) replaced NTLDR with BOOTMGR.

* Understanding boot components assists forensic investigators in boot process analysis.

Reference:Microsoft technical documentation and forensic training materials outline NTLDR's role in legacy Windows systerns.

E R #52

A user at a company attempts to hide the combination to a safe that stores confidential information in a data file called
vacationdetails.doc.

What is vacationdetails.doc called, in steganographic terms?

A. Channel
B. Carrier
C. Snow
D. Payload

EfE: B

AR :

Comprehensive and Detailed Explanation From Exact Extract:

In steganography, the file that hides secret mformation is called thecarrier. The carrier file appears normal and contains embedded
hidden data (the payload).

* Payload refers to the actual secret data hidden inside the carrier.

* Snow refers to randomnoise or artifacts, often in images or files.

* Channel refers to the medium or communication path used to transmit data.



Thus,vacationdetails.docis the carrier file containing the hidden information.
Reference:Standard steganography literature and forensic documentation define the carrier as the file used to conceal payload data.
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