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An enterprise customer needs a Cyber Recovery solution to be implemeanted. As an outcome from a
previous workshop, the following backup environment needs to be protected to the CR Vault,
Location 1: 4 PowerProtect Dhs

Location 2: 4 PawerProtect DDs

Location 3: 2 PowerProtect DDs

Location 4: 2 PowerProtect DDs

The customer wants to implement a CR Vault in a 5th location.

How many Cyvber Becovery systems must be installed al a minimum level?
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What vault status is displayed if none of the PowerProtect DD systems in the CR Vault are able to
eommunicate with the Cyber Recovery software?

= A Unknown

= B, Unlocked

= . Locked

s D, Degrraded
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Nutanix NCP-CI-AWS A&l Z:

A 274
o Prepare the AWS cloud environment: This exam segment evaluates your ability to set up the AWS cloud
=1 environment, initiate NC2 service subscription, establish implementation criteria, and recognize networking
prerequisites.

¢ Configuring an NC2 on AWS Environment: This section examines your proficiency in setting up cloud
F=H 2 networking and security measures, as well as addressing connectivity issues.
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¢ Managing an NC2 on AWS Environment: This exam component tests your understanding of node and
FH 3 cluster management tasks, along with your ability to oversee cluster and cloud resource health.

¢ Deploying an NC2 on AWS Environment: This portion assesses your knowledge of cloud cluster
= 4 deployment, cloud provider network configuration, and your skills in addressing cluster deployment
challenges.
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AE #137
To manually create an AWS VPC with Public access to Prism Element for testing purposes, Which components must be created?

A. VPC, Delegated Subnets, Route Tables, NAT Gateway, Internet Gateway, Load balancer
B. VPC Subrets Route subnets, Route Tables, NAT Gateway, Internet Gateway, VPN

C. VPC, Delegated Subnets, Route Tables, NAT Gateway, vNets, Load balancer

D. VPC Subrets Route Tables NAT Gateway, Internet Gateway, Load balancer

HE: A

Y.

To manually create an AWS VPC with Public access to Prism Element for testing purposes, the following components must be
created:

VPC: A Virtual Private Cloud to provide an isolated network for the resources.

Delegated Subnets: Subnets within the VPC to segment the network and allocate TP ranges.

Route Tables: To define routing rules for the subnets to ensure proper traffic flow.

NAT Gateway: To enable instances in the private subnets to access the internet.

Internet Gateway: To allow direct internet access to instances in the public subnets.

Load Balancer: To distribute traffic across multiple instances for improved availability and redundancy.

Reference:

Refer to the AWS documentation on VPC creation and Nutanix documentation on network setup for Prism Element access.

HEE #138

An admmistrator needs to allow wide open access to one particular NC2 AWS cluster from an on-premises subnet of
10.19.160.0/24.

What is the proper Custom Security Group formatting to satisfy this task?

A)

B)

®)

D)
e A. Option B
e B.OptonD
e C. Option A
e D. OptionC

He: A
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Y.

To allow wide open access to a particular NC2 AWS cluster from an on-premises subnet (10.19.160.0/24), the proper Custom
Security Group formatting needs to include the necessary tags that specify the external cluster UUID and the networks allowed.

* Custom Security Group Configuration:

* The configuration should include tags to identify the cluster and the networks that should be granted access.

* Key: nutanix:clusters

* Key: nutanix:clusters:external

* Value: < cluster-uuid >

* Explanation of Choice:

* Option Bincludes the necessary tags and values, ensuring that the specific cluster UUID is recognized and the on-premises subnet
(10.19.160.0/24) can communicate with the NC2 cluster.

* Security Group Tags:

* nutanix:clusters:external- Identifies the cluster as external.

* nutanix-clusters:external.cluster-uuid- Specifies the unique identifier for the cluster, enabling proper traffic routing and access.
Nutanix Cloud Clusters on AWS Admmnistration Guide

AWS Security Group Documentation

Nutanix Best Practices for Custom Security Group Configuration

AR #139
Which service enables the monitoring of key metrics on various AWS services, inducing EC2, EBS, and VPC for an NC2 cluster
deployments?

A. Amazon inspector

B. AWS CloudTrail

C. Amazon CloudWatch
D. AWS CloudFormation

e C

MH.

Amazon CloudWatch is the service that enables the monitoring of key metrics on various AWS services, including EC2, EBS, and
VPC, for NC2 cluster deployments.

Amazon CloudWatch:

Amazon CloudWatch provides monitoring for AWS cloud resources and applications. It collects and tracks metrics, collects and
monitors log files, and sets alarms.

Specifically, for NC2 deployments, CloudWatch can be used to monitor key metrics such as CPU utilization, disk 1/0, network 1/0
for EC2 mstances, EBS volume performance, and VPC network traffic.

Features:

Metrics Monitoring; Collects and visualizes operational data in the form of metrics, including utilization, performance, and health.
Logs Monitoring: Collects log data, monitors it in real-time, and triggers alarms based on predefined thresholds.

Alarms: Notifies when operational performance thresholds are breached.

Integration with NC2:

By setting up CloudWatch, administrators can ensure they have visibility into the performance and health of their Nutanix clusters on
AWS, aiding in proactive management and troubleshooting,

Reference:

Amazon CloudWatch Documentation

Nutanix Cloud Clusters on AWS Administration Guide

AWS Monitoring Best Practices

AE #140
Which static routes would be required to route internal traffic to RFC 1918 subnets on-premises, while allowing other traffic to use
the NAT Gateway?

e A.10.0.0.0/10 next hop = overlay-external-subnet-nat, 172.16.0.0/14 next hop = overlay-external-subnet- nat,
192.168.0.0/18 next hop = overlay-external-subnet-nat, 0.0.0.0/0 next hop = overlay-external- subnet-no-nat

e B. 10.0.0.0/8 next hop = overlay-external-subnet-no-nat, 172.16.0.0/12 next hop = overlay-external-subnet- no-nat,
192.168.0.0/16 next hop = overlay-external-subnet-no-nat, 0.0.0.0/0 next hop = overlay-external- subnet-nat

e (. 10.0.0.0/8 next hop = overlay-external-subnet-nat, 172.16.0.0/12 next hop = overlay-external-subnet- nat,



192.168.0.0/16 next hop = overlay-external-subnet-nat, 0.0.0.0/0 next hop = overlay-external- subnet-no-nat
e D. 10.0.0.0/10 next hop = overlay-external-subnet-nat, 172.16.0.0/14 next hop = overlay-external-subnet- nat,
192.168.0.0/18 next hop = overlay-external-subnet-no-nat, 0.0.0.0/0 next hop = overlay-external- subnet-nat

He: B

Y.

To correctly route traffic in a hybrid environment using Flow Virtual Networking, administrators must distinguish between internal
private traffic and external internet traffic. Internal traffic usingRFC 1918address ranges (10.0.0.0/8, 172.16.0.0/12, and
192.168.0.0/16) should be routed to theoverlay-external-subnet-no-nat.

This ensures that traffic directed to the on-premises data center retains its original IP address for auditing and security purposes.
Conversely, all other traffic (0.0.0.0/0), typically destined for the internet, should be routed to theoverlay-external-subnet-nat. This
configuration allows the NAT Gateway to handle internet-bound requests while maintaining a transparent, non-NAT path for
corporate internal communication.

HAE #141

An admmistrator is deploying an NC2 cluster on AWS in the us-west-2 region. A VPC, management subnet, and a VM subnet are
already created in the target region.

The management subnet has a local route and a route to the internet. The subnet has a route and a route to the NAT gateway.
During the deployment, the management subnet appears in the drop-down list in the Create Cluster wizard, but cannot be selected.
What is the cause of this problem?

A. The subnet has an IPv4 CIDR block but does not have an [Pv6 CIDR block.

B. The subnet does not have route to a Site-to-Site VPN connection through a virtual private gateway.
C. The subnet has a direct route to an Internet gateway.

D. The subnet has both an [Pv4 CIDR block and an IPv6 CIDR block.

¥Y: D

MH.

* The Nutanix Create Cluster wizard may not support selecting subnets that have both IPv4 and IPv6 CIDR blocks due to
compatibility or configuration constraints.

* When a subnet with both CIDR blocks is present, it can cause issues in the selection process during cluster creation, as the system
might not be able to properly handle or recognize the dual-stack configuration.

* Ensuring that the management subnet has only an IPv4 CIDR block, without an IPv6 CIDR block, could resolve this issue and
allow for successful selection in the cluster creation wizard.

Refer to the Nutanix and AWS documentation on subnet configuration and requirements for NC2 cluster deployments, specifically
addressing IPv4 and IPv6 compatibility and constraints.
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