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(Q200-Q205):
NEW QUESTION # 200 
A developer reports receiving an Error 403: Access Denied message when they try to download an object from an Amazon S3
bucket. The S3 bucket is accessed using an S3 endpoint inside a VPC. and is encrypted with an AWS KMS key. A solutions
architect has verified that (he developer is assuming the correct IAM role in the account that allows the object to be downloaded.
The S3 bucket policy and the NACL are also valid.
Which additional step should the solutions architect take to troubleshoot this issue?

A. Verify that the IAM rote has permission to decrypt the referenced KMS key.
B. Check that local firewall rules are not preventing access to the S3 endpoint.
C. Ensure that blocking all public access has not been enabled in the S3 bucket.
D. Verify that the IAM role has the correct trust relationship configured.

Answer: A

NEW QUESTION # 201 
A weather service provides high-resolution weather maps from a web application hosted on AWS in the eu-west-1 Region. The
weather maps are updated frequently and stored in Amazon S3 along with static HTML content. The web application is fronted by
Amazon CloudFront.
The company recently expanded to serve users in the us-east-1 Region, and these new users report that viewing their respective
weather maps is slow from time to time.
Which combination of steps will resolve the us-east-1 performance issues? (Choose two.)

A. Configure the AWS Global Accelerator endpoint for the S3 bucket in eu-west-1. Configure endpoint groups for TCP
ports 80 and 443 in us-east-1.
B. Use Lambda@Edge to modify requests from North America to use the S3 Transfer Acceleration endpoint in us-east-1.
C. Use Lambda@Edge to modify requests from North America to use the S3 bucket in us-east-1. Most Voted
D. Create a new S3 bucket in us-east-1. Configure S3 cross-Region replication to synchronize from the S3 bucket in eu-
west-1. Most Voted
E. Configure the AWS Global Accelerator endpoint for us-east-1 as an origin on the CloudFront distribution. Use
Lambda@Edge to modify requests from North America to use the new origin.

Answer: C,D

Explanation:
Explanation
https://aws.amazon.com/about-aws/whats-new/2016/04/transfer-files-into-amazon-s3-up-to-300-percent-faster/

NEW QUESTION # 202 
A company is developing a gene reporting device that will collect genomic information to assist researchers with collecting large
samples of data from a diverse population. The device will push 8 KB of genomic data every second to a data platform that will
need to process and analyze the data and provide information back to researchers The data platform must meet the following
requirements:
* Provide near-real-time analytics of the inbound genomic data
* Ensure the data is flexible, parallel, and durable
* Deliver results of processing to a data warehouse
Which strategy should a solutions architect use to meet these requirements?

A. Use an Amazon API Gateway to put requests into an Amazon SQS queue analyze the data with an AWS Lambda
function and save the results an Amazon Redshift duster using Amazon EMR
B. Use Amazon Kinesis Data Streams to collect the inbound sensor data analyze the data with Kinesis clients and save the
results to an Amazon Redshift duster using Amazon EMR
C. Use Amazon Kinesis Data Firehose to collect the inbound sensor data analyze the data with Kinesis clients. and save the
results to an Amazon RDS instance
D. Use Amazon S3 to collect the inbound device data analyze the data from Amazon SOS with Kinesis and save the results
to an Amazon Redshift duster

Answer: C



NEW QUESTION # 203 
A company wants to migrate its corporate data center from on premises to the AWS Cloud The data center includes physical
servers and VMs that use VMware and Hyper-V An administrator needs to select the correct services to collect data for the initial
migration discovery process The data format should be supported by AWS Migration Hub The company also needs the ability to
generate reports from the data.
Which solution meets these requirements?

A. Use the AWS Application Discovery Service agent for data collection on physical servers and all VMs Store the collected
data m Amazon Elastic File System (Amazon EFS) Query the data and generate reports with Amazon Athena
B. Use the AWS Application Discovery Service agent for data collection on physical servers and Hyper-V Use the AWS
Agentless Discovery Connector for data collection on VMware Store the collected data in Amazon S3 Query the data with
Amazon Athena Generate reports by using Amazon QuickSight
C. Use the AWS Systems Manager agent for data collection on physical servers Use the AWS Agentless Discovery
Connector for data collection on all VMs Store query and generate reports from the collected data by using Amazon Redshift
D. Use the AWS Agentless Discovery Connector for data collection on physical servers and all VMs Store the collected data
in Amazon S3 Query the data with S3 Select Generate reports by using Kibana hosted on Amazon EC2

Answer: B

NEW QUESTION # 204 
A company plans to move regulated and security-sensitive businesses to AWS. The Security team is developing a framework to
validate the adoption of AWS best practice and industry- recognized compliance standards. The AWS Management Console is the
preferred method for teams to provision resources.
Which strategies should a Solutions Architect use to meet the business requirements and continuously assess, audit, and monitor the
configurations of AWS resources? (Choose two.)

A. Use CloudTrail integration with Amazon SNS to automatically notify unauthorized API activities.
Ensure that CloudTrail is enabled in all accounts and available AWS services. Evaluate the usage of Lambda functions to
automatically revert non-authorized changes in AWS resources.
B. Use Amazon CloudWatch Logs agent to collect all the AWS SDK logs. Search the log data using a pre- defined set of
filter patterns that machines mutating API calls. Send notifications using Amazon CloudWatch alarms when unintended
changes are performed. Archive log data by using a batch export to Amazon S3 and then Amazon Glacier for a long-term
retention and auditability.
C. Use AWS Config rules to periodically audit changes to AWS resources and monitor the compliance of the configuration.
Develop AWS Config custom rules using AWS Lambda to establish a test-driven development approach, and further
automate the evaluation of configuration changes against the required controls.
D. Use the Amazon CloudWatch Events near-real-time capabilities to monitor system events patterns, and trigger AWS
Lambda functions to automatically revert non-authorized changes in AWS resources.
Also, target Amazon SNS topics to enable notifications and improve the response time of incident responses.
E. Use AWS CloudTrail events to assess management activities of all AWS accounts. Ensure that CloudTrail is enabled in all
accounts and available AWS services. Enable trails, encrypt CloudTrail event log files with an AWS KMS key, and monitor
recorded activities with CloudWatch Logs.

Answer: C,E

Explanation:
The AWS Config console shows the compliance status of your rules and resources. You can see how your AWS resources comply
overall with your desired configurations, and learn which specific resources are noncompliant. You can also use the AWS CLI, the
AWS Config API, and AWS SDKs to make requests to the AWS Config service for compliance information.
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html By default, the log files delivered by CloudTrail to
your bucket are encrypted by Amazon server- side encryption with Amazon S3-managed encryption keys (SSE-S3). To provide a
security layer that is directly manageable, you can instead use server-side encryption with AWS KMS- managed keys (SSE-KMS)
for your CloudTrail log files.
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/encrypting-cloudtrail-log-files-with- aws-kms.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/best-practices-security.html
https://aws.amazon.com/blogs/security/how-to-audit-your-aws-resources-for-security-compliance- by-using-custom-aws-config-
rules/
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