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Amazon AWS Certified DevOps Engineer - Professional Sample Questions
(Q232-Q237):

NEW QUESTION # 232

A company is performing vulnerability scanning for all Amazon EC2 instances across many accounts. The accounts are in an
organization in AWS Organizations. Each account's VPCs are attached to a shared transit gateway. The VPCs send traffic to the
internet through a central egress VPC. The company has enabled Amazon Inspector in a delegated administrator account and has
enabled scanning for all member accounts.

A DevOps engineer discovers that some EC2 instances are listed in the "not scanning” tab in Amazon Inspector.

‘Which combination of actions should the DevOps engineer take to resolve this issue? (Choose three.)

e A. Configure EC2 Instance Connect for the EC2 instances that Amazon Inspector is not scanning,

e B. Verify that AWS Systems Manager Agent is installed and is running on the EC2 mstances that Amazon Inspector is not
scanning,

e C. Create a managed-instance activation. Use the Activation Code and the Activation ID to register the EC2 instances.

e D. Associate the target EC2 instances with instance profiles that grant permissions to commumicate with AWS Systems
Manager.

e E. Associate the target EC2 instances with security groups that allow outbound comnunication on port
443 to the AWS Systens Manager service endpoint.

e F. Grant inspector: StartAssessmentRun permissions to the IAM role that the DevOps engineer is using.

Answer: B,D,E

Explanation:
https7/docs.aws.amazon.convinspector/latest/user/scanning-ec2. html

NEW QUESTION # 233

A company has deployed an application in a single AWS Region. The application backend uses Amazon DynamoDB tables and
Amazon S3 buckets.

The company wants to deploy the application in a secondary Region. The company must ensure that the data in the DynamoDB
tables and the S3 buckets persists across both Regions. The data must also immediately propagate across Regions.

‘Which solution will meet these requirements with the MOST operational efficiency?

¢ A Implement two-way S3 bucket replication between the primary Region's S3 buckets and the secondary Region's S3
buckets. Convert the DynamoDB tables into global tables. Set the secondary Region as the additional Region.

¢ B. Implement S3 Batch Operations copy jobs between the primary Region and the secondary Region for all S3 buckets.
Convert the DynamoDB tables into global tables. Set the secondary Region as the additional Region.

e C. Implement S3 Batch Operations copy jobs between the primary Region and the secondary Region for all S3 buckets.
Enable DynamoDB streams on the DynamoDB tables in both Regjons. In each Region, create an AWS Lambda function that
subscribes to the DynamoDB streams. Configure the Lambda finction to copy new records to the DynamoDB tables in the
other Regjon.

¢ D. Implement two-way S3 bucket replication between the primary Region's S3 buckets and the secondary Region's S3
buckets. Enable DynamoDB streans on the DynamoDB tables in both Regions. In each Region, create an AWS Lambda
function that subscribes to the DynamoDB streans. Configure the Lambda function to copy new records to the DynamoDB
tables in the other Region.

Answer: A

Explanation:

The company needs multi-Regjon data persistence with immediate propagation and minimal operational overhead. For S3, the
correct mechanismis S3 replication (Cross-Region Replication or Same-Region Replication), which continuously and
asynchronously replicates new objects as they are written. Configuring two-way replication between the primary and secondary
Region buckets ensures that objects written in either Region are replicated to the other automatically without custom code.

For DynamoDB, the native solution for multi-Region replication is DynamoDB global tables. Global tables provide nuilti-master,
multi-Region replication with low- latency reads and writes in each Region and automatic propagation of changes. Converting existing
tables mnto global tables and adding the secondary Region as a replica gives immediate, managed cross-Region replication with
mmnimal maintenance.

Option A combines these two fully managed features: two-way S3 replication and DynamoDB global tables.

This yields the highest operational efficiency.

Options B, C, and D rely on S3 Batch Operations or DynamoDB Streans + Lambda to manually copy data cross-Region. These



approaches add complexity, custom code, and operational risk, and they are less suitable when AWS provides managed replication
mechanisirs specifically designed for this purpose.
Therefore, Option A is the correct and most efficient solution.

NEW QUESTION # 234

A company uses AWS Secrets Manager to store a set of sensitive API keys that an AWS Lambda function uses. When the
Lambda function is invoked, the Lambda fimction retrieves the API keys and makes an API call to an external service. The Secrets
Manager secret is encrypted with the default AWS Key Management Service (AWS KMS) key.

A DevOps engineer needs to update the infrastructure to ensure that only the Lambda function's execution role can access the values
in Secrets Manager. The solution must apply the principle of least privilege.

‘Which combination of steps will meet these requirements? (Select TWO.)

¢ A Update the default KMS key for Secrets Manager to allow only the Lambda finction's execution role to decrypt.

¢ B. Create a KMS customer managed key that trusts Secrets Manager and allows the Lambda function's execution role to
decrypt. Update Secrets Manager to use the new customer managed key.

e C. Create a KMS customer managed key that trusts Secrets Manager and allows the account's oot principal to decrypt.
Update Secrets Manager to use the new customer managed key.

e D. Ensure that the Lambda function's execution role has the KMS permissions scoped on the resource level. Configure the
permissions so that the KMS key can encrypt the Secrets Manager secret.

e E. Remove all KMS permissions from the Lambda function's execution role.

Answer: A,D

NEW QUESTION # 235

A company is divided into teans Each team has an AWS account and all the accounts are in an organization in AWS Organizations.
Each team must retain full administrative rights to its AWS account. Each team also must be allowed to access only AWS services
that the company approves for use AWS services must gam approval through a request and approval process.

How should a DevOps engineer configure the accounts to meet these requirements?

e A Use AWS Control Tower to provision the accounts into OUs within the organization Configure AWS Control Tower to
enable AWS IAM identity Center (AWS Single Sign-On). Configure 1AM Identity Center to provide administrative access
Include deny policies on user roles for restricted AWS services.

¢ B. Create an SCP that allows access to only approved AWS services. Attach the SCP to the root OU of the organization.
Remove the FullAWSAccess SCP from the root OU of the organization.

e C. Place all the accounts under a new top-level OU within the organization Create an SCP that denies access to restricted
AWS services Attach the SCP to the OU.

¢ D. Use AWS CloudFormation StackSets to provision IAM policies in each account to deny access to restricted AWS
services. In each account configure AWS Config rules that ensure that the policies are attached to [AM principals in the
account.

Answer: C

Explanation:

Explanation

https://docs.aws.amazon.com/vpc/latest/userguide/managed-prefix-lists.html A managed prefix list is a set of one or more CIDR
blocks. You can use prefix lists to make it easier to configure and maintain your security groups and route tables.
https://docs.aws.amazon.com/vpc/latest/userguide/sharing-managed-prefix-lists.html With AWS Resource Access Manager (AWS
RAM), the owner of a prefix list can share a prefix list with the following: Specific AWS accounts inside or outside of its organization
in AWS Organizations An organizational unit inside its organization in AWS Organizations An entire organization in AWS
Organizations

NEW QUESTION # 236

A company discovers that its production environment and disaster recovery (DR) environment are deployed to the same AWS
Region. All the production applications run on Amazon EC2 instances and are deployed by AWS CloudFormation. The applications
use an Amazon FSx for NetApp ONTAP volue for application storage. No application data resides on the EC2 instances. A
DevOps engineer copies the required AMIs to a new DR Region. The DevOps engineer also updates the CloudFormation code to
accept a Region as a parameter. The storage needs to have an RPO of 10 minutes in the DR Region. Which solution will meet these



requirerments?

e A. Use AWS Backup to create a backup vault and a custom backup plan that has a 10-minute frequency.
Specify the DR Region as the target Region. Assign the EC2 instances in the production Region to the backup plan.

¢ B. Create an AWS Lambda fimction to create snapshots of the instance store volumes that are attached to the EC2 instances.
Configure the Lambda function to copy the snapshots to the DR Region and to remove the previous copies. Create an
Amazon EventBridge scheduled rule that invokes the Lambda function every 10 minutes.

¢ (. Create an Amazon S3 bucket in both Regions. Configure S3 Cross-Region Replication (CRR) for the S3 buckets. Create
a scheduled AWS Lambda function to copy any new content from the FSx for ONTAP volure to the S3 bucket in the
production Region.

¢ D. Create an FSx for ONTAP instance in the DR Region. Configure a 5-minute schedule for a volume- level NetApp
SnapMirror to replicate the volume from the production Region to the DR Region.

Answer: D

NEW QUESTION # 237
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