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(Q109-Q114):

NEW QUESTION # 109
What can cause an IKEv2 tunnel to go down after it was initially brought up successfully?

A. Mismatched quick-mode selectors were detected during the CREATE CHILD SA exchange.
B. A mismatched Diffie- Hellman group was detected during the IKE SA INIT exchange.

C. A mismatched pre-shared key was detected during the IKE_AUTH exchange.

D. A mismatched proposal was detected during the IKE_AUTH exchange.

Answer: A

Explanation:

The correct answer is D.

The study guide explains that IKEv2 has two initial exchanges:

IKE SA INIT

IKE AUTH

and then later exchanges such as:

CREATE CHILD SA

It also states the roles of those exchanges:

IKE SA INIT negotiates the security settings for IKE traffic

IKE AUTH performs mutual authentication and sets up the piggyback child SA CREATE CHILD_SA creates a new child SA or
rekeys an existing child SA Most importantly, the study guide explicitly says:

"By IKEV2 design, no Diffie-Hellman public key is exchanged during an IKE _AUTH exchange. Consequently, any phase 2 Diffie-
Hellman group configuration mismatch between FortiGate and the peer is experienced only during the first rekey

(CREATE CHILD_ SA exchange) of the child SA created during IKE AUTH." This proves the key idea behind the question: an
IKEv2 tunnel can come up successfully first, then fail later during a CREATE CHILD SA rekey/renegotiation event because of a
phase 2 mismatch. Among the provided options, the matching later-stage cause is mismatched quick-mode selectors during
CREATE CHILD SA.

Why the other options are wrong;

A is wrong because if the proposal mismatch were in the mitial negotiation path, the tunnel would fail during establishiment, not after it
was already up. The study guide places initial tunnel establishment in IKE SA INIT and IKE AUTH B is wrong because a
mismatch in IKE SA INIT affects the mitial establishment stage, not a tunnel that was already brought up successfully C is wrong
because a pre-shared key mismatch is part of authentication during IKE AUTH, so the tunnel would not come up successfully in the
first place

NEW QUESTION # 110
Refer to the exhibit, which shows the output o! the BGP database.

‘Which two statements are correct? (Choose two.)
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A. The advertised prefix of 10.20.30.0/24 is being advertised through the redistribution of another routing protocol.
B. The output shows all prefixes advertised by all neighbors as well as the local router.

C. The advertised prefix of 10.20.30.0/24 was configured using the network command.

D. The first four prefixes are being advertised using a legacy route advertisement.

Answer: B,C

Explanation:

* For Option A:In Fortinet BGP (and standard BGP), when a prefix is displayed with an "{" (lowercase 1) in the Path column, it
represents an internal prefix that originated from the local router, typically configured via the BGP "network" command. In the
exhibit, the prefix 10.20.30.0/24 is listed with a Path value of'i, indicating it was injected into BGP by the local router using the
network statement, not via redistribution from another routing protocol. The same logic applies to i as documented: "Origin code '
means the route was injected via the network command."

* For Option D:The get router info bgp network output is a summary table displaying both local and received BGP routes. It lists all
known routes to the BGP process, whether received from peers or originated locally. The exhibit shows all BGP prefixes known to
the local router, matching the official admin guide's description of this command's output.

* Explanation for B and C:

* The phrase "legacy route advertisement” is not formalized in BGP documentation or Fortinet's admin guide; the output uses
standard BGP mechanics.

* If a route was redistributed into BGP from another routing protocol, the Path field would display a "?" (question mark) for
mcomplete (redistributed) origin. Here the /24 route has "{" so it is NOT a redistribution.

References:

FortiOS Admunistration Guide: BGP Configuration and Route Table Interpretation Official BGP Command Reference: Show BGP
Network, Path Codes, Route Origination Indicators

NEW QUESTION # 111
Refer to the exhibit, which shows the output of a BGP debug command.

1 number of neighbors &

‘What can you conclude about the router in this scenario?

¢ A. All of the neighbors displayed are part of a single BGP configuration on the local router with the neighbor-range set to a
value of 4.

¢ B. The router 100.64.3.1 needs to update the local AS number in its BGP configuration in order to bring up the 8GP session
with the local router.

¢ C. An nbound route-map on local router is blocking the prefixes from neighbor 100.64.3.1.

¢ D. The BGP session with peer 10.127.0.75 is up.

Answer: D

NEW QUESTION # 112
Exhibit.
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Refer to the exhibit, which shows the output of get system ha status.
NGFW-1 and NGFW-2 have been up for a week.
Which two statements about the output are true? (Choose two.)

e A Ifport 7 becomes disconnected on the secondary, both FortiGate devices will elect itself as primary.

¢ B. Ifa configuration change is made to the primary FortiGate at this time, the secondary will initiate a synchronization reset.

e C.IfFGVM...649 is rebooted. FGVM...650 will become the primary and retain that role, even afier FGVM...649 rejoins
the cluster.

e D. Ifno action is taken, the primary FortiGate will leave the cluster because of the current sync status.

Answer: A,C

Explanation:
* FortiGate HA Troubleshooting and Synchronization Guides
* Fortinet Admin Guide: HA Primary Role Retention, Cluster Break-up Due to Out-of-Sync Status

NEW QUESTION # 113
What are two reasons you might see iprope_in_check() check failed, drop when using the debug flow?
(Choose two.)

A. Packet was dropped because of policy route misconfiguration.
B. Trusted host list misconfiguration.

C. Packet was dropped because of traffic shaping,

D. VIP or IP pool misconfiguration.

Answer: A,.B

NEW QUESTION # 114
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