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R #72
Which forensics tool can be used to bypass the passcode of an Apple iPhone running the iOS operating system?

e A XRY

e B. LOphtCrack
e (. Ophcrack
e D. iStumbler
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Comprehensive and Detailed Explanation From Exact Extract:

XRY is a commercial forensic tool specifically designed to extract data from mobile devices, including Apple iPhones. It has
capabilities to bypass or work around iOS passcodes under certain conditions to acquire data for forensic analysis.

* iStumbler is a Wi-Fi scanning tool.

* Opherack and LOphtCrack are password cracking tools for Windows systems, not mobile devices.

XRY is widely referenced in digital forensics training and NIST mobile device forensic guidelines as a leading tool for iOS data
extraction.

HE#73
‘Which description applies to the Advanced Forensic Format (AFF)?

¢ A. A proprietary format developed by Guidance Software
¢ B. An open file standard developed by AccessData

e C. A proprietary format used by the iL.ook tool

¢ D. Anopen file standard used by Sleuth Kit and Autopsy

Ef#E: D
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Comprehensive and Detailed Explanation From Exact Extract:

The Advanced Forensic Format (AFF) is an open file format designed for storing disk images and related forensic metadata. It was
developed by the Sleuth Kit community and is supported by forensic tools such as Sleuth Kit and Autopsy. AFF allows efficient
storage, compression, and metadata annotation, which makes it suitable for forensic investigations.

* AccessData is known for FTK format, not AFF.

* iLook uses proprietary formats unrelated to AFF.

* Quidance Software developed the EnCase Evidence File (E01) format.

* AFF is widely recognized in open-source forensic toolchains.

Reference:The AFF format and its use with Sleuth Kit and Autopsy are documented in digital forensics literature and the AFF official
documentation, as endorsed by the NIST and forensic tool developer commumities.

B #74
The chief mformation officer of an accounting firm believes sensitive data is being exposed on the local network.

Which tool should the IT staffuse to gather digital evidence about this security vulnerability?

A. Antivirus

B. Packet filter
C. Firewall

D. Sniffer

Ef#: D
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Comprehensive and Detailed Explanation From Exact Extract:

A sniffer, also known as a packet analyzer, captures network trafic in real time and allows IT staff'to monitor and analyze data
packets passing through the network. This is crucial when investigating potential data leaks or network vulnerabilities. Using a sniffer
helps identify unauthorized transmissions of sensitive data and trace suspicious activity at the packet level

* Sniffers collect raw network data which can be analyzed for patterns or anomalies.

* According to NIST guidelines on network forensics, packet capture tools (sniffers) are essential in gathering digital evidence
related to network security incidents.

Reference:NIST Special Publication 800-86 (Guide to Integrating Forensic Techniques into Incident Response) highlights the
importance of sniffers in network-based mvestigations.

HE#75
‘Which operating system (OS) uses the NTFS (New Technology File System) file operating system?



A. Windows 8

B. Linux

C.Mac OS Xv10.5
D. Mac OS X v10.4

EfE: A
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Comprehensive and Detailed Explanation From Exact Extract:

NTEFS is the primary file system used by Microsoft Windows operating systens starting from Windows NT and continuing through
modern versions including Windows 8. NTFS supports advanced features like file permissions, encryption, and journaling, which are
critical for modern OS file management.

* Linux typically uses ext3, ext4, or other native file systerms, not NTFS as a primary system

* Mac OS X v10.4 and v10.5 use HFS+ as the native file system, not NTFS.

* Windows 8 uses NTFS as its default file system.

This is documented in official Microsoft and NIST digital forensics resources.

HM #76
The chief executive officer (CEO) of a small computer company has identified a potential hacking attack from an outside competitor.
Which type of evidence should a forensics investigator use to identify the source of the hack?

A. File system metadata

B. Browser history

C. Network transaction logs
D. Emil archives

Ef#: C
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Comprehensive and Detailed Explanation From Exact Extract:

Network transaction logs capture records of network connections, including source and destination IP addresses, ports, and
timestamps. These logs are essential in identifying the attacker's origin and understanding the nature of the intrusion.

* Network logs provide traceability back to the attacker.

* Forensic procedures prioritize collecting network logs to identify unauthorized access.

Reference:NIST SP 800-86 discusses the importance of network logs in digital investigations to attribute cyberattacks.
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