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H#79
Within the COBIT goals cascade, stakeholder drivers are transformed into:

e A. the enterprise's governance framework.
e B. the enterprise's actionable strategy.
e C. business unit performance metrics.

IFf#: B
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Explanation

Within the COBIT goals cascade, stakeholder drivers are transformed into the enterprise's actionable strategy.

The COBIT goals cascade is a mechanism that helps enterprises to align their governance objectives with their stakeholder needs. It
consists of four levels: stakeholder drivers, enterprise goals, alignment goals, and governance and management objectives.
Stakeholder drivers are the needs or expectations of the internal or external stakeholders of the enterprise. Enterprise goals are the
specific targets or outcomes that the enterprise sets to achieve its vision and mission. Alignment goals are the intermediate goals that
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link the enterprise goals with the governance and management objectives. Governance and management objectives are the desired
outcomes of the governance system for information and technology. Stakeholder drivers are transformed into enterprise goals
through a process of analysis, prioritization, and validation. Enterprise goals form the basis of the enterprise's actionable strategy.12
COBIT 2019 Framework: Introduction and Methodology, COBIT 2019 Framework: Governance System

M #80
‘Which COBIT domain of management objectives incorporates managed risk?

¢ A Build, acquire and implement (BAI)
¢ B. Deliver, service and support (DSS)
e C. Align, plan and organize (APO)

Ef#: C
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The Align, Plan and Organize (APO) domain incorporates managed risk as one of its management objectives.

The APO domain covers the activities related to aligning IT strategy with business strategy, planning IT resources and capabilities,
organizing I'T governance structures and processes, managing I'T performance, innovation, risk, quality, human resources, security,
information, services, etc. The APO domain consists of

13 management objectives that describe the desired outcomes of these activities. 14 References: COBIT 2019 Framework:
Introduction and Methodology, COBIT 2019 Framework: Governance and Management Objectives

HM #81
What is the FINAL step in governance system design?

A. Review governance objectives that correspond to high compliance requirements.
B. Define target capability levels for the most critical objectives.

C. Reconcile inherent priority conflicts.

D. Refine the scope of the governance system

IEf#: B
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The final step in governance system design is to define target capability levels for the most critical objectives.

The governance system design is the process of designing and implementing a governance system for an enterprise using COBIT
2019. The governance system design nvolves tailoring the COBIT 2019 components such as principles, enablers, goals, processes,
practices, roles, structures, metrics, etc., according to the enterprise's context and needs. The governance system design also
mnvolves considering various design factors such as enterprise strategy archetype; enterprise goals; IT-related goals; risk profile; IT
deployment; threat landscape; compliance requirement; operating environment; size of enterprise; culture; stakeholders; etc., that
influence how an enterprise designs and implements its governance system using COBIT 2019. The final step in governance system
design is to define target capability levels for the most critical objectives. The capability levels are a measure of how well an
enterprise performs its information and technology governance and management processes in terms of process attributes such as
process performance, process definition, process deployment, process measurement, process control, process optimization, etc.
The capability levels range from O (incomplete) to 5 (optimizing), indicating the degree of maturity and effectiveness of an enterprise's
mformation and technology governance and management processes. The critical objectives are the governance and management
objectives that have been prioritized based on the design factors and the stakeholder needs. The governance and management
objectives are the statements of what an enterprise wants to achieve in terms of its information and technology governance. The
governance and management objectives are derived from the enterprise goals, which are the high-level statements of what an
enterprise wants to achieve in terms of its mission, vision, values, strategy, etc. By defining target capability levels for the most critical
objectives as the final step in governance system design, an enterprise can ensure that it has set realistic and achievable goals for its
nformation and technology governance and management processes that support its strategy and objectives. This will also help to
identify the gaps or issues that need to be addressed to enhance the capability levels of the selected processes.

References: : COBIT 2019 Design Guide: page 53-54 : COBIT 2019 Process Assessment Model: page 11-13

R #82
The Goals Cascade model illustrates that each governance or management objective supports the achievement of alignment goals

that are related to:



o A IT-specific goals.
¢ B. individual business unit goals.
e C. larger enterprise goals.

IEf#: C
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‘When reviewing the risk profile of an enterprise during the governance design phase, what MUST be established prior to conducting

a high-level risk analysis?

A. Risk response strategy

B. Risk management framework
C. Key risk indicators (KRIs)
D. Enterprise's risk appetite

EME: D
R

The risk profile of an enterprise is a design factor that describes how an enterprise identifies, assesses, responds to, monitors, and
reports on information and technology risks. The risk profile helps to determine the level of risk appetite and tolerance that an
enterprise has for its information and technology activities, as well as the level of control and assurance that is required for its
governance framework. When reviewing the risk profile of an enterprise during the governance design phase, one of the
prerequisites that must be established prior to conducting a high-level risk analysis is the enterprise's risk appetite. The risk appetite
is the amount and type of risk that an enterprise is willing to accept in pursuit of its objectives. The risk appetite provides a basis for
defining the risk criteria, thresholds, indicators, and responses that will be used in the risk analysis process. The risk appetite also
helps to align the governance framework with the enterprise's strategy and objectives.References: : COBIT 2019 Design Guide,
page 41-43 : COBIT 2019 Framework: Introduction and Methodology, page 28-29
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