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NEW QUESTION # 31
An organization decided to decommission a deployed FortiWeb instance on Google Cloud.
What is the most efficient way to delete the FortiWeb instance and all of its dependent resources?

A. Use Google Cloud Solutions to delete the FortiWeb deployment.

B. Delete the FortiWeb instance manually in the Compute Engine portal.

C. Use Google Cloud Deployment Manager to delete the FortiWeb deployment.

D. Visit Google Cloud Marketplace and unsubscribe from FortiWeb pay-as-you-go.

Answer: C

Explanation:
Google Cloud Deployment Manager manages the lifecycle of deployments and their dependent resources, enabling efficient and
clean deletion of FortiWeb instances and all associated resources in one operation.

NEW QUESTION # 32

Your organization is deciding between deploying FortiGate active-passive high-availability (HA) in Google Cloud using either the
software-defined network (SDN) connector or load balancers.

‘What two reasons should your organization choose the SDN connector over the load balancer deployment?

(Choose two.)

A. The SDN connector supports multizone failover.
B. Cost is lower.

C. Failovers are faster because of to API calls.

D. There isess administrative overhead.

Answer: B,D

Explanation:
Using the SDN connector avoids additional load balancer costs, making it more cost-effective.
The SDN connector enables multizone failover by directly managing network routing, which load balancers do not nherently

support.

NEW QUESTION # 33

An admmnistrator has been tasked with modifying their organization's existing active-passive high-availability (HA) FortiGate cluster
and turn it nto an active-active HA cluster.

Which two behavior changes will the administrator see in the cluster after the change? (Choose two.)

A. The cluster no longer act as a single logical instance.

B. There is no longer a need to reserve a dedicated port for HA communications.
C. The sessions will no longer be synchronized between cluster members.

D. The configuration will no longer be synchronized between cluster members.

Answer: A,B

Explanation:

Active-active HA does not require a dedicated HA commumnication port as each member handles traffic independently.

In active-active mode, cluster members operate more independently and do not present as a single logical device like in active-
passive mode.

NEW QUESTION # 34

Your organization has deployed an active-active high-availability (HA) FortiGate cluster in Google Cloud.
You have noticed a significant increase in asymmetrical traffic flow.

Which two actions can you take to mitigate the issue? (Choose two.)

e A, Enable source NAT for ingress traffic.
e B. Enable destination NAT for ingress traffic.
e (. Enable the layer 3 unified threat management (UTM) scanning feature if the FortiGate devices are on ForiOS 6.4 or later.



¢ D. Enable symmetric hashing on the external load balancer.
Answer: AD

Explanation:
Enabling source NAT ensures consistent source IPs, promoting symmetric traffic flow.
Symmetric hashing on the load balancer helps distribute traffic flows evenly and consistently across cluster members, reducing

asymimetric routing,

NEW QUESTION # 35

A cloud administrator has been receiving reports of slow response times from users accessing their organization's web application,
which is protected by FortiWeb Cloud.

Which two steps can be taken to potentially alleviate the problem? (Choose two.)

A. Enabling the content delivery network (CDN).

B. Deploying FortiWeb Cloud in the same region where the web application is hosted.
C. Adding additional passthrough load balancers.

D. Changing the DNS records to point to the web application.

Answer: A.B

Explanation:
Deploying FortiWeb Cloud closer to the web application reduces latency and improves response times.
Enabling CDN caches content closer to users, reducing load times and speeding up content delivery.
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