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B2l #17
Refer to the exhibit.

A network engineer is analyzing a Wireshark file to determine the HTTP request that caused the initial Ursnif banking Trojan binary
to download. Which filter did the engineer apply to sort the Wireshark traffic logs?

A. tls.handshake.type =1
B. http.request.un matches
C. tep.window size =0
D. tep.port eq 25

Ef: A

B #18
Refer to the exhibit.
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A security analyst is reviewing alerts fiom the STEM system that was just implemented and notices a possible indication of an attack
because the SSHD system just went live and there should be nobody using it. Which action should the analyst take to respond to the
alert?

A. Investigate the alert by checking SSH logs and correlating with other relevant data in STEM.

B. Ignore the alert and continue monitoring for further activity because the system was just implemented.
C. Immediately block the IP address 192.168.1.100 from accessing the SSHD environment.

D. Reset the admin password in SSHD to prevent unauthorized access to the system at scale.

EfE: A

TR

The log entry shows a failed SSH login attempt for an invalid user "admin" from 1P192.168.1.100. As the system has just gone live
and no legitimate use is expected, this could be an early reconnaissance or brute- force attempt. However, blocking IPs or resetting
passwords without fully understanding the context could lead to incomplete remediation or false positives.

According to Cisco CyberOps best practices, the first step is to thoroughly investigate the alert by correlating it with other logs (e.g,,
authentication logs, IDS/IPS logs) to determine the intent and scope of activity.

B #19

A. Analyze the activity paths in Cisco Secure Malware Analytics.
B. Evaluate the artifacts in Cisco Secure Malware Analytics.

C. Analyze the registry activity section in Cisco Umbrella.

D. Evaluate the file activity in Cisco Umbrella.

Ef#: B

BRI

The correct next step in analyzing the malicious nature of the emnail is toevaluate the artifactsmCisco Secure Malware
Analytics(formerly Threat Grid). This tool provides a comprehensive sandbox environment where behavioral indicators like file
execution, registry access, and domain connections are logged and scored.

The exhibit shows:

* Remote PowerShell execution

* Executable download froma flagged domain

* SHA256 hash linked to malware

All these artifacts, as labeled in the Secure Malware Analytics output, arekey indicators of compromise, and analyzing them further
can confirm whether the email was part of a malicious campaign.

Thus, the best action is:

A). Evaluate the artifacts in Cisco Secure Malware Analytics.

R #20

Refer to the exhibit.

According to the Wireshark output, what are two indicators of compromise for detecting an Emotet malware download? (Choose
two.)

A. Server: nginx

B. Content-Type: application/octet-stream
C. Domain name: iraniansk.com

D. Hash value: 5£31ab113af08=1597090577
E. filename= "Fy.exe"

IEf@#: C. E

R -

From the Wireshark capture:

* A (raniansk.com): This domain isnot a known legitimate resourceand is hosting a suspicious file named "Fy.exe," strongly
indicative of amalware distribution domain.

* D (Fy.exe): TheContent-Disposition: attachment; filename="Fy.exe"header explicitly signals abinary executabledownload, a key



indicator in Emotet campaigns.
WhileContent-Type: application/octet-stream(E) is typical of binary data transfers, it isnot uniqueto malware and cannot by itself
serve as a strong IoC. Thenginx server (B)andcookie/hash string (C)similarly do not uniquely indicate compromise.

HE#21

Rotor to the exhibit.

A cybersecurity analyst must analyst the logs from an Apache server for the client. The concern is that an offboarded enployee
home IP address was potentially used to access the company web server via a still active VPN connection Based on this log entry,
what should an analyst conclude?

A. A worker uploaded a file to the server

B. An employee has accessed a web page on the server
C. A file was downloaded from the server

D. An ex employee planted malware on the server

IEf#: B

B #22
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