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187. Frage

Case Study 2 - Contoso, Ltd

Overview

Contoso, Ltd. is a consulting company that has a main office in San Francisco and a branch office in Dallas.

Contoso recently purchased an Azure subscription and is performing its first pilot project in Azure.

Existing Environment:

Azre Network Infrastructure

Contoso has an Azure Active Directory (Azure AD) tenant named contoso.com. The Azure subscription contains the virtual
networks shown in the following table.

Vretl contains a virtual network gateway named GW1.
Azrre Virtual Machines
The Azure subscription contains virtual machines that run Windows Server 2019 as shown in the following table.

The NSGs are associated to the network interfaces on the virtual machines. Each NSG has one custom security rule that allows
RDP comnections from the mternet. The firewall on each virtual machine allows ICMP traffic.

An application security group named ASGI is associated to the network mterface of VMI.

Azure Network Infrastructure Diagram

Azure Private DNS Zones
The Azure subscription contains the Azure private DNS zones shown in the following table.

Zonel .contoso.com has the virtual network links shown in the following table.

Other Azure Resources

The Azure subscription contains additional resources as shown in the following table.
Requirements:

Virtual Network Requirements

Contoso has the following virtual networks requirements:

- Create a virtual network named Vnet6 in West US that will contain the following resources and configurations:
Two container groups that connect to Vnet6

Three virtual machines that connect to Vnet6

Allow VPN connections to be established to Vnet6

Allow the resources in Vnet6 to access KeyVaultl, DB1, and Vnetl over

the Microsoft backbone network

- The virtual machines in Vnet4 and VnetS must be able to communicate

over the Microsoft backbone network.

- A virtual machine named VM-Analyze will be deployed to Subnetl. VM-

Analyze must inspect the outbound network traffic from Subnet2 to the

internet.

Network Security Requirements

Contoso has the following network security requirements:

- Configure Azure Active Directory (Azure AD) authentication for Point- to-Site (P2S) VPN users.
- Enable NSG flow logs for NSG3 and NSG4.

- Create an NSG named NSG10 that will be associated to Vnet1/Subnet]

and will have the custom inbound security rules shown in the following

table.

- Create an NSG named N'SG11 that will be associated to Vnet1/Subnet2

and will have the custom outbound security rules shown in the following table.

Hotspot Question

Which virtual machines can VM1 and VM4 ping successfully? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Antwort:

Begrindung;

Explanation:

Box 1: VM2, VM3 and VMA4.

VM1 is in VNetl/Subnetl. VNetl is peered with VNet2 and VNet3. There are no NSGs blocking outbound ICMP from VNet1.
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There are no NSGs blocking inbound ICMP to VNet1/Subnet2, VNet2 or VNet3. Therefore, VM1 can ping VM2 in
VNetl/Subnet2, VM3 in VNet2 and VM4 in VNet3.

Box 2:

VM4 is n VNet3. VNet3 is peered with VNetl and VNet2. There are no NSGs blocking outbound ICMP from VNet3. There are
no NSGs blocking inbound ICMP to VNet1/Subnetl, VNet1/Subnet2 or VNet2 from VNet3 (NSG10 blocks inbound ICMP
from VNet4 but not from VNet3). Therefore, VM4 can ping VM1 in VNet1/Subnetl, VM2 in VNet1/Subnet2 and VM3 in
VNet2.

188. Frage
You have an Azure subscription that contains the resources shown in the following table.

You purchase a certificate for app1.contoso.com froma public certification authority (CA) and install the certificate on appservicel.
You need to ensure that App1 can be accessed by using a URL of https:/app1.contoso.com. The solution must ensure that all the
traffic for Appl is routed via FD1.

Which type of DNS record should you create, and where should you store the certificate? To answer, select the appropriate options
in the answer area.

NOTE: Each correct selection is worth one point

Antwort:

Begriindung;
Explanation:

189. Frage
You have an Azure subscription that contains the resources shown in the following table.

NSGI is associated to the NIC of VM1 and contains the rules shown in the following table.

You collect NSG flow logs for five minutes for the following activities:

* Two RDP sessions from VM1 to VM2, each initiated froma different TCP port

* Three SSH sessions from VM2 to VM1, each mitiated from a different TCP port You analyze the logs by using Traffic Analytics
in Azire Network Watcher. How many aggregated flow entries will Traffic Analytics identify?

A0
B. 1
C.2
D.3

Antwort: C

190. Frage

You have 10 on-premises networks that are connected by using a 3rd party Software Defined Wide Area Network (SD-WAN)
solution. You have an Azure subscription that contains five virtual networks.

You plan to connect the Azure virtual networks and the on-premises networks by using an Azure Virtual WAN with a single virtual
WAN hub.

You need to ensure that the Azure Virtual WAN can act as a node in the 3rd party SD-WAN solution.

‘What should you include in the solution?

A. An Azure Virtual WAN ExpressRoute gateway
B. A Point to site gateway (User VPN gateway)
C. A Stte to site gateway (VPN gateway)

D. A Network Virtual Appliance (NVA)

Antwort: D

191. Frage
You have the Azure firewall shown in the following exhibit.



Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the

graphic.
NOTE: Each correct selection is worth one point.

Antwort:

Begriindung;
Explanation:

192. Frage

Die Qualitit muss sich bawéhren, was die Microsoft AZ-700 von uns [TZert Thnen genau garantieren konnen, weil wir immer die
Test-Bank aktualisieren. Die fachliche Erklirungen der Antworten von unserer professionellen Gruppe machen unsere Produkte der
Schiiissel des Bestehens der Microsoft AZ-700. Die Versprechung ,volle Riickerstattung bei der Durchfall,, ist auch Motivation fiir
unser Team Wir wollen fiir Sie die Priifingsunterlagen der Microsoft AZ-700 immer verbessern. Innerhalb einem Jahr nach Threm
Kauf, konnen Sie die neuesten Unterlagen der Microsoft AZ-700 weiter genief3en ohne zusétzliche Gebithren.
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