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EE #56
When an AWS Config rule is triggered a JSON object known as an AWS Config Event is created.
This object contains another JSON string in its parameter, which describes the event that triggered the rule.

A. configRuleName
B. resultToken

C. eventLeftScope
D. invokingEvent

HE: D
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The JSON object for an AWS Config event contains an invoking Event attribute, which describes the event that triggers the
evaluation for a rule. Ifthe event is published in response to a resource configuration change, the value for this attribute is a string that
contains a JSON configuration Item or a configuration Item Summary (for oversized configuration items). The configuration item
represents the state of the resource at the moment that AWS Config detected the change. Ifthe event is published for a periodic
evaluation, the value is a string that contains a JSON object. The object includes nformation about the evaluation that was triggered.
For each type of event, a function nust parse the string with a JSON parser to be able to evaluate its contents.

Reference:

httpz/docs.aws.amazon.comvconfig/latest/developerguide/evaluate-config_develop-rules exa mple-events.html

AE#57

An organization is deploying an application in a VPC that requires SSL mutual authentication with a client-side certificate, as that is
the primary method of identifying clients. The Network Engeer has been tasked with defining the mechanism used within AWS to
provide the SSL mutual authentication.

Which of the following options meets the organization's requirements?

e A. Front the application with Amazon API Gateway, and use its client-side SSL mutual authentication feature that uses the
backend instances to verify the source of the request.

e B. Use a Network Load Balancer with a TCP listener on port 443, and pass the request through for the SSL mutual
authentication to be handled by a backend instance.

e C. Use a Classic Load Balancer and upload the client certificate private keys to it. Perform SSL mutual authentication of the
client-side certificate there.

e D. Use an Application Load Balancer and upload the client certificate private keys to it by using the native server name
indication (SNI) features with smart certificate selection to handle multiple calling applications.

He:. D
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A Systems Administrator is designing a hybrid DNS solution with spilt-view. The apex-domain

"exanple.com” should be served through name servers across multiple top-level domains (TLDs). The name server for subdomain
"dev.example.com' should reside on-premises. The administrator has decided to use Amazon Route 53 to achieve this scenario.
What procedurals steps must be taken to implement the solution?

A. Use a Route 53 public hosted zone for example.com and perform subdomain delegation for dev.example.com

B. Use a Route 53 private hosted zone for example.com and perform subdomain delegation for dev.example.com

C. Use a Route 53 public hosted zone for example.comand a private hosted zone for dev.example.com

D. Use a Route 53 public and private hosted zone for example.com and perform subdomain delegation for dev.example.com

He:. D
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https7//docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zone-private- considerations.html
--> check Split-view DNS
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A company uses multiple AWS accounts within AWS Organizations and has services deployed in a single AWS Region. The
mstances in a private subnet occasionally download patches from the internet through a NAT gateway The company recently
migrated from VPC peering to AWS Transit Gateway The cumulative traffic through deployed NAT gateways Is less than 1Gbps
The NAT gateway hourly charge contributes to most of the NAT gateway costs across all linked accounts.

‘What should the company do to reduce NAT gateway hourly costs?

e A. Move to a centralized NAT gateway architecture with NAT gateways deployed in an egress VPC Use VPC peering to
send traffic through the centralized NAT gateways.

B. Deploy and use NAT gateways in the same Availability Zone as the heavy-traffic resources.

C. Move to a centralized NAT gateway architecture with NAT gateways deployed in an egress VPC Use AWS Transit
Gateway to send traffic through the centralized NAT gateways.

D. Use VPC endpoints to send traffic to AWS services in the same Region.

He. C
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Deploying a NAT Gateway in every spoke VPC can become expensive because you pay an hourly charge for every NAT Gateway
you deploy (see Amazon VPC pricing), so centralizing it could be a viable option. To centralize, we create an egress VPC in the
network services account and route all egress traffic from the spoke VPCs via a NAT Gateway sitting in this VPC leveraging Transit
Gateway, https:/docs.aws.amazon.comywhitepapers/latest/building-scalable-secure-multi- vpc-network-infrastructure/centralized-
egress-to-internet.html

EE #60

A company uses a newly provisioned 1-Gbps AWS Direct Connect connection to configure a virtual interface for access to Amazon
S3.

‘Which configuration values is the network engineer required to provide? (Choose two.)

A. Direct Connect location
B. VLAN ID

C. Connection speed

D. Virtual private gateway
E. IP prefixes to advertise

4. BE

Y.

httpsz/docs.aws.amazon.convdirectconnect/latest/UserGuide/getting_started. html#createvirtualin terface VLAN (Public virtual
interface only) Prefixes you want to advertise

https://aws.amazon.convdirectconnect/faqs/

What are the technical requirements for virtual interfaces to public AWS services such as Amazon EC2 and Amazon S3?

This connection requires the use of the Border Gateway Protocol (BGP) with an Autonomous System Nurmber (ASN) and [P
Prefixes. You will need the following information to complete the connection:

A public or private ASN. If you are using a public ASN, you must own it. If you are using a private ASN, it must be in the 64512 to
65535 range.

A new unused VLAN tag that you select

Public IPs (/30) allocated by you for the BGP session

By default, Amazon will advertise global public IP prefixes via BGP. You must advertise public IP prefixes (/30 or smaller) that you
own via BGP.
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