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Auditor® 3 i) Sample Questions (Q147-Q152):

NEW QUESTION # 147
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Answer: C

Explanation:

According to ISO 27001:2022 Annex A Control 8.30, the organisation shall ensure that externally provided processes, products or
services that are relevant to the information security management systemare controlled. This includes developing and entering into
licensing agreements that cover code ownership and intellectual property rights, and implementing appropriate contractual
requirements related to secure design and coding in accordance with Amnex A 8.25 and 8.2912 In this case, the organisation and the
developer have performed security tests that failed, which indicates that the secure design and coding requirements of Annex A 8.29
were not met. The IT Manager explains that the encryption and pseudonymisation finctions failed because they slowed down the
system and service performance, and that an extra 150% of resources are needed to cover this. However, this does not justify the
acceptance of the test results by the Service Manager, who is not authorised to approve the test according to the software security
management procedure. The Service Manager should have consulted with the I'T Manager, who is the owner of the process, and
followed the procedure for handling nonconformities and corrective actions. The Service Manager's decision to continue the service
based on access control alone exposes the organisation to the risk of compromising the confidentiality, integrity, and availability of
personal data processed by the mobile app. Therefore, there is a nonconformity (NC) with clause 8.1, control A.8.30.

Reference:

1: ISO/IEC 27001:2022 Lead Auditor (Information Security Management Systens) Course by CQI and IRCA Certified Training 1
2:ISO/IEC 27001 Lead Auditor Traning Course by PECB 2
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Answer: B

Explanation:

The role and responsibility that system users should not observe in the event of an information security incident is D: make the
mformation security incident details known to all employees. This is not a proper role or responsibility for systemusers, as it could
cause unnecessary panic, confusion or speculation among employees who are not mvolved in the incident response process. It could
also compromise the confidentiality and integrity of the incident information, which could be sensitive or confidential in nature.
Making the information security incident details known to all employees could also violate the mformation security policies and
procedures of the organization, which may require a certain level of discretion and confidentiality when dealing with incidents. The
other roles and responsibilities are correct, as they describe what system users should do in the event of an nformation security
incident, such as reporting the incident to the Servicedesk (A), preserving evidence if necessary (B), and cooperating with
vestigative personnel if needed . These roles and responsibilities help to ensure a quick, effective and orderly response to
information security incidents. ISO/IEC 27001:2022 requires the organization to implement procedures for reporting and managing
information security incidents (see clause A.16.1). Reference: CQI & IRCA Certified ISO/IEC 2700122022 Lead Auditor Training
Course, ISO/IEC 27001:2022 Information technology - Security techniques - Information security management systens -



Requirements, What is Information Security Incident Management?

NEW QUESTION # 149
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Answer: A

Explanation:

According to the PECB Candidate Handbook for ISO/IEC 27001 Lead Auditor, the audit team leader should obtain information
about the additional sites to inform the individual(s) managing the audit programme, as this may affect the audit objectives, scope,
criteria, duration, resources, and risks. The audit team leader should also review the audit plan and make any necessary adjustments
in consultation with the auditee and the audit client1. Reference: 1: PECB Candidate Handbook for ISO/IEC 27001 Lead Auditor,
page 27, section4.3.2.2.

NEW QUESTION # 150
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Answer: A

Explanation:

The purpose ofa follow-up audit is to verify the completion and effectiveness of corrective actions taken by the auditee in response
to the nonconformities identified in a previous auditl. A follow-up audit is a type of audit that is conducted after an initial audit, and it
focuses on the specific areas where nonconformities were found and corrective actions were agreed upon2. A follow-up audit can
be conducted as a separate audit or as part of a scheduled audit, depending on the nature and severity of the nonconformities and
the audit programme objectives3.

The other options are not the purpose of a follow-up audit, but rather the purpose of other types of audits. For exanple:

*Option A is the purpose of a performance audit, which is a type of audit that evaluates the effectiveness of the management system
in achieving its intended results4.

*Option B is the purpose of'a compliance audit, which is a type of audit that verifies the conformity of the management system with
the specified requirements, such as the ISMS objectives5.

*Option C is the purpose of a process audit, which is a type of audit that examines the inputs, activities, outputs, and interactions of
a specific process within the management system, such as the risk treatment process.

References:

1:1SO 190112018, 6.7,

2:1S0O 1901122018, 3.7,

3:1SO 19011:2018, 5.5.2;

4:1S0O 19011:22018,3.6;

5:1SO 1901122018, 3.5;

6:1SO 19011:2018, 3.4;

7:1SO 190112018;

8:ISO 190112018;

9:1SO 190112018;

10:1SO 190112018,

11:ISO 190112018;

12:[ISO 19011:22018]



NEW QUESTION # 151
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Answer: D

oMo

Explanation:

According to ISO 27001:2022 clause 8.1.4, the organisation shall ensure that externally provided processes, products or services
that are relevant to the information security management system are controlled. This includes implementing appropriate contractual
requirements related to nformation security with external providers, such as customers who send ICT equipment for reclamation]2
In this case, the organisation offers ICT reclamation services, which nvolves processing customer ICT equipment that may contain
sensitive or confidential information. The organisation should have a process in place to ensure that the customer ICT equipment is
handled securely and in accordance with the customer's nformation security requirerments. The process should include steps such as
verifying the customer's identity and authorisation, checking the inventory and condition of the equipment, removing or destroying any
labels or stickers that contain information about the equipment or the customer, wiping or erasing any data stored on the equipment,
and documenting the actions taken and the results achieved12 The fact that the auditor noticed two servers on a bench with stickers
that reveal the server's name, [P address and admin password indicates that the process for dealing with incoming shipments relating
to customer IT security is not effective or not followed. This could pose a risk of unauthorised access, disclosure, or modification of
the customer’s information or systens. Therefore, the auditor should note the audit finding and check the process for dealing with
incoming shipments relating to customer IT security, and determine whether there is a nonconformity with clause 8.1.4 of ISO
27001:202212 The other actions are not appropriate for the following reasons:

* A. Asking the ICT Manager to record an information security incident and initiate the information security incident management
process is not appropriate because this is not an information security incident that affects the organisation's own information or
systems. An information security incident is defined as a single or a series of unwanted or unexpected information security events that
have a significant probability of compromising business operations and threatening information security12 In this case, the information
security event affects the customer's information or systemns, not the organisation's. Therefore, the organisation should follow the
process for dealing with incoming shipments relating to customer IT security, not the process for information security incident
management.

* C. Recording what the auditor has seen in the audit findings, but taking no further action is not appropriate because this would not
address the root cause or the impact of the issue. The auditor has a responsibility to verify the effectiveness and compliance of the
organisation's information security management system, and to report any nonconformities or opportunities for improvement12
Therefore, the auditor should check the process for dealing with incoming shipments relating to customer IT security, and determine
whether there is a nonconformity with clause 8.1.4 of ISO 27001:22022.

* D. Raising a nonconformity against control 5.31 Legal, statutory, regulatory and contractual requirements is not appropriate
because this control is not relevant to the issue. Control 5.31 requires the organisation to identify and comply with the legal,
statutory, regulatory and contractual requirements that are applicable to the information security management systeml?2 In this case,
the issue is not about the organisation's compliance with the legal, statutory, regulatory and contractual requirements, but about the
organisation's control of the externally provided processes, products or services that are relevant to the information security
management system. Therefore, the auditor should check the process for dealing with incoming shipments relating to customer IT
security, and determine whether there is a nonconformity with clause 8.1.4 of ISO 27001:2022.

* E. Raising a nonconformity against control 8.20 'network security' (networks and network devices shall be secured, managed and
controlled to protect information in systens and applications) is not appropriate because this control is not relevant to the issue.
Control 8.20 requires the organisation to secure, manage and control its own networks and network devices to protect the
information in its systerns and applications12 In this case, the issue is not about the organisation's network security, but about the
organisation's control of the externally provided processes, products or services that are relevant to the mformation security
management system Therefore, the auditor should check the process for dealing with incoming shipments relating to customer IT
security, and determine whether there is a nonconformity with clause 8.1.4 of ISO 27001:22022.

* F. Asking the auditee to remove the labels, then carry on with the audit is not appropriate because this would not address the root
cause or the impact of the issue. The auditor should not interfere with the auditee's operations or suggest corrective actions during



the audit, as this would compromise the auditor's objectivity and impartialityl2 The auditor should check the process for dealing with
incoming shipments relating to customer IT security, and determine whether there is a nonconformity with clause

8.1.4 of ISO 27001:2022.

References:

1: ISO/IEC 27001:2022 Lead Auditor (Information Security Management Systens) Course by CQI and IRCA Certified Traning 1
2:ISO/IEC 27001 Lead Auditor Training Course by PECB 2

NEW QUESTION # 152

DumpsTests experts have also developed PECB Certified ISO/IEC 27001 Lead Auditor exam (ISO-IEC-27001-Lead- Auditor
SCHR) (ISO-TIEC-27001-Lead- Auditor-CN) test simulation software for you to assess and improve yourself. This is especially
useful for intensive preparation and revision. It will provide you with an PECB Certified ISO/IEC 27001 Lead Auditor exam (ISO-
IEC-27001-Lead-Auditor- 3 i) (ISO-IEC-27001-Lead- Auditor-CN) exam environment and will give you real exam PECB
ISO-IEC-27001-Lead- Auditor-CN questions.

ISO-IEC-27001-Lead-Auditor-CN Practice Exam Online: https7//www.dumpstests.com/ISO-IEC-27001-Lead- Auditor-CN-
latest-test-dumps.html

You can directly refer our ISO-IEC-27001-Lead- Auditor-CN study materials to prepare the exam, PECB ISO-IEC-27001-Lead-
Auditor-CN New Braindumps SOFT (PC Test Engine) Version greatly helps you adapt the exam mode by simulating the real test
environment, However, how can pass the PECB ISO-IEC-27001-Lead- Auditor-CN certification exam simple and smoothly,
PECB ISO-IEC-27001-Lead- Auditor-CN New Braindumps So you will gain confidence and be able to repeat your experience in
the actual test to help you to pass the exam successfully.

Be sure to read its excellent Help documentation before using it, Most ISO-IEC-27001-Lead- Auditor-CN readers shy away from
text" laden articles and press releases, so by adding images, you help to make it easier for your audience to read.

Test Your Skills with PECB ISO-IEC-27001-Lead-Auditor-CN Web-Based
Practice Exam Software

You can directly refer our ISO-IEC-27001-Lead- Auditor-CN Study Materials to prepare the exam, SOFT (PC Test Engine)
Version greatly helps you adapt the exam mode by simulating the real test environment.

However, how can pass the PECB ISO-IEC-27001-Lead- Auditor-CN certification exam simple and smoothly, So you will gain
confidence and be able to repeat your experience in the actual test to help you to pass the exam successfully.

‘When you are eager to pass the ISO-IEC-27001-Lead- Auditor-CN real exam and need the most professional and high quality
practice material, we are willing to offer help.
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