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Nutanix Certified Master - Multicloud Infrastructure (NCM-MCI) Sample
Questions (Q22-Q27):

NEW QUESTION # 22

A company who offers Infrastructure as a Service needs to onboard a new customer. The new customer requires a dedicated cloud
plan which tolerates two host failures.

The customer is planning to move current workloads in three waves, with three months between waves starting today:

* Wave One: 100 VMs

* Wave Two: 50 VMs

* Wave Three: 20 VMs

Workload profile is:

*vCPU: 4

* VRAM: 16 GB
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* Storage: 200 GB

The service provider company needs to estimate required resources upfront, to accommodate customer requirements, considering
also that:

* fimit the number of total nodes

* selected system vendor HPE

* selected model DX365-10-G11-NVMe

* full-flash node (including NVMe + SSD)

* 12 months runway

Create and save the scenario as IaaS and export to the desktop, name the file [aaS-requirement.pdf Note: You must export the
PDF to the desktop as IaaS-requirement.pdfto receive any credit.

Answer:

Explanation:

See the Explanation below for detailed answer.

Explanation:

Here is the step-by-step solution to create and export the capacity planning scenario. This task is performed within Prism Central.
1. Navigate to the Planning Dashboard

* From the Prism Central main menu (hamburger icon), navigate to Operations > Planning,
2. Create and Define the Scenario

* Click the + Create Scenario button.

* In the dialog box:

* Scenario Name: [aaS

* Scenario Type: Select New Workload

* Click Create. This will open the scenario editor.

3. Configure Cluster and Runway Settings

* In the "laaS" scenario editor, find the Runway setting (top leff) and set it to 12 Months.
* Find the Cluster configuration tile and click Edit.

* Set Number of Host Failures to Tolerate to 2.

* Click Save.

4. Define the Workload Profile

* In the Workloads section, click the + Add Workload button.
* Select Create a new workload profile.

* Fill in the VM specifications:

* Workload Name: Customer-VM (or similar)

* vCPU per VM: 4

* Memory per VM: 16 GB

* Storage per VM: 200 GB

* Click Add.

5. Set the Workload Growth Plan (Waves)

* You will be returned to the main scenario editor. In the timeline section ("Workload Plan"), add the VMs:
* Wave One (Today):

* Click + Add under the "Today" column.

* Select the Customer-VM profile.

* Enter 100 VM.

* Click Add.

* Wave Two (3 Months):

* Click the + icon on the timeline itself.

* Set the date to 3 Months from today.

* Click + Add under this new "3 Months" colummn.

* Select the Customer-VM profile.

* Enter 50 VM.

* Click Add.

* Wave Three (6 Months):

* Click the + icon on the timeline.

* Set the date to 6 Months from today.

* Click + Add under this new "6 Months" column.

* Select the Customer- VM profile.

* Enter 20 VM.

* Click Add.

6. Select the Hardware



* In the Hardware configuration tile, click Change Hardware.

* In the "Select Hardware" pane:

* Vendor: Select HPE.

* Model: Search for and select DX365-10-G11-NVMe.

* Note: This model is full-flash by definition, satisfying the requirement.
* Click Done. The planner will recalculate the required nodes.

7. Save and Export the Scenario

* Click the Save icon (floppy disk) in the top-right corner to save the IaaS scenario.
* Click the Export icon (arrow pointing down) in the top-right corner.
* Select PDF from the dropdown menu.

* A "Save As" dialog will appear.

* Navigate to the Desktop.

* Set the file name to IaaS-requirement. pdf.

* Click Save.

NEW QUESTION # 23

Task 1

An admmnistrator needs to configure storage for a Citrix-based Virtual Desktop infrastructure.

Two VDI pools will be created

Non-persistent pool names MCS_Pool for tasks users using MCS Microsoft Windows 10 virtual Delivery Agents (VDASs)
Persistent pool named Persist Pool with full-clone Microsoft Windows 10 VDAs for power users

20 GiB capacity nust be guaranteed at the storage container level for all power user VDAs The power user container should not be
able to use more than 100 GiB Storage capacity should be optimized for each desktop pool.

Configure the storage to meet these requirements. Any new object created should include the name of the pool (s) (MCS and/or
Persist) that will use the object.

Do not include the pool nane if the object will not be used by that pool.

Any additional licenses required by the solution will be added later.

Answer:

Explanation:

See the Explanation for step by step solution.

Explanation:

To configure the storage for the Citrix-based VDI, you can follow these steps:

Log in to Prism Central using the credentials provided.

Go to Storage > Storage Pools and click on Create Storage Pool.

Enter a name for the new storage pool, such as VDI _Storage Pool, and select the disks to include in the pool.

You can choose any combination of SSDs and HDDs, but for optimal performance, you may prefer to use more SSDs than HDDs.
Click Save to create the storage pool.

Go to Storage > Containers and click on Create Container.

Enter a name for the new container for the non-persistent pool, such as MCS Pool Container, and select the storage pool that you
just created, VDI_Storage Pool, as the source.

Under Advanced Settings, enable Deduplication and Compression to reduce the storage footprint of the non- persistent desktops.
You can also enable Erasure Coding if you have enough nodes in your cluster and want to save more space. These settings will help
you optimize the storage capacity for the non-persistent pool.

Click Save to create the container.

Go to Storage > Containers and click on Create Container again.

Enter a name for the new container for the persistent pool, such as Persist Pool Container, and select the same storage pool,
VDI_Storage Pool, as the source.

Under Advanced Settings, enable Capacity Reservation and enter 20 GiB as the reserved capacity. This will guarantee that 20 GiB
of space is always available for the persistent desktops. You can also enter 100 GiB as the advertised capacity to limit the maximum
space that this container can use. These settings will help you control the storage allocation for the persistent pool.

Click Save to create the container.

Go to Storage > Datastores and click on Create Datastore.

Enter a name for the new datastore for the non-persistent pool, such as MCS_Pool Datastore, and select NFS as the datastore
type. Select the container that you just created, MCS_Pool Container, as the source.

Click Save to create the datastore.

Go to Storage > Datastores and click on Create Datastore again.

Enter a name for the new datastore for the persistent pool, such as Persist Pool Datastore, and select NFS as the datastore type.
Select the container that you just created, Persist Pool Container, as the source.



Click Save to create the datastore.

The datastores will be automatically mounted on all nodes in the cluster. You can verify this by going to Storage > Datastores and
clicking on each datastore. You should see all nodes listed under Hosts.

You can now use Citrix Studio to create your VDI pools using MCS or full clones on these datastores. For more information on
how to use Citrix Studio with Nutanix Acropolis, see Citrix Virtual Apps and Desktops on Nutanix or Nutanix virtualization
environments.

https/portal.nutanix.comypage/documents/solutions/details ?targetld=BP-2079-Citrix- Virtual- Apps-and- Desktops:bp-nutanix-
storage-configuration. html

NEW QUESTION # 24

An administrator is experiencing an unidentified issue which is causing inode exhaustion on CVMs in Cluster

1. The time between receiving alerts and exhaustion is too short; the administrator needs to lower the alert thresholds to allow more
time to clean up inodes until the issue has been identified and resolution implemented.

From Prism Element, modify the appropriate alert policy setting critical threshold for Cluster 1 to 60% and warning threshold to
45%. Ensure the check runs every minute and is not resolved without administrator action.

Answer:

Explanation:

See the Explanation below for detailed answer.

Explanation:

Here is the step-by-step solution to modify the alert policy from the Prism Element (PE) interface for Cluster 1.
1. Access Cluster 1 Prism Element

* From the main Prism Central dashboard, navigate to Hardware > Clusters.

* Find Cluster 1 in the list and click its name. This will open the specific Prism Element login page for that cluster.
* Log in to Cluster 1's Prism Element interface.

2. Modify the Alert Policy

* Inthe Cluster 1 PE interface, click the gear icon (Settings) in the top-right corner.

* From the left-hand menu, select Alert Policies.

* In the search bar, type inode to find the correct policy.

* Select the checkbox for the policy named cvm inode usage high.

* Click the Update button.

* In the "Update Alert Policy" dialog, configure the following settings:

* Warning Threshold (%): Change the value to 45.

* Critical Threshold (%): Change the value to 60.

* Check Interval (Secs): Change the value to 60 (to run the check every minute).

* Auto Resolve: Uncheck this box (to ensure the alert is not resolved without administrator action).

* Click Save.

NEW QUESTION # 25

Task 15

Depending on the order you perform the exam iterms, the access information and credentials could change.

Please refer to the other item performed on Cluster B if you have problems accessing the cluster.

The infosec team has requested that audit logs for API Requests and replication capabilities be enabled for all clusters for the top 4
severity levels and pushed to their syslog system using highest reliability possible. They have requested no other logs to be included.
Syslog configuration:

Syslog Name: Corp_syslog

Syslop IP: 34.69.43.123

Port: 514

Ensure the cluster is configured to meet these requirements.

Answer:

Explanation:

See the Explanation for step by step solution.

Explanation:

To configure the cluster to meet the requirements of the infosec team, you need to do the following steps:

Log in to Prism Central and go to Network > Syslog Servers > Configure Syslog Server. Enter Corp_syslog as the Server Name,



34.69.43.123 as the IP Address, and 514 as the Port. Select TCP as the Transport Protocol and enable RELP (Reliable Logging
Protocol). This will create a syslog server with the highest reliability possible.

Click Edit against Data Sources and select Cluster B as the cluster. Select API Requests and Replication as the data sources and set
the log level to CRITICAL for both of them. This will enable audit logs for API requests and replication capabilities for the top 4
severity levels (EMERGENCY, ALERT, CRITICAL, and ERROR) and push them to the syslog server. Click Save.

Repeat step 2 for any other clusters that you want to configure with the same requirements.

To configure the Nutanix clusters to enable audit logs for API Requests and replication capabilities, and push them to the syslog
system with the highest reliability possible, you can follow these steps:

Log in to the Nutanix Prism web console using your administrator credentials.

Navigate to the "Settings" section or the configuration settings interface within Prism.

Locate the "Syslog Configuration" or "Logging" option and click on it.

Configure the syslog settings as follows:

Syslog Name: Enter "Corp_syslog" as the name for the syslog configuration.

Syslog IP: Set the IP address to "34.69.43.123", which is the IP address of the syslog system

Port: Set the port to "514", which is the default port for syslog.

Enable the option for highest reliability or persistent logging, if available. This ensures that logs are sent reliably and not lost in case of
network interruptions.

Save the syslog configuration.

Enable Audit Logs for API Requests:

In the Nutanix Prism web console, navigate to the "Cluster" section or the cluster management nterface.

Select the desired cluster where you want to enable audit logs.

Locate the "Audit Configuration" or "Security Configuration option and click on it.

Look for the settings related to audit logs and API requests. Enable the audit logging feature and select the top

4 severity levels to be logged.

Save the audit configuration.

Enable Audit Logs for Replication Capabilities:

In the Nutanix Prism web console, navigate to the "Cluster" section or the cluster management interface.

Select the desired cluster where you want to enable audit logs.

Locate the "Audit Configuration” or "Security Configuration" option and click on it.

Look for the settings related to audit logs and replication capabilities. Enable the audit logging feature and select the top 4 severity
levels to be logged.

Save the audit configuration.

After completing these steps, the Nutanix clusters will be configured to enable audit logs for API Requests and replication
capabilities. The logs will be sent to the specified syslog system with the highest reliability possible.

ncli

<ncl> rsyslog-config set-status enable=false

<ncl> rsyslog-config add-server name=Corp_Syslog ip-address=34.69.43.123 port=514 network- protocol=tdp relp-
enabled=false

<ncl> rsyslog-config add-module server-name= Corp_Syslog module-name=APLOS leve=EINFO

<ncl> rsyslog-config add-module server-name= Corp_Syslog module-name=CEREBRO leve FINFO

<ncli> rsyslog-config set-status enable=true

https/portal. nutanix.comypage/documents/kbs/details ?targetld=k AOOc0000009CEEC A2

NEW QUESTION # 26

Your security team is working on automation to manage Security Policies.

They have exported some of the existing rules to the file "Security Policy.txt" located on the desktop. This file needs to be modified
for the test environment.

* All rules except the quarantine rule should be logged.

* Only the Quarantine rule should be enforced, the other rules will only be logged.

* The quarantine rule should affect the SecOps environment.

* The SMB rule should only affect VMs with the "smbhost" and "smbclient" tags.

* The "DN test" policy should allow ipv6 and should not restrict any protocols between the included tiers.

There are three rules in the file, do not delete, add or copy lines. Only replace xxxx with the correct value as appropriate. It is
possible that not all "xxxxx" will be replaced.

Save the file with the same name.

Possible values to replace the "xooxx":

8080

ALL

APPLY



false
MONITOR
Non-Prod
SecOps
smbhost
smbclient
TCP

True

Answer:

Explanation:

See the Explanation below for detailed answer.

Explanation:

Here is the step-by-step solution to modify the security policy file as required.

Navigate to the desktop and open the file Security Policy.txt (which corresponds to the provided Security Policy.bak content) using
a text editor like Notepad.

Modify the file content by replacing the xxxxx and xxxx placeholders according to the security requirements.
Modifications by Rule

Here are the specific changes to make within the file:

1. Quarantine Rule

Requirement 1 (No Logging): The quarantine rule should not be logged.

Change "is_policy hitlog_enabled™: "xxxxx"to "is_policy hitlog _enabled": "false" Requirement 2 (Enforce): This rule must be
enforced.

Change "action™: "xooxxx" (under quarantine_rule) to "action”: "APPLY"

Requirement 3 (Environment): The rule must affect the "SecOps" environment.

Change "Environment: ["xxxxx'"] to "Environment"™: ["SecOps"]

2. SMB-block Rule

Requirerment 1 (Logging): This rule must be logged.

Change 'is policy hitlog_enabled": "xxxxx" to "is_policy hitlog_enabled": "True" Requirement 2 (Monitor): This rule must not be
enforced, only logged.

Change "action™: "xooxxx" (under isolation _rule) to "action™: "MONITOR"

Requirement 4 (Tags): The rule must affect the "smbhost" and "smbclient" tags.

Change "SMBv1": ["xooxxx'] to "SMBv1": ["'smbhost']

Change "SMRv1": ["xooxxx'] to "SMRv1": ["'smbclient']

3. DN test (dn-policyl) Rule

Requirement 2 (Monitor): This rule must not be enforced, only logged.

Change "action™: "xxxx" (under app_rule) to "action™: "MONITOR"

Requirement 5 (Allow IPv6): This policy must allow IPv6 traffic.

Change "allow _ipv6_traffic": "xxxx" to "allow _ipv6_traffic": "True"

Final Step

After making all the replacements, Save the file, overwriting the original Security Policy.txt on the desktop.
Example of completed rules (replace xxxxx accordingly):

Rule Name: Quarantine Rule

Logged: false

Action: APPLY

Environment: SecOps

Protocols: TCP

Ports: 8080

Rule Name: SMB Rule

Logged: True

Action: MONITOR

Tags: smbhost, smbclient

Protocols: TCP

Ports: 8080

Rule Name: DN Test Policy

Logged: True

Action: MONITOR

Environment: Non-Prod

Protocols: ALL

Ports: 8080
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