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Professional-Cloud-Security- Engineer Zertifizierung wihrend der Arbeit vorbereiten. Um Thre Zeit fiir die Priifingsvorbereitung zu
sparen, [TZert bietet Ihnen Google Professional-Cloud- Security-Engineer Dumps, mit denen Sie in kurzer Zeit diese Priifung
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Professional-Cloud-Security- Engineer Zertifizierungspriifimg haben. Zur Zeit als der professionellster Anbieter im Internet bieten wir
perfekten Kundenservice und einen einjéhrigen kostenlosen Update-Service. Wenn der Fragenkataloge zur Google Professional-
Cloud-Security-Engineer Zertifizierungspriifung geéndert werden, bieten wir den Kunden Schutz. Die Fragen zur Professional-
Cloud-Security-Engineer Zertifizierungspriifing werden von den I'T-Experten sorgfiltig bearbeitet. Mit den Priifingsmaterialien zur
Professional-Cloud-Security- Engineer Zertifizierungspriifung von I[TZert wird Thre Zukuntt sicher gléinzend sein.
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Professional-Cloud-Security-Engineer Priifungsfragen mit Losungen (Q38-
Q43):

38. Frage

You manage a mission-critical workload for your organization, which is in a highly regulated industry. The workload uses Compute
Engine VM to analyze and process the sensitive data after it is uploaded to Cloud Storage from the endpoint computers. Your
compliance team has detected that this workload does not meet the data protection requirements for sensitive data.

You need to meet these requirements:

- Manage the data encryption key (DEK) outside the Google Cloud

boundary.

- Maintain full control of encryption keys through a third-party

provider.

- Encrypt the sensitive data before uploading it to Cloud Storage.

- Decrypt the sensitive data during processing in the Compute Engine

VMs.

- Encrypt the sensitive data in memory while in use in the Compute

Engine VM.

What should you do? (Choose two.)

e A Create Confidential VM to access the sensitive data.

¢ B. Configure Customer Managed Encryption Keys to encrypt the sensitive data before it is uploaded to Cloud Storage, and
decrypt the sensitive data after it is downloaded into your VM.

e (. Migrate the Compute Engine VM to Confidential VM to access the sensitive data.

e D. Create a VPC Service Controls service perimeter across your existing Compute Engine VMs and Cloud Storage buckets.

¢ E. Configure Cloud External Key Manager to encrypt the sensitive data before it is uploaded to Cloud Storage, and decrypt
the sensitive data after it is downloaded into your VM.

Antwort: AJE

Begrindung;

Confidential VM does not support live migration. You can only enable Confidential Computing on a VM when you first create the
stance.

https/cloud. google.comv/confidential-computing/confidential-vivdocs/creating-cvir instance

39. Frage

A company has been running their application on Compute Engine. A bug in the application allowed a malicious user to repeatedly
execute a script that results in the Compute Engine instance crashing. Although the bug has been fixed, you want to get notified in
case this hack re-occurs.

‘What should you do?

¢ A Logevery execution of the script to Stackdriver Logging. Create a User-defined metric in Stackdriver Logging on the logs,
and create a Stackdriver Dashboard displaying the metric.

¢ B. Create an Alerting Policy in Stackdriver using the CPU usage metric. Set the threshold to 80% to be notified when the
CPU usage goes above this 80%.

¢ C. Logevery execution of the script to Stackdriver Logging. Configure BigQuery as a log sink, and create a BigQuery
scheduled query to count the number of executions in a specific timeframe.

¢ D. Create an Alerting Policy in Stackdriver using a Process Health condition, checking that the number of executions of the
script remains below the desired threshold. Enable notifications.

Antwort: B

40. Frage
Youneed to follow Google-recommended practices to leverage envelope encryption and encrypt data at the application layer.
‘What should you do?

e A. Generate a data encryption key (DEK) locally to encrypt the data, and generate a new key encryption key (KEK) in
Cloud KMS to encrypt the DEK. Store both the encrypted data and the encrypted DEK.
¢ B. Generate a data encryption key (DEK) locally to encrypt the data, and generate a new key encryption key (KEK) in



Cloud KMS to encrypt the DEK. Store both the encrypted data and the KEK.

¢ (. Generate a new data encryption key (DEK) in Cloud KMS to encrypt the data, and generate a key encryption key
(KEK) locally to encrypt the key. Store both the encrypted data and the KEK.

¢ D. Generate a new data encryption key (DEK) in Cloud KMS to encrypt the data, and generate a key encryption key
(KEK) locally to encrypt the key. Store both the encrypted data and the encrypted DEK.

Antwort: A

41. Frage
You want to update your existing VPC Service Controls perimeter with a new access level. You need to avoid breaking the existing
perimeter with this change, and ensure the least disruptions to users while mnimizing overhead. What should you do?

¢ A Enable the dry run mode on your perimeter. Add your new access level to the perimeter configuration.
Update the perimeter configuration after the access level has been vetted.

¢ B. Update your perimeter with a new access level that never matches. Update the new access level to match your desired
state one condition at a time to avoid being overly permissive.

¢ C. Enable the dry run mode on your perimeter. Add your new access level to the perimeter dry run configuration. Update the
perimeter configuration after the access level has been vetted.

¢ D. Create an exact replica of your existing perimeter. Add your new access level to the replica. Update the original perimeter
after the access level has been vetted.

Antwort: C

Begrindung;

* Enable Dry Run Mode: Start by enabling the dry run mode for your VPC Service Controls perimeter.

This mode allows you to test changes without actually enforcing them, thus preventing any disruption to your current setup.

* Add Access Level: Add your new access level to the dry run configuration. This way, you can monitor how the new access level
would behave and interact with your existing setup without any real impact.

* Vetting Process: Carefully vet the new access level by analyzing logs and monitoring the behavior in the dry run mode. Ensure that
the new configuration meets your security and operational requirements.

* Update Perimeter: Once you are confident that the new access level will not disrupt existing services and meets all requirements,
update the actual perimeter configuration with the new access level. This approach mmimizes risk by allowing you to test changes
before they take effect, ensuring seamless updates with minimal disruption. References:

* Google Cloud - Configuring VPC Service Controls

* Google Cloud - Using Dry Run Mode

42. Frage

An organization is migrating from their current on-premises productivity software systems to G Suite. Some network security
controls were in place that were mandated by a regulatory body in their region for their previous on-premises system. The
organization's risk team wants to ensure that network security controls are maintained and effective in G Suite. A security architect
supporting this migration has been asked to ensure that network security controls are in place as part of the new shared responsibility
model between the organization and Google Cloud.

‘What solution would help meet the requirements?

e A Setup Cloud Armor to ensure that network security controls can be managed for G Suite.

¢ B. Ensure that firewall rules are in place to meet the required controls.

e C. Setup an array of Virtual Private Cloud (VPC) networks to control network security as mandated by the relevant
regulation.

e D. Network security is a built-in solution and Google's Cloud responsibility for SaaS products like G Suite.

Antwort: A
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