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EC-COUNCIL EC-Council Certified Network Defender CND Sample
Questions (Q94-Q99):

NEW QUESTION # 94
Attacks are classified into which of the following? Each correct answer represents a complete solution. Choose all that apply.

A. Session hijacking
B. Active attack

C. Replay attack

D. Passive attack

Answer: B,D

Explanation:

An attack is an action against an information system or network that attempts to violate the systen's security policy. Attacks can be
broadly classified as being either active or passive. 1.Active attacks modify the target system or message, i.e. they violate the
mtegrity of the system or message. 2.Passive attacks violate confidentiality without affecting the state of the system. An example of
such an attack is the electronic eavesdropping on network transmissions to release message contents or to gather unprotected
passwords.

Answer options B and D are mcorrect. Session hijacking and replay attacks come under the category of active attacks.

NEW QUESTION # 95
Sam wants to implement a network-based IDS in the network. Sam finds out the one IDS solution which works is based on patterns
matching. Which type of network-based IDS is Sam implementing?

A. Anomaly-based IDS
B. Stateful protocol analysis
C. Behavior-based IDS
D. Signature-based IDS

Answer: D

NEW QUESTION # 96
Which type of mformation security policy addresses the implementation and configuration of technology and user behavior?

A. Tssue-specific security policy

B. System specific security policy

C. Acceptable use policy

D. Enterprise information security policy

Answer: B

NEW QUESTION # 97

Jorge has developed a core program for a mobile application and saved it locally on his system.

The next day, when he tried to access the file to work on it firther, he found it missing from his system Upon investigation, it was
discovered that someone got into his system since he had not changed his login credentials, and that they were the ones that were
given to him by the admin when he had joined the organization. Which of the following network security vulnerabilities can be
attributed to Jorge's situation?

A. Default password and settings

B. Network device misconfiguration
C. User account vulnerabilities

D. System account vulnerabilities

Answer: A

Explanation:



Jorge's situation is a classic example of the security risks posed by using default passwords and settings. When systemns are set up
with default credentials, they are often well-known and can be easily exploited by attackers. In this case, since Jorge did not change
the login credentials that were given to him by the admin, it allowed unauthorized access to his system. This type of vulnerability is a
common oversight that can lead to data breaches and unauthorized system manipulation. It is crucial for users and administrators to
change default passwords to something secure and unique to prevent such vulnerabilities.

NEW QUESTION # 98
‘Which BC/DR activity includes action taken toward resuming all services that are dependent on business-critical applications?

A. Resumption
B. Response
C. Restoration
D. Recovery

Answer: A

Explanation:

In the context of Business Continuity/Disaster Recovery (BC/DR), the activity that includes actions taken toward resuming all
services that are dependent on business-critical applications is referred to as Resumption.

This phase focuses on the steps necessary to bring critical finctions back into operation after a disruption.

Recovery, on the other hand, is more about the actions taken to return the business to normal operating conditions post-disaster,
which may include repairs, restorations, and return to normalcy. Response is the immediate reaction to an incident, and Restoration
is the process of rebuilding or restoring IT systens and operations. References: The information aligns with the objectives and
documents of the EC-Council's Certified Network Defender (CND) program, which emphasizes understanding and implementing
proper BC/DR activities.
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