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It is universally accepted that the exam is a tough nut to crack for the majority of candidates, but the related GICSP certification is of
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continued investment in technology, people and facilities, the future of our company has never looked so bright. There are so many
advantages of our GICSP practice test and I would like to give you a brief introduction now.
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NEW QUESTION # 90 
Which of the following is a common risk associated with Bluetooth Low Energy (BLE) communication in ICS environments?
Response:

A. Limited range for communication
B. Vulnerability to replay attacks
C. Lack of support for encryption
D. High power consumption

Answer: B

NEW QUESTION # 91 
What is the primary objective of disaster recovery planning in an ICS environment?
Response:

A. To quickly restore critical functions after an incident
B. To improve system performance
C. To increase system efficiency
D. To manage physical security of the ICS

Answer: A

NEW QUESTION # 92 
Which of the following is a facilitated tabletop exercise that is run in odd years and provides an overall public Lessons Learned
report each year it is run?

A. CRPA
B. GridEx
C. CTEP
D. E-ISAC

Answer: B

Explanation:
GridEx (C) is a major, biennial cybersecurity exercise coordinated by the North American Electric Reliability Corporation (NERC)
and other stakeholders. It typically occurs in odd years and involves multiple entities from across the grid, simulating large-scale
cyber and physical attacks.
GridEx exercises culminate in a public Lessons Learned report to improve preparedness.
CRPA (A) and CTEP (D) are different programs/exercises, and E-ISAC (B) is the Electricity Information Sharing and Analysis
Center, not an exercise.
GICSP recognizes GridEx as a critical event for testing incident response capabilities in ICS sectors.
Reference:
GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response NERC GridEx Official Reports GICSP
Training on ICS Exercises and Drills

NEW QUESTION # 93 
What is a common vulnerability of PLCs at Level 1 in ICS environments?
Response:

A. Lack of real-time processing capabilities
B. Limited internet connectivity
C. Weak password policies
D. Lack of robust encryption mechanisms

Answer: D



NEW QUESTION # 94 
Which of the following is part of the Respond function of the NIST CSF (cybersecurity framework)?

A. Restoring from backup a system that had been compromised
B. Limiting user access to only those network resources necessary for them to do their jobs
C. Performing forensics analysis on a system and eradicating malware
D. Discovering malicious activity on the network using multiple sensors

Answer: C

Explanation:
The Respond function of the NIST Cybersecurity Framework (CSF) focuses on activities to contain, mitigate, and eradicate
incidents once detected.
Performing forensic analysis and eradicating malware (B) falls clearly within the Respond function.
(A) Discovering malicious activity is part of the Detect function.
(C) Restoring from backup is part of the Recover function.
(D) Limiting user access is a Preventive control under the Protect function.
GICSP training maps ICS security activities to the NIST CSF to guide structured incident response.
Reference:
GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response NIST CSF Framework (Respond Function)
GICSP Training on Incident Handling and Response
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