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EC-COUNCIL EC-Council Certified CISO (CCISO) Sample Questions
(Q455-Q460):

NEW QUESTION # 455
‘When an organization clains it is secure because it is PCI-DSS certified, what is a good first question to ask towards assessing the
effectiveness of their security program?

A. What is the value of the assets at risk?

B. How many credit card records are stored?
C. What is the scope of the certification?

D. How many servers do you have?

Answer: C

NEW QUESTION # 456
Which of the following is a benefit of a risk-based approach to audit planning?

A. Resources are allocated to the areas of the highest concern
B. Scheduling may be performed months in advance

C. Budgets are more likely to be met by the IT audit staff

D. Staff will be exposed to a variety of technologies

Answer: A

NEW QUESTION # 457
Which is the single MOST important factor for introducing digital evidence into a court of law?

A. Comprehensive logs from all servers and network devices
B. Uninterrupted chain of custody

C. Expert security operations witnesses

D. Fully trained network experts to analyze systens

Answer: B

Explanation:

Comprehensive and Detailed Explanation (250-350 words)

The EC-Council CCISO program identifies chain of custody as the most critical requirement for the admissibility of digital evidence
in a court of law. Chain of custody documents who collected the evidence, how it was handled, where it was stored, and who
accessed it, ensuring the evidence was not altered or tampered with.

CCISO materials emphasize that even the most compelling technical evidence can be ruled inadmissible if the chain of custody is
broken or undocumented. Courts require proof that evidence integrity has been maintained from collection through presentation.
Logs, expert witnesses, and analysis tools (Options B-D) are valuable, but without an uninterrupted chain of custody, they cannot be
legally relied upon. CCISO guidance aligns with forensic standards used in law enforcement and regulatory investigations.

Therefore, Option A is correct.

NEW QUESTION # 458
Which of the following is the MOST effective method for discovering common technical vulnerabilities within the I'T environment?

A. Reviewing system administrator logs

B. Auditing configuration tenplates
C. Checking vendor product releases
D. Performing system scans

Answer: D

Explanation:
To effectively identify technical vulnerabilities, system scans are among the most effective methods. These scans can autormatically



detect security weaknesses in software, configurations, and systems. Tools like vulnerability scanners perform automated checks
against databases of known vulnerabilities, ensuring comprehensive coverage across IT environments. While reviewing logs, auditing
templates, and checking vendor releases contribute to overall security, scanning is both systematic and thorough in identifying
vulnerabilities.

Reference: EC-Council CISO training materials on technical assessments and vulnerability scanning techniques.

NEW QUESTION # 459
Providing oversight of a comprehensive information security program for the entire organization is the primary responsibility of which
group under the InfoSec governance framework?

A. All employee and users

B. Office of the General Counsel
C. Senior Executives

D. Office of the Auditor

Answer: C

NEW QUESTION # 460
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