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Palo Alto Networks Certified Network Security Engineer Exam 5% X8 PCNSE
A B E (Q311-Q316):

B #311
An engineer wants to configure aggregate interfaces to increase bandwidth and redundancy between the firewall and switch. Which
statement is correct about the configuration of the interfaces assigned to an aggregate interface group?

A. They can have a different bandwidth.

B. They can have a different interface type from an aggregate interface group.

C. They can have a different interface type such as Layer 3 or Layer 2.

D. They can have different hardware media such as the ability to mix fiber optic and copper.

Ef#: B

HM #312
Which statement about High Availability timer settings is true?

A. Use the Critical timer for taster failover timer settings.

B. Use the Recommended timer for faster failover timer settings.
C. Use the Aggressive timer for taster failover timer settings

D. Use the Moderate timer for typical failover timer settings.

EE: B

L2
Explanation
httpsz/docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin‘high-availability/ha-concepts/ha- timers

B #313

When using the predefined default profile, the policy will inspect for viruses on the decoders. Match each decoder with its default
action.

Answer options may be used more than once or not at all.

fiFtaL.:

HH #314
Which feature prevents the submission of corporate login information into website forms?

A. User-ID

B. File blocking

C. Data filtering

D. Credential phishing prevention

IEf#: D
A -

Reference:
https//www.paloaltonetworks.convcyberpedia/how-the-next- generation-security-platform-contributes-to-gdpr-co


https://jp.fast2test.com/PCNSE-premium-file.html

"Credential phishing prevention works by scanning username and password submissions to websites and comparing those
submiissions against valid corporate credentials. You can choose what websites you want to either allow, alert on, or block
corporate credential submissions to based on the URL category of the website. Alternatively, you can present a page that warns
users against submitting credentials to sites classified in certain URL categories. This gives you the opportunity to educate users
against reusing corporate credentials, even on legitimate, non-phishing sites. In the event that corporate credentials are compromised,
this feature allows you to identify the user who submitted credentials so that you can remediate."

H #315
An engineer is planning an SSL decryption implementation.

Which of'the following statements is a best practice for SSL decryption?

A. Obtain a certificate from a publicly trusted root CA for the Forward Trust certificate
B. Obtain an enterprise CA-signed certificate for the Forward Trust certificate

C. Use an enterprise CA-signed certificate for the Forward Untrust certificate

D. Use the same Forward Trust certificate on all firewalls in the network

Ef#: B

A -

Enterprise CA-signed Certificates- An enterprise CA can issue a signing certificate that the firewall can use to sign the certificates for
sites which require SSL decryption. When the firewall trusts the CA that signed the certificate of the destination server, the firewall
can send a copy of the destination server certificate to the client, signed by the enterprise CA. This is a best practice because usually
all network devices already trust the Enterprise CA (it is usually already installed in the devices' CA Trust storage), so you don't
need to deploy the certificate on the endpoints, so the rollout process is smoother.

https://docs.paloaltonetworks.conypan-os/10- 1/pan-os-admin/decryption/configure-ssl- forward- proxy.html

B #316
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