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F5 BIG-IP Administration Control Plane Administration Sample Questions
(Q49-Q54):

NEW QUESTION # 49
A BIG-IP Administrator is unable to connect to the management interface via HTTPS. What is a possible reason for this issue?

e A The port lockdown setting is configured to Allow None.

¢ B. The IP address of the device used to access the management interface is NOT included in the "P Allow" list in the
Configuration Utility.

¢ C. Anincorrect management route is specified.

e D. The IP address of the device used to access the management interface is NOT included in the "httpd Allow" list in the CLI.

Answer: D

Explanation:

Comprehensive and Detailed Explanation From BIG-1P Administration Control Plane Administration documents: Management
connectivity is protected by an allowed access list for the httpd daemon. Unlike TMM data ports which use 'Port Lockdown'
settings, the management port's access is controlled by a specific ' Allow' list323232. If an administrator's IP is not explicitly included
in this list, the Control Plane will reject HTTPS connection attempts to the management utility33.

NEW QUESTION # 50

New Syslog servers have been deployed in an organization. The BIG-IP Administrator must reconfigure the BIG-IP system to send
log messages to these servers.

In which location in the Configuration Utility can the BIG-IP Administrator make the needed configuration changes to accomplish
this? (Choose one answer)

A. System> Logs > Audit

B. System> Configuration > Local Traffic
C. System> Logs > Configuration

D. System> Configuration > Device

Answer: C

Explanation:

On a BIG-IP system, remote syslog server configuration is managed through the logging configuration framework. In the
Configuration Utility, this is accessed via:

System> Logs > Configuration

This section allows the administrator to:

* Define remote syslog destinations

* Configure log publishers

* Control which log types (system, audit, LTM, ASM, etc.) are forwarded to external syslog servers Why the other options are
mncorrect:

* A. System> Configuration > Local TrafficUsed for traffic management settings, not logging.

* C. System> Logs > AuditDisplays audit log settings and content but does not configure remote syslog destinations.

* D. System> Configuration > DeviceUsed for device-level settings such as hostname and platform configuration, not logging.
Therefore, the correct location to reconfigure BIG-IP to send logs to new syslog servers is System > Logs > Configuration.

NEW QUESTION # 51
The BIG-IP Administrator has modified an iRule on one device of an HA pair. The BIG-IP Administrator notices there is NO traffic
on the BIG-IP device in which they are logged nto. What should the BIG-IP Administrator do to verify if the iRule works correctly?

A. Push configuration from this device to the group and start to monitor traffic on this device

B. Log in to the other device in the cluster, push configuration from it, and start to monitor traffic on that device
C. Pull configuration to this device to the cluster and start to monitor traffic on this device

D. Log in to the other device in the cluster, pull configuration to it, and start to monitor traffic on that device

Answer: D

Explanation:



Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Adminis44tration documents: In a45n
Active/Standby HA pair, application traffic only flows through the Active device. If an administrator makes a change on the Standby
device (which has no traffic), they must synchronize the configuration to the Active device to test it. The procedural step is to log into
the Active device and "pull" the configuration from the Standby device (or push from Standby) so the Active device can process
traffic using the new iRule

NEW QUESTION # 52
One of the two members of a device group has been decommissioned. The BIG-IP Administrator tries to delete the device group,
but is unsuccessful. Prior to removing the device group, which action should be performed?

A. Remove all members from the device group

B. Make sure all members of the device group are in sync

C. Remove the decommissioned device from the device group
D. Disable the device group

Answer: A

Explanation:

To maintain integrity in a High Availability environment, TMOS prevents the deletion of active Devic28e Groups. Procedurally, a
device group is a container for synchronization; the Control Plane requires that you first strip the group of all associated members
(devices) before the group object itself can be removed from the configuration.

NEW QUESTION # 53
When looking at this BIG-IP pronpt: root@virtual-bigip1] Peer Time Out of Sync What does the message indicate? (Choose one
answer)

A. That there was a time synchronization issue between the BIG-IP device and its peer
B. That the peer BIG-IP is unreachable for the device group

C. That the local time is correct, but the remote time is incorrect

D. That one of the NTP sources has a skewed clock

Answer: A

Explanation:

On BIG-IP systemns that participate in a Device Service Cluster (DSC), each device compares the remote device's system time to its
own system time. Ifthe difference is outside the ConfigSync time threshold (commonly referenced as 3 seconds by default), BIG-IP
updates the shell prompt to show "Peer Time Out of Sync", and ConfigSync operations may fail until time is corrected (typically by
fixing N'TP reachability

/configuration, or in some cases adjusting the threshold). (cdn.studio.f5.com) This message is specifically about time drift between
peers in the trust domaiyDSC-not basic reachability (so B is not what it means), and it does not prove which side is "correct" (so C
is too spectfic). It also doesn't directly mean an NTP source is "skewed" (A can be a cause, but the prompt message itself indicates
the peer- to-peer time mismatch condition). (cdn.studio.f5.com)

NEW QUESTION # 54
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