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ZR#80
During a plant upgrade an architect needs to connect legacy IEDs to a new TCP/IP instrumentation LAN. The I[EDs only have RS-
232 commumnication interfaces available. What would best be used to connect the [EDs?

A. Comnumications Gateway
B. Engineering workstation
C. Industrial switch

D. Data diode

IEf#: A
R e«

Legacy devices using RS-232 interfaces require a communications gateway (C) to translate between the serial communication
protocol and the new TCP/IP network.

A data diode (A) is a unidirectional security device, not a protocol translator.

An engineering workstation (B) is a computer, not a protocol conversion device.

An industrial switch (D) operates at the Ethernet layer and does not perform protocol conversion.

GICSP emphasizes gateways as essential for integrating legacy ICS devices into modem IP networks while maintaining protocol
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integrity.

Reference:

GICSP Official Study Guide, Domain: ICS Fundamentals & Architecture
NIST SP 800-82 Rev 2, Section 3.4 (Legacy Protocol Integration)
GICSP Training on ICS Network Architecture and Protocols

H #81
Which level in the Purdue Reference Architecture is typically responsible for business planning and logistics?
Response:

A. Level 4
B. Level 1
C. Level 3
D. Level 2

EfE: A

H #82
A brewer uses a local HMI to communicate with a controller that opens a pump to move the workfrom the boil kettle to the

fermentor. What level of the Purdue model would the controller be considered?

A. Level 1
B. Level 0
C. Level4
D. Level 3
E. Level 2

Ef: A

fEEL -

Comprehensive and Detailed Explanation From Exact Extract:

The Purdue Enterprise Reference Architecture (PERA) model, commonly used in ICS security frameworks like GICSP, segments
industrial control systems into hierarchical levels that correspond to the fimction and control of devices:

Level 0: Physical process (sensors and actuators directly interacting with the process) Level 1: Basic control level (controllers such
as PLCs or DCS controllers that execute control logic and command actuators) Level 2: Supervisory control (HMIs, SCADA
supervisory systems that interface with controllers) Level 3: Operations management (Manufacturing Execution Systers, batch
control, production scheduling) Level 4: Enterprise level (business systems, ERP, corporate IT) In this scenario, the controller
opening the pump is a device executing control logic directly on the process, placing it at Level 1. The local HMI used to
communicate with the controller is at Level 2, supervising and providing operator interface.

This classification is foundational in GICSP's ICS Fundamentals and Architecture domain, which emphasizes clear understanding of
network segmentation and device role for security zoning,

Reference:

GICSP Official Study Guide, Domain: ICS Fundamentals & Architecture

Purdue Model description in IEC 62443 and NIST SP 800-82

GICSP Training materials on Purdue Model and Network Segmentation

H #83
The head of an IT department sent a directive stating that all company communication must use TLS in order to prevent unauthorized

disclosure of nformation. Which part of the C-FA model is the head of IT concerned with?

A. Confidentiality

B. Integrity

C. Authorization
D. Availability
E. Identity

EfE: A



RN -

The use of TLS (Transport Layer Security) is intended to encrypt data in transit, thereby preventing unauthorized interception and
disclosure.

This is primarily a concern with Confidentiality (D), ensuring information is only accessible to authorized parties.
Identity (A) and Authorization (C) involve user verification and access control but are not the main purpose of TLS.
Auvailability (B) concerns system uptime.

Integrity (D) ensures data is not altered but encryption mainly addresses confidentiality.

GICSP aligns TLS usage with protecting data confidentiality in ICS commumications.

Reference:

GICSP Official Study Guide, Domain: ICS Security Principles

NIST SP 800-52 Rev 2 (Guidelines for TLS Use)

GICSP Training on Encryption and Data Protection

HM #84
Which of the following is a common risk associated with Bluetooth Low Energy (BLE) commumnication in ICS environments?
Response:

A. Limited range for communication
B. High power consumption

C. Vulnerability to replay attacks

D. Lack of support for encryption

Ef#: C
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