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FRE #147
Which of the following vulnerabilities is MOST effectively mitigated by enforcing multi- factor authentication to obtain access to
personal information?

A. End users using weak passwords

B. Organizations using weak encryption to transmit data
C. End users forgetting their passwords

D. Vulnerabilities existing in authentication pages

ER: A

R RE #148
Which of the following would BEST ensure privacy when utilizing Al-based technologies?

e A. Encryption
¢ B. Masking
¢ C. Pseudonymization
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e D. Minimization
Z&R: D

it BB -

Data minimization requires collecting and using only what is necessary for the stated purpose-directly limiting privacy risk in Al
development and use. Encryption (A) and masking (D) protect data post-collection, and pseudonymization (B) reduces identifiability
but does not limit collection or use. Minimization addresses privacy by default at the source.

"Collect and process no more personal data than necessary for the specified purpose."

i RE #149
Which of the following is the PRIMARY reason that organizations need to map the data flows of personal data?

A. To evaluate effectiveness of data controls
B. To comply with regulations

C. To assess privacy risks

D. To determine data integration gaps

ZR: C

R #150
Which of the following is the PRIMARY reason to use public key ifrastructure (PRI) for protection against a man-in-the-middle
attack?

A. It provides a secure connection on an insecure network
B. It contains schemes for revoking keys.

C. It uses Transport Layer Security (TLS).

D. It makes public key cryptography feasible.

EX: D

fR AR A -

Public key infrastructure (PKI) is a system that enables the use of public key cryptography, which is a method of encrypting and
authenticating data using a pair of keys: a public key and a private key. Public key cryptography can protect against man-in-the-
middle (MITM) attacks, which are attacks where an attacker intercepts and modifies the communication between two parties. PKI
makes public key cryptography feasible by providing a way to generate, distribute, verify, and revoke public keys. PKI also uses
digital certificates, which are documents that bind a public key to an identity, and certificate authorities, which are trusted entities that
issue and validate certificates. By using PKI, the parties can ensure that they are communicating with the intended recipient and that
the data has not been tampered with by an attacker.

Reference:

What is Public Key Infrastructure (PKI)? - Fortinet

How is man-in-the-middle attack prevented in TLS? [duplicate]

A brieflook at Man-in-the-Middle Attacks and the Role of Public Key Infrastructure (PKI)

R #151
Which of the following rights is an important consideration that allows data subjects to request the deletion of their data?

A. The right to object

B. The right to withdraw consent
C. The right to access

D. The right to be forgotten

ZE: D

fE R A -

Reference:

The right to be forgotten is a privacy right that allows individuals to request the deletion or removal of their personal data firom a data
controller's records or systems under certain conditions. The right to be forgotten is an important consideration that allows data



subjects to request the deletion of their data, as it reflects the principles of data minimization and storage limitation, which require
limiting the collection, storage and processing of personal data to what is necessary and relevant for the intended purposes, and
deleting or disposing of personal data when it is no longer needed or justified. The right to be forgotten also empowers the data
subjects to exercise control and choice over their personal data and to protect their privacy interests. The other options are not
relevant to the consideration that allows data subjects to request the deletion of their data. The right to object is a privacy right that
allows individuals to oppose the processing of their personal data based on their particular situation or for direct marketing purposes,
but it does not necessarily result in the deletion or removal of their data. The right to withdraw consent is a privacy right that allows
individuals to revoke their permission or agreement for the processing of their personal data for specific purposes, but it does not
necessarily result in the deletion or removal of their data. The right to access is a privacy right that allows individuals to obtain a copy
or confirmation of their personal data held by a data controller, but it does not necessarily result in the deletion or removal of their
datal, p. 107-108 Reference: 1: CDPSE Review Manual (Digital Version)
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