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IBM C1000-189 Exam Syllabus Topics:

Topic Details

e Integration: This section of the exam measures the skills of Integration Engineers and assesses their
proficiency in connecting Instana with external monitoring and automation tools. Candidates must
demonstrate knowledge of integrating agent-based systems such as Omegamon, ITM, and ITCAM, as

Topic 1 well as external platforms like Prometheus and Grafana. The section also includes configuring alert

channels, automation actions, and utilizing the Instana REST API to support customized workflows and

data visibility.

¢ Troubleshooting: This section of the exam measures the skills of System Support Engineers and focuses on
resolving technical and operational issues in Instana. It includes configuring log levels, collecting logs for
debugging, and identifying connectivity issues between agents and the backend. Candidates will
troubleshoot installation failures, diagnose commumnication problems, and apply corrective measures to
ensure consistent Instana performance and stability across environments.

Topic 2
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¢ Planning: This section of the exam measures the skills of Cloud Monitoring Engineers and covers the
foundational planning tasks required for successful Instana deployment. Candidates must understand the
nstallation prerequisites, the architectural design of Instana for on-premises environments, and the platform
Topic 3 core capabilities and use cases. It also assesses knowledge of different agent modes, supported sensors
and tracers, and the distinctions between cloud service agents and serverless agents essential for scalable
implementation.

¢ Operations: This section of the exam measures the skills of Application Monitoring Specialists and covers
daily operational tasks for managing Instana environments. It includes configuring website and application
monitoring, handling synthetic monitoring, and creating incidents, issues, and alerts. Candidates will analyze
Topic 4 infrastructure performance, set maintenance windows, and design custom dashboards. They are also
expected to interpret golden signals, evaluate alerts, use analytics, and perform backup or restore
operations to maintain optimal system performance.

¢ Security and Compliance: This section of the exam measures the skills of IT Security Analysts and focuses
on the data protection and compliance aspects of Instana deployment. Candidates must describe and
implement data retention policies, plan for regulatory compliance, secure APIs, manage user access, and
mterpret audit logs. The goal is to ensure secure system configurations that align with organizational and
regulatory standards.

Topic 5

¢ Configuration: This section of the exam measures the skills of DevOps Administrators and evaluates their
ability to configure and optimize Instana operational settings. It involves setting up business process
monitoring, configuring both cloud and serverless agents, and defining agent proxy parameters. Candidates
will learn to implement various technologies and sensors, manage OpenTelemetry integrations, set up smart
alerts, create service naming rules, and define custom SLIs and payloads for alert channels. Managing
licenses and ensuring proper configuration of alerts and notifications are also key components of this
domain.

Topic 6
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Questions (Q13-Q18):

NEW QUESTION # 13
At which level can AWS agent polling intervals for CloudWatch API be configured?

A. Region

B. Service

C. Account

D. Resource group

Answer: A

Explanation:

AWS monitoring through Instana involves integration with the CloudWatch API to retrieve platform and service metrics. The official
IBM Instana Observability documentation affirs that polling intervals for CloudWatch can be set at the Region level. This means an
admmistrator configures how frequently Instana's agent queries CloudWatch within each specified region independently. This level of
granularity provides flexibility: for example, mission-critical regions may be monitored more frequently, while others are polled less
often to reduce API costs or remain within AWS rate limits. The documentation specifies: "Instana Agents for AWS can be
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configured with a polling interval for CloudWatch that is set per Region to customize granularity and resource consumption.” Polling
cannot be set at the account, resource group, or individual service level in default configuration. Instana's region-based polling helps
balance data accuracy and overhead, especially in global or multi-region deployments. If needed, changes are applied through
YAML configuration or UI during AWS agent integration setup.

NEW QUESTION # 14
Which type of custom resource supports the retention policy settings in the Custom Edition?

A. StorageConf
B. UnitProp

C. ConfigYaml
D. CoreSpec

Answer: D

Explanation:

According to the official IBM Instana Observability documentation (v1.0.304), retention policy settings in Custom Edition are NOT
configured in a custom resource called "StorageCont." Instead, they are configured as properties within the CoreSpec of the Core
customresource. The documentation explicitly states: "Overwriting the default retention settings is optional and should only be done
consciously. These retention setting values are configured as properties in the CoreSpec." The actual configuration looks like this:
text

kind: Core

metadata:

name: instana-core

namespace: instana-core

spec:

properties:

- name: retention.metrics.rollup5

value: "86400"

- name: config.appdata.shortterm retention.days

value: 7"

- name: config.synthetics.retention.days

value: "60"

The retention policies for infrastructure metrics, application data, and synthetic monitoring are all configured as properties within the
Core spec, not in a separate "StorageConf" custom resource. "StorageConf" refers to storage configurations for raw spans (S3,
GCS, Azure), not retention policies.

NEW QUESTION # 15
For which event type does Instana create an alert because end users are impacted?

A. Changes

B. Monitoring issues
C. Issues

D. Incident

Answer: D

Explanation:

Based on IBM Instana documentation review, Incidents are the event type that triggers alerts when end users are impacted. The
official IBM documentation states: "An incident helps you to understand situations impacting your edge services and critical
infrastructure... Incidents are created as soon as Instana detects either a key performance indication (KPI) is breached on an edge
service, or a critical infrastructure issue." However, the documentation also clarifies: "An issue is an event that is triggered if
something out of the ordinary happens... An issue by itself does not trigger an alert, Instana simply notes that it happened. Should the
service to where this system is connected behave badly, this issue is part of the incident." Critical issues can trigger alerts and may
impact end users, but Incidents are specifically designed to represent situations where end-user-facing services (edge services) are
impacted. The answer is B. Incident as the primary event type for end-user impact alerts.



NEW QUESTION # 16
Which SDK can be used for Instana HTTP tracing?

A. Configure Web

B. Trace Web

C. Haskell

D. Programmatic Web

Answer: B

Explanation:

IBM explicitly identifies Trace Web SDK as the framework component for implementing HTTP tracing within Instana's observability
ecosystem. The latest content in the IBM Instana documentation (v1.0.307, aligning to v1.0.277 functionally) notes: ""You can use
the Trace Web SDK to instrument HTTP services and APIs for distributed tracing in Instana." This SDK provides ready-made
APISs that attach trace context to inbound and outbound web requests, ensuring coherent transaction tracking across services. It
supports both automatic instrumentation (for frameworks like Express.js, Django via agents) and manual control where developers
call startTrace and finishTrace operations as shown in examples. Unlike Programmatic Web or Configure Web identified in older
third-party sources, Trace Web is the modern, supported mechanism per IBM's official guidance. Haskell is unsupported as an
SDK target. Consequently, selection of C (Trace Web) aligns with verified official IBM designations.

NEW QUESTION # 17
In context of Golden Signals in Instana monitoring, what is the true definition of latency?

A. How long it takes to handle or service a particular request
B. How many errors are there in one HTTP request

C. How long does it take to login to mobile application

D. How long does it take to open a webpage

Answer: A

Explanation:

Latency is one of the four principal Golden Signals monitored in Instana and critical for measuring system performance and user
experience. According to IBM Instana Observability documentation: "Latency is the time it takes to handle or service a request,
measured as the duration between request start and response end." This applies regardless of protocol (HTTP, RPC, messaging,
etc.) and is used to evaluate whether services are fast or slow under real load. Instana automatically tracks latency for every
transaction, as shown in traces and metrics: this enables teans to identify slow services, resource contention, and downstream
delays. Golden Signals (latency, error rate, traffic, saturation) provide a universal framework recognized in both SRE and
performance engineering disciplines. The actual duration a user spends logging in or opening a webpage may be an instance of
latency, but Instana's definition is generalized to any service request (API, DB, etc.), not just interactive browser events. Error count
is monitored separately (error signal).

NEW QUESTION # 18
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