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ISC Certified Information Systems Security Professional (CISSP) Sample
Questions (Q1202-Q1207):

NEW QUESTION # 1202
‘Which one of the following security areas is directly addressed by
Kerberos?

A. Availability

B. Physical attacks

C. Confidentiality

D. Frequency analysis

Answer: C

Explanation:

Kerberos directly addresses the confidentiality and also the integrity of nformation.

* attacks such as frequency analysis are not considered in the basic Kerberos implementation. In addition, the Kerberos protocol
does not directly address availability issues. (Answer Availability.) For answer "Physical attac", since the Kerberos TGS and the
authentication servers hold all the secret keys, these servers are vulnerable to both physical attacks and attacks from malicious code.
In the Kerberos exchange, the client workstation temporarily holds the client's secret key, and this key is vulnerable to compromise
at the workstation.

NEW QUESTION # 1203
A security professional needs to find a secure and efficient method of encrypting data on an endpoint. Which solution includes a root

key?

A. Virtual storage array network (VSAN)
B. Hardware security module (HSM)

C. Bitlocker

D. Trusted Platform Module (TPM)

Answer: C

Explanation:

Bitlocker is a secure and efficient method of encrypting data on an endpoint that includes a root key. Bitlocker is a full disk
encryption feature that is integrated with the Windows operating system. Bitlocker can protect the data on the endpoint from
unauthorized access, theft, or loss, by encrypting the entire volume, including the operating system, applications, and files. Bitlocker
uses a root key, also known as a Bitlocker recovery key, to encrypt and decrypt the volume master key, which in turn encrypts and
decrypts the full volume encryption key, which is used to encrypt and decrypt the data on the volume. The root key can be stored in
a Trusted Platform Module (TPM), a USB flash drive, a smart card, or a file, and can be used to recover the data in case of a
hardware failure, a forgotten password, or a lost PIN. The other options are not methods of encrypting data on an endpoint that
include a root key, as they either do not encrypt the data, do not operate on the endpoint, or do not use a root key. References:
CISSP - Certified Information Systems Security Professional, Domain 3. Security Architecture and Engineering, 3.3 Implement and
manage engineering processes using secure design principles, 3.3.2 Select controls based upon systens security requirements,
3.3.2.2 Data security; CISSP Exam Outline, Domain 3. Security Architecture and Engineering, 3.3 Implement and manage
engineering processes using secure design principles, 3.3.2 Select controls based upon systens security requirements, 3.3.2.2 Data

security

NEW QUESTION # 1204
Which of the following is NOT an administrative control?

¢ A Development of policies, standards, procedures and guidelines D. Change control procedures
¢ B. Logical access control mechanisns
e C. Screening of personnel

Answer: B

Explanation:
It is considered to be a technical control.



Logical is synonymous with Technical Control. That was the easy answer.

There are three broad categories of access control: Administrative, Technical, and Physical.

Each category has different access control mechanisis that can be carried out manually or

automatically. All of these access control mechanisis should work in concert with each other to

protect an infrastructure and its data.

Each category of access control has several components that fall within it, as shown here:

Admmistrative Controls

Policy and procedures

Personnel controls

Supervisory structure

Security-awareness training

Testing

Physical Controls

Network segregation

Perimeter security

Computer controls

Work area separation

Data backups

Technical Controls

System access

Network architecture

Network access

Encryption and protocols

Control zone

Auditing

The following answers are incorrect : Screening of personnel is considered to be an administrative control Development of policies,
standards, procedures and guidelines is considered to be an administrative control Change control procedures is considered to be an
admmistrative control. Reference : Shon Harris AIO v3 , Chapter - 3 : Security Management Practices , Page : 52-54

NEW QUESTION # 1205
Which type of security testing is being performed when an ethical hacker has no knowledge about the target system but the testing
target is notified before the test?

A. White box
B. Gray box
C. Blind

D. Reversal

Answer: C

Explanation:
Section: Software Development Security

NEW QUESTION # 1206
Which of the following LAN devices only operates at the physical layer of the OSI/ISO model?

A. Bridge
B. Hub

C. Switch
D. Router

Answer: B

Explanation:

Explanation/Reference:

Explanation:

A hub is a multiport repeater. Repeaters work at the physical layer and are add-on devices for extending a network connection over
a greater distance.

Incorrect Answers:



A: Basic switches work at the data link layer. Layer 3, layer 4, and other layer switches have more enhanced functionality than layer
2 switches.

B: A bridge is a LAN device used to connect LAN segments. It works at the data link layer.

D: Routers work at the network layer.

References:

Harris, Shon, All In One CISSP Exam Guide, 6th Edition, McGraw-Hill, New York, 2013, p. 612

NEW QUESTION # 1207

The best valid and most accurate ISC CISSP exam study material can facilitate your actual test and save your time and money.
Generally, you are confused by various study material for CISSP preparation. Now, please pay attention to ExamBoosts CISSP
reliable study material, which is the best validity and authority training material for your preparation. The CISSP actual test will bring
you full scores.
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