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¢ Information Management (IM): Information management (IM) encompasses the entire lifecycle of
information within an organization—from its collection and storage to its distribution, use, and eventual
archiving or disposal.

FrRE2

e Continuous Improvement Process (CI, CIP): A continuous or continual improvement process (CIP or CI)
mvolves ongoing, systematic efforts to enhance products, services, or operational processes to achieve
higher efficiency and effectiveness over time.

FE3

o Cybersecurity: Cybersecurity, also known as IT security or computer security, involves safeguarding
computer systens, networks, and data from unauthorized access, theft, damage, or disruption to ensure the
itegrity and availability of digital information.

FE 4

e Data Security: Data security refers to protecting digital information—such as that stored in databases or
networks—from destruction, unauthorized access, or malicious attacks, ensuring confidentiality and

ntegrity.
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¢ Compliance: Regulatory compliance refers to an organization’s commitment to understanding and adhering
FRES to applicable laws, policies, and regulations to operate within established legal and ethical standards.

¢ Security Breaches: Security breaches occur when unauthorized access or violations of security protocols
FEO6 are detected or imminent, potentially compromising data or system integrity.
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PR #49
To whom are the information security policies required to be communicated, according to the control in Annex A of ISO/IEC
270017

A. Only staff with accountability for ISMS operation
B. Relevant personnel and relevant interested parties
C. Enployees within the scope of the ISMS

D. Top management

EX: B

fE AR A«

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:

Annex A.5.1 (Policies for information security) clearly specifies:

"Information security policy and topic-specific policies should be defined, approved by management, published, communicated to
and acknowledged by relevant personnel and relevant interested parties..." This means the communication obligation is not limited to
top management (A) or only ISMS staff (B), nor does it stop at employees only (C). Instead, ISO/IEC 27001/27002 mandate a
broader scope: allrelevant personnel and relevant interested partiesmust be informed. This ensures both internal stakeholders
(employees, contractors, temporary staff) and external interested parties (suppliers, partners, regulators, customers, etc.) receive the
right policy commumications where applicable. Therefore, the correct and verified answer isD.

P& #50
Which statement describes a requirement for information security objectives?

e A They shall be consistent with the information security policy
e B. They shall all be measurable

e C. They shall be reviewed at least annually

e D. They shall be contractually transferred to third parties

BE: A

fE R A«

Clause 6.2 (Information security objectives) requires that objectives:
* "be consistent with the information security policy"

* "be measurable (if practicable)”

* "take into account applicable information security requirements"
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* "be monitored, communicated, and updated as appropriate."

From this, option A is correct since consistency with policy is an explicit requirement. Option B is incorrect because the standard
allows objectives to be measurable "if practicable" (not mandatory for all). Option C is incorrect-objectives are not transferred
contractually to third parties, though third-party agreements may include security requirements. Option D is incorrect because the
standard requires regular review "as appropriate," not a fixed annual cycle.

Thus, the verified requirement isA: They shall be consistent with the information security policy.

Fi 8 #51
What is required to be reported by the Information security event reporting control?

A. Asset disposal

B. Unauthorized access

C. Information disclosure

D. Observed or suspected events

ZX: D
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Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:

Annex A, control 6.8 (Information security event reporting) specifies:

"Information security events should be reported through appropriate management channels as quickly as possible. The organization
should require all employees and contractors to note and report any observed or suspected information security events." This
wording confirns that the required reporting covers'observed or suspected events."Specific event types like information disclosure
(A) or unauthorized access (B) are examples but not the broad requirement.

Asset disposal (C) is addressed separately under equipment lifecycle controls (Annex A.7.14).

Therefore, the verified correct answer isD: Observed or suspected events.

F 8 #52

Identify the missing word(s) in the following sentence.

When planning the ISMS, the organization is specifically required to plan actions to address risks and opportunities and how to [ ? ]
these actions.

A. apply competent resources to
B. improve the effectiveness of
C. evaluate the effectiveness of
D. communicate

ER: C

fRRERR A

Clause 6.1.1 (Planning) states:

"The organization shall plan:

d) actions to address these risks and opportunities; and

¢) how to:

* ntegrate and implement the actions mto its ISMS processes; and

* evaluate the effectiveness of these actions."

This confirms the missing words are'evaluate the effectiveness of". Commumication (A), applying resources (B), and improving
effectiveness (C) are important concepts elsewhere but not the direct requirement stated in this clause.

PR #53
What is the definition of a threat according to ISO/IEC 270007

A. The risk remaining after risk treatment

B. A single or a series of unwanted or unexpected information security events

C. A weakness of an asset or a control that can be exploited

D. A potential cause of an unwanted incident which can result in harm to a system or organization

ZE: D
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Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27000 standards:

According to ISO/IEC 2700022018, Clause 3.74, athreatis defined as:

"Potential cause of an unwanted incident, which can result in harm to a system or organization." This definition directly matches
option A.

* Option B refers to an "mformation security incident" (ISO/IEC 2700022018, Clause 3.32).

* Option C describes a "vulnerability" (ISO/IEC 27000:2018, Clause 3.67).

* Option D refers to "residual risk" (ISO/IEC 270002018, Clause 3.61).

The standard emphasizes that threats exploit vulnerabilities, causing incidents that can harm information confidentiality, integrity, and
availability. Correctly identifying threats is critical for risk assessment (Clause

6.1.2). Thus, the correct definition per ISO/IEC 27000 isA.
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