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Amazon AWS Certified Developer - Associate Sample Questions (Q512-
Q517):
NEW QUESTION # 512 
An application is using Amazon Cognito user pools and identity pools for secure access. A developer wants to integrate the user-
specific file upload and download features in the application with Amazon S3. The developer must ensure that the files are saved and
retrieved in a secure manner and that users can access only their own files. The file sizes range from 3 KB to 300 MB.
Which option will meet these requirements with the HIGHEST level of security?

A. Use S3 Event Notifications to validate the file upload and download requests and update the user interface (UI).
B. Use an IAM policy within the Amazon Cognito identity prefix to restrict users to use their own folders in Amazon S3.
C. Save the details of the uploaded files in a separate Amazon DynamoDB table. Filter the list of files in the user interface (UI)
by comparing the current user ID with the user ID associated with the file in the table.
D. Use Amazon API Gateway and an AWS Lambda function to upload and download files. Validate each request in the
Lambda function before performing the requested operation.
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Answer: B

Explanation:
This solution ensures that users can access only their own files in a secure manner.
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-integrating-user- pools-with-identity-pools.html

NEW QUESTION # 513 
A developer wants to store information about movies. Each movie has a title, release year, and genre. The movie information also
can include additional properties about the cast and production crew. This additional information is inconsistent across movies. For
example, one movie might have an assistant director, and another movie might have an animal trainer.
The developer needs to implement a solution to support the following use cases:
For a given title and release year, get all details about the movie that has that title and release year.
For a given title, get all details about all movies that have that title.
For a given genre, get all details about all movies in that genre.
Which data store configuration will meet these requirements?

A. Create an Amazon DynamoDB table. Configure the table with a primary key that consists of the title as the partition key
and the release year as the sort key. Create a global secondary index that uses the genre as the partition key and the title as
the sort key.
B. Create an Amazon DynamoDB table. Configure the table with a primary key that consists of the genre as the partition key
and the release year as the sort key. Create a global secondary index that uses the title as the partition key.
C. On an Amazon RDS DB instance, create a table where the primary key is the title and all other data is encoded into JSON
format as one additional column.
D. On an Amazon RDS DB instance, create a table that contains columns for title, release year, and genre.
Configure the title as the primary key.

Answer: A

Explanation:
Amazon DynamoDB is a fully managed NoSQL database service that provides fast and consistent performance with seamless
scalability. The developer can create a DynamoDB table and configure the table with a primary key that consists of the title as the
partition key and the release year as the sort key. This will enable querying for a given title and release year efficiently. The developer
can also create a global secondary index that uses the genre as the partition key and the title as the sort key. This will enable
querying for a given genre efficiently. The developer can store additional properties about the cast and production crew as attributes
in the DynamoDB table. These attributes can have different data types and structures, and they do not need to be consistent across
items.

NEW QUESTION # 514 
When using the AWS Encryption SDK how does the developer keep track of the data encryption keys used to encrypt data?

A. The data encryption key is stored m the user data for the EC2 instance.
B. The SDK encrypts me data encryption key and stores it (encrypted) as part of the resumed ophertext.
C. The SDK stores the data encryption keys automaticity in Amazon S3.
D. The developer must manually keep Hack of the data encryption keys used for each data object.

Answer: B

Explanation:
Explanation
This solution will meet the requirements by using AWS Encryption SDK, which is a client-side encryption library that enables
developers to encrypt and decrypt data using data encryption keys that are protected by AWS Key Management Service (AWS
KMS). The SDK encrypts the data encryption key with a customer master key (CMK) that is managed by AWS KMS, and stores
it (encrypted) as part of the returned ciphertext.
The developer does not need to keep track of the data encryption keys used to encrypt data, as they are stored with the encrypted
data and can be retrieved and decrypted by using AWS KMS when needed. Option A is not optimal because it will require manual
tracking of the data encryption keys used for each data object, which is error-prone and inefficient. Option C is not optimal because
it will store the data encryption keys automatically in Amazon S3, which is unnecessary and insecure as Amazon S3 is not designed
for storing encryption keys.
Option D is not optimal because it will store the data encryption key in the user data for the EC2 instance, which is also unnecessary



and insecure as user data is not encrypted by default.
References: [AWS Encryption SDK], [AWS Key Management Service]

NEW QUESTION # 515 
A company wants to share information with a third party. The third party has an HTTP API endpoint that the company can use to
share the information. The company has the required API key to access the HTTP API.
The company needs a way to manage the API key by using code. The integration of the API key with the application code cannot
affect application performance. Which solution will meet these requirements MOST securely?

A. Store the API credentials in AWS Secrets Manager. Retrieve the API credentials at runtime by using the AWS SDK. Use
the credentials to make the API call.
B. Store the API credentials as an object in a private Amazon S3 bucket. Restrict access to the S3 object by using IAM
policies. Retrieve the API credentials at runtime by using the AWS SDK. Use the credentials to make the API call.
C. Store the API credentials in a local code variable. Push the code to a secure Git repository. Use the local code variable at
runtime to make the API call.
D. Store the API credentials in an Amazon DynamoDB table. Restrict access to the table by using resource-based policies.
Retrieve the API credentials at runtime by using the AWS SDK. Use the credentials to make the API call.

Answer: A

Explanation:
It's not secure to store API keys in git repository. Hence storing it in secret manger is a most secure to way to handle this scenario.

NEW QUESTION # 516 
A company has an application that is hosted on Amazon EC2 instances The application stores objects in an Amazon S3 bucket and
allows users to download objects from the S3 bucket A developer turns on S3 Block Public Access for the S3 bucket After this
change, users report errors when they attempt to download objects The developer needs to implement a solution so that only users
who are signed in to the application can access objects in the S3 bucket.
Which combination of steps will meet these requirements in the MOST secure way? (Select TWO.)

A. Create an 1AM user with an appropriate policy. Store the access key ID and secret access key on the EC2 instances
B. Modify the application to use the S3 GetObject API call and to return the object handle to the user
C. Create an EC2 instance profile and role with an appropriate policy Associate the role with the EC2 instances
D. Modify the application to use the S3 GeneratePresignedUrl API call
E. Modify the application to delegate requests to the S3 bucket.

Answer: C,D

Explanation:
IAM Roles for EC2 (A): The most secure way to provide AWS permissions from EC2.
Create a role with a policy allowing s3:GetObject on the specific bucket.
Attach the role to an instance profile and associate that profile with your instances.
Pre-signed URLs (C): Temporary, authenticated URLs for specific S3 actions.
Modify the app to use the AWS SDK to call GeneratePresignedUrl.
Embed these URLs when a user is properly logged in, allowing download access.
Reference:
IAM Roles for EC2: https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html Generating Presigned
URLs: https://docs.aws.amazon.com/AmazonS3/latest/userguide/ShareObjectPreSignedURL.htm

NEW QUESTION # 517
......
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