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An administrator fortinet, is able to view logs and perform device management tasks, such as adding and removing registered
devices. However, administrator fortinet is not able to create a mall server that can be used to send email.
What could be the problem?

¢ A. A trusted host is configured.
¢ B. Fortinet is assigned the Standard  User administrator profile.
¢ C. Fortinet is assigned the Restricted User admmnistrator profile.
¢ D. ADOM mode is configured with Advanced mode.

Answer: B

Explanation:

* Super_User, which, like in FortiGate, provides access to all device and system privileges.

* Standard_User, which provides read and write access to device privileges, but not system privileges.

* Restricted User, which provides read access only to device privileges, but not system privileges. Access to the Management
extensions is also removed.

* No_Permissions_User, which provides no system or device privileges. Can be used, for example, to temporarily remove access
granted to existing admins.
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NEW QUESTION # 178
‘Which two actions should an admmistrator take to view Compromised Hosts on FortiAnalyzer? (Choose two.)

A. Make sure all endpoints are reachable by FortiAnalyzer.

B. Enable web filtering in firewall policies on FortiGate devices, and make sure these logs are sent to FortiAnalyzer.
C. Subscribe FortiAnalyzer to FortiGuard to keep its local threat database up to date.

D. Enable device detection on an interface on the FortiGate devices that are connected to the FortiAnalyzer device.

Answer: B,C

Explanation:

In order to configure IOC, you require the following:

* A one-year subscription to IOC. Note that FortiAnalyzer does include an evaluation license, but it is restrictive and only meant to
give you an idea of how the feature works.

* A web filter services subscription on FortiGate device(s)

* Web filter policies on FortiGate device(s) that send traffic to FortiAnalyzer Compromised Hosts or Indicators of Compromise
service (IOC) is a licensed feature.

To view Compromised Hosts, you must turn on the UTM web filter of FortiGate devices and subscribe your FortiAnalyzer unit to
FortiGuard to keep its local threat database synchronized with the FortiGuard threat database. See Subscribing FortiAnalyzer to
FortiGuard.

Ref': https://docs. fortinet.com/document/fortianalyzer/6.4.0/administration- guide/ 1 3763 5/viewing-compromised- hosts

NEW QUESTION # 179
Which two statements regarding FortiAnalyzer log forwarding modes are true? (Choose two.)

A. Both modes, forwarding and aggregation, support encryption of logs between devices.

B. In aggregation mode, you can forward logs to syslog and CEF servers.

C. Forwarding mode forwards logs in real time only to other FortiAnalyzer devices.

D. Aggregation mode stores logs and content files and uploads them to another FortiAnalyzer device at a scheduled time.

Answer: A,D

Explanation:

Both modes, forwarding and aggregation, support encryption of logs between devices.

Both forwarding and aggregation modes can use encryption to securely transfer logs between FortiAnalyzer devices.

Aggregation mode stores logs and content files and uploads them to another FortiAnalyzer device at a scheduled time.

In aggregation mode, logs are stored and then transferred to another FortiAnalyzer at a scheduled time, rather than in real-time. This
mode is typically used when consolidating logs from muiltiple devices into a central FortiAnalyzer.

The other options are incorrect because:



Forwarding mode sends logs in real-time but not exclusively to other FortiAnalyzer devices; it can also send logs to external systens
like syslog servers.

Aggregation mode is primarily for consolidating logs to another FortiAnalyzer and doesn't focus on forwarding logs to syslog or CEF
servers.

NEW QUESTION # 180
‘What purposes does the auto-cache setting on reports serve? (Choose two.)

A. To reduce report generation time

B. To reduce the log insert lag rate

C. To automatically update the hcache when new logs arrive
D. To provide diagnostics on report generation time

Answer: A,C

NEW QUESTION # 181
Which two statements are true regarding FortiAnalyzer system backups? (Choose two.)

A. Existing reports can be included in the backup files.

B. Backup files can be uploaded to SCP and SFTP servers.

C. Scheduled system backups can be configured only from the CLL

D. The systemreserves at least 5% to 20% disk space for backup files.

Answer: A,B

Explanation:

FortiAnalyzer allows for the inclusion of existing reports in the backup files, providing a comprehensive backup of configurations and
data. Additionally, the backup files can be configured to be uploaded to SCP and SFTP servers, ensuring secure transfer and offsite
storage of backup data. This can be configured both in the GUI and the CLI, providing flexibility in how backups are scheduled and
managed.

Reference: FortiAnalyzer 7.4.1 Administration Guide, "Scheduling autormatic backups" section.

NEW QUESTION # 182
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