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Amazon AWS Certified Security - Specialty Sample Questions (Q199-Q204):
NEW QUESTION # 199 
A security engineer wants to forward custom application-security logs from an Amazon EC2 instance to Amazon CloudWatch. The
security engineer installs the CloudWatch agent on the EC2 instance and adds the path of the logs to the CloudWatch configuration
file.
However, CloudWatch does not receive the logs. The security engineer verifies that the awslogs service is running on the EC2
instance.
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What should the security engineer do next to resolve the issue?

A. Add Amazon Inspector to the trust policy of the EC2 instance. Use Amazon Inspector instead of the CloudWatch agent to
collect the custom logs.
B. Add AWS CloudTrail to the trust policy of the EC2 instance. Send the custom logs to CloudTrail instead of CloudWatch.
C. Add Amazon S3 to the trust policy of the EC2 instance. Configure the application to write the custom logs to an S3
bucket that CloudWatch can use to ingest the logs.
D. Attach the CloudWatchAgentServerPolicy AWS managed policy to the EC2 instance role.

Answer: D

Explanation:
The Amazon CloudWatch agent requires explicit IAM permissions to create log groups, create log streams, and put log events into
Amazon CloudWatch Logs. According to the AWS Certified Security - Specialty Study Guide, the most common cause of
CloudWatch agent log delivery failures is missing or insufficient IAM permissions on the EC2 instance role.
The CloudWatchAgentServerPolicy AWS managed policy provides the required permissions, including logs:
CreateLogGroup, logs:CreateLogStream, and logs:PutLogEvents. Attaching this policy to the EC2 instance role enables the
CloudWatch agent to successfully deliver custom application logs without requiring changes to the application or logging
configuration.
Options A, B, and C are incorrect because CloudTrail, Amazon S3, and Amazon Inspector are not designed to ingest custom
application logs from EC2 instances in this manner. AWS documentation clearly states that IAM permissions must be granted to the
EC2 role for CloudWatch Logs ingestion.
This approach aligns with AWS best practices for least privilege while ensuring reliable detection and monitoring capabilities.
Referenced AWS Specialty Documents:
AWS Certified Security - Specialty Official Study Guide
Amazon CloudWatch Logs Agent Configuration
AWS IAM Best Practices for Monitoring

NEW QUESTION # 200 
A company must create annual snapshots of Amazon Elastic Block Store (Amazon EBS) volumes. The company must retain the
snapshots for 10 years. The company will use AWS Key Management Service (AWS KMS) to encrypt the EBS volumes and
snapshots.
The encryption keys must be rotated automatically every year. Snapshots that were created in previous years must be readable after
rotation of the encryption keys.
Which type of KMS keys should the company use for encryption to meet these requirements?

A. Asymmetric AWS managed KMS keys with custom imported key material
B. Symmetric customer managed KMS keys with key material created by AWS KMS
C. Symmetric customer managed KMS keys with custom imported key material
D. Asymmetric AWS managed KMS keys with key material created by AWS KMS

Answer: B

Explanation:
For EBS volume encryption with AWS KMS, symmetric customer managed KMS keys are recommended because they support
automatic key rotation and are compatible with EBS volume and snapshot encryption. AWS KMS automatically manages previous
key versions, ensuring that snapshots created with older key versions remain readable even after key rotation. This meets the
requirement for automatic annual rotation and backward compatibility for reading older snapshots.

NEW QUESTION # 201 
A company hosts its public website on Amazon EC2 instances behind an Application Load Balancer (ALB). The website is
experiencing a global DDoS attack from a specific IoT device brand that uses a unique user agent. A security engineer is creating an
AWS WAF web ACL and will associate it with the ALB. Which rule statement will mitigate the current attack and future attacks
from these IoT devices without blocking legitimate customers?

A. Use a string match rule statement on the user agent.
B. Use an IP set match rule statement.
C. Use a rate-based rule statement.
D. Use a geographic match rule statement.



Answer: A

Explanation:
AWS WAF string match rule statements allow inspection of HTTP headers, including the User- Agent header. According to AWS
Certified Security - Specialty guidance, when malicious traffic can be uniquely identified by a consistent request attribute, such as a
device-specific user agent, a string match rule provides precise mitigation with minimal false positives.
IP-based blocking is ineffective for globally distributed botnets. Geographic blocking risks denying access to legitimate users. Rate-
based rules limit request volume but do not prevent low-and- slow attacks.
By matching the unique IoT device brand in the User-Agent header, the security engineer can block only malicious requests while
preserving customer access.

NEW QUESTION # 202 
A company ' s web application is hosted on Amazon EC2 instances running behind an Application Load Balancer (ALB) in an Auto
Scaling group. An AWS WAF web ACL is associated with the ALB. AWS CloudTrail is enabled and stores logs in Amazon S3
and Amazon CloudWatch Logs.
The operations team has observed some EC2 instances reboot at random. After rebooting, all access logs on the instances have
been deleted. During an investigation, the operations team found that each reboot happened just after a PHP error occurred on the
new-user-creation.php file. The operations team needs to view log information to determine if the company is being attacked.
Which set of actions will identify the suspect attacker ' s IP address for future occurrences?

A. Configure VPC Flow Logs on the subnet where the ALB is located and stream the data to CloudWatch.
Search for the new-user-creation.php occurrences in CloudWatch.
B. Configure the CloudWatch agent on the ALB and send application logs to CloudWatch Logs.
C. Configure the web ACL to send logs to Amazon Data Firehose, which delivers the logs to an S3 bucket.Use Amazon
Athena to query the logs and find the new-user-creation.php occurrences.
D. Configure the ALB to export access logs to an Amazon OpenSearch Service cluster and search for the new-user-
creation.php occurrences.

Answer: C

Explanation:
AWS WAF logs capturedetailed request-level information, including source IP address, request URI, headers, and rule evaluation
results. According to the AWS Certified Security - Specialty documentation, AWS WAF logging is acritical detection controlwhen
application-level attacks are suspected, especially when host-based logs are unreliable or can be erased by attackers.
By configuring the AWS WAF web ACL to send logs toAmazon Data Firehose, the company ensures that all future requests are
centrally captured and delivered to a durable storage service such as Amazon S3.
UsingAmazon Athena, the security team can query these logs to identify requests targeting specific application paths such as new-
user-creation.php and extract the originating client IP addresses.
Option A is incorrect because VPC Flow Logs operate at the network layer and do not capture HTTP request paths. Option B is
invalid because ALBs do not support CloudWatch agents. Option C is viable but introduces additional operational complexity and
cost, making it less appropriate than the native WAF logging solution.
AWS documentation highlightsAWS WAF logging combined with Athenaas a best practice for forensic analysis and attacker
identification.
* AWS Certified Security - Specialty Official Study Guide
* AWS WAF Logging Documentation
* Amazon Athena User Guide
* AWS Detection and Monitoring Best Practices

NEW QUESTION # 203 
A company's security engineer receives an abuse notification from AWS. The notification indicates that someone is hosting malware
from the company's AWS account. After investigation, the security engineer finds a new Amazon S3 bucket that an IAM user
created without authorization. Which combination of steps should the security engineer take to MINIMIZE the consequences of this
compromise? (Select THREE.)

A. Rotate or delete all AWS access keys.
B. Change the password for all IAM users.
C. Delete any resources that are unrecognized or unauthorized.
D. Encrypt all AWS CloudTrail logs.
E. Take snapshots of all Amazon Elastic Block Store (Amazon EBS) volumes.



F. Turn on Amazon GuardDuty.

Answer: A,C,F

Explanation:
AWS incident response best practices emphasize rapid containment, credential revocation, and threat detection to minimize the blast
radius of a compromise. According to the AWS Certified Security - Specialty Official Study Guide, when unauthorized resources
such as an Amazon S3 bucket hosting malware are discovered, immediate action must be taken to stop further misuse of the account
and to prevent recurrence.
Rotating or deleting all AWS access keys (Option D) is a critical containment step. If an IAM user has been compromised, any
long-term credentials associated with that user must be revoked immediately to prevent continued unauthorized access. AWS
guidance explicitly lists access key rotation or deletion as a first-response action for suspected credential compromise.
Deleting unrecognized or unauthorized resources (Option F) directly removes the malicious infrastructure that is being abused. In this
case, deleting the unauthorized S3 bucket immediately stops malware distribution and reduces reputational and compliance impact.
Turning on Amazon GuardDuty (Option B) enables continuous threat detection by analyzing CloudTrail events, VPC Flow Logs,
and DNS logs. GuardDuty can identify additional malicious activity, compromised credentials, or persistence mechanisms that the
attacker may have established. AWS documentation recommends enabling GuardDuty during or immediately after an incident to
detect ongoing or future threats.

NEW QUESTION # 204
......
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