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HH #26
Computer-generated evidence is always suspect because of the ease with which it can be altered, usually without a trace.

o A False
e B. True

IEf#: B

A -
Computer-generated evidence must bevalidatedbefore being used in court. Forensic experts employ:
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Hashing techniques- MDS, SHA-256 for data integrity.

Digital signatures and timestamps- Ensuring authenticity.

Audit trails and access logs- Tracking modifications.

Without proper validation,altered evidencecan mislead investigations.
References:

McAfee Institute Cyber Evidence Authentication Guide

DOJ Cybercrime Evidence Validation Protocols

Federal Digital Forensic Examination Manual

B #27
What is the general modus operandi for thieves selling & transporting stolen goods?

¢ A. Boosters are the best at selling counterfeit goods.
¢ B. Fences liked to sell goods out of their houses.
¢ (. Many thieves had around 20-30 people and retail outlets where they felt they could "safely" sell stolen goods.

EfE: C

A -

Organized retail theft groups operatein networks, usingmultiple people(20-30 members) tosteal and distribute goods. These stolen
goods are typically:

Sold through legitimate-looking businessesto avoid detection.

Funneled mto black marketsor international criminal enterprises.

Sold online through fake accounts or social media marketplaces. Understanding thismodus operandihelps law enforcementtrack and
dismantleorganized retail crime rings.

References:McAfee Institute CCII Retail Crime Analysis, Cybercrime Encyclopedia.

B #28

You do not need a subpoena to request user information from Facebook.

e A True
e B. False

IEf#: B
B

Facebookrequires legal documentationsuch as:

Subpoenas for user metadata(IP addresses, email, basic profile info).

Search warrants for private messages, photos, and posts.

Emergency disclosure requestsfor imminent threats (e.g,, terrorism).

References:McAfee Institute CCII Legal Guide, Cyber Crime Investigator's Field Guide.

R #29
There are no laws that require an ISP to maintain their data for a length of time.

o A True
e B. False

Ef@E: B

AR :

Manyjurisdictions require ISPsto store data for aspecific retention period. Examples:

U.S. Electronic Comnunications Privacy Act (ECPA)

European Data Retention Directive

Local ISP compliance with national cybersecurity laws

Investigatorsrely on these logsfor cybercrimetracking, evidence collection, and threat intelligence.
References:

Federal ISP Data Retention Guidelines



McAfee Institute Cyber Law Manual
EU General Data Protection Regulation (GDPR)

H #30
‘What benefit do fraudsters obtain by manipulating feedback systems?

A. Established trust

B. The ability to sell in shorter durations of time

C. The ability to use multiple accounts to carry out fraud schemes
D. The ability to sell multiple quantities of like items

E. All of the above

IEf#: E

A -

Fraudsters manipulate feedback systems tocreate a false sense of trust, enabling them tosell more products quickly and deceive
buyers. They use multiplefake accounts,positive feedback loops, andlow-value transactionstoinflate their credibilitybefore
executinglarger fraud schemes. This method is commonly used ine- commerce fraud, dark web marketplaces, and social media
scas.

ReferencesMcAfee Institute CCII Cyber Fraud Guide, Cyber Crime Investigator's Field Guide.
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