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HPE Campus Access Switching Expert Written Exam Sample Questions
(Q97-Q102):
NEW QUESTION # 97 
Refer to thefour numbered steps in theexhibit.
Which action is the first step in applying a role-to-role ACL on thetraffic from mobile device M1 to role H2?

A. The edge switch acts as the intermediate node and transfers theGroup Policy ID over static VXLAN to dynamic VXLAN
tunnel and forwards the packet to switch A1.
B. The AP forwards the pocket from M1 to gateway 1.
C. Gateway 1 forwards the traffic over the static VXLAN tunnel to the edge switch, this packet carries the Group Policy ID
corresponding to the role of M1.
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D. Switch A1 determines the destination role based on destination MAC or destination IP and enforces role-to-role ACLs.

Answer: B

Explanation:
The question asks for the first step in applying a role-to-role ACL (Access Control List) on traffic from a mobile device (M1) to a
role (H2) in a network using Dynamic Segmentation with VXLAN and role-based policies.
* Analysis of Options:
* Option A:Describes an intermediate step where the edge switch transfers the Group Policy ID over VXLAN, which occurs later in
the process.
* Option B:Correct. The first step is the AP forwarding the packet from the mobile device (M1) to the gateway, which initiates the
traffic flow in a tunneled Dynamic Segmentation setup.
* Option C:Describes a later step where the destination switch (A1) enforces the role-to-role ACL, after the packet has traversed
the network.
* Option D:Describes a step where the gateway forwards traffic over a VXLAN tunnel, which occurs after the AP forwards the
packet.
* Why Option B is Correct:In HPE Aruba Networking's Dynamic Segmentation architecture, wireless clients (e.g., M1) connect to
an AP, which tunnels traffic to a gateway (e.g., in tunneled mode). The first step in the traffic flow is the AP forwarding the client's
packet to the gateway, which then processes the packet for role assignment and policy enforcement. This aligns with the role-to-role
ACL application process, where the gateway applies policies based on the source (M1's role) and destination (H2's role) using
Group Policy IDs over VXLAN.
* Relevance to Certification Objectives:
* Security (10%):Involves designing and troubleshooting role-based security policies in customer networks.
* WLAN (9%):Includes implementing and troubleshooting wireless traffic flows in Dynamic Segmentation.
* Switching (19%):Covers Layer 2/3 interconnection technologies like VXLAN for policy enforcement.
References:
HPE Aruba Networking AOS-10 Configuration Guide: Dynamic Segmentation and VXLAN, detailing traffic flow.
HPE7-A06Study Guide: Covers role-based ACLs and Dynamic Segmentation workflows.
HPE Aruba Networking Technical Documentation: Tunneled Node and Role-Based Policy Enforcement.

NEW QUESTION # 98 
You are configuring an HPE Aruba Networking gateway cluster with AOS-10. What is true about gateway functionality? (Choose
two.)

A. PAPI traffic is traversing through an IPSEC tunnel.
B. Multiversioning between AP and gateways is not supported.
C. User traffic in tunneled mode is encrypted per default.
D. AOS-10 only supports high-value client session synchronization for the first failover.
E. LACP is not supported when manually provisioning gateways.

Answer: A,C

Explanation:
PAPI traffic is traversing through an IPSEC tunnel → Correct. In AOS-10, AP-gateway control traffic (PAPI) is protected using
IPsec.
User traffic in tunneled mode is encrypted per default → Correct. Client traffic sent in tunneled SSID mode is automatically
encrypted over the AP-gateway tunnel.

NEW QUESTION # 99 
A customer has set a requirement for VLAN 151 to be an isolated VLAN. A colleague has copied and pasted a partial
configuration, but you do not achieve the desired outcome.
This is the code that was added:
What should be added to the configuration before this code to achieve the desired result?

A. 
B. 
C. 
D. 



Answer: C

Explanation:
To configure VLAN 151 as an isolated VLAN, you first need to define VLAN 15 as the primary VLAN. The correct syntax is
private-vlan primary, as shown in image 4. Once VLAN 15 is defined as primary, VLAN 151 can be configured as an isolated
VLAN under VLAN 151 with private-vlan isolated primary-vlan 15.

NEW QUESTION # 100 
You are configuring an HPE Aruba Networking Gateway Cluster with AOS-10. What is true about
802.1X functionality in combination with gateways? (Choose two.)

A. The UDG remains fixed on L2-connected gateways but not on L3-connected gateways.
B. Regardless of using gateways, the CoA message is always sent to the APs.
C. The gateways are used as a RADIUS proxy, while the AP is the authenticator.
D. The gateways act as RADIUS Proxy only in Tunneled and Bridged Mode.
E. Users on L3-connected gateways need to perform a full authentication after re-associated on the AP.

Answer: C,E

Explanation:
In L3-connected gateway designs, a full 802.1X authentication is required after AP re-association because session state is not
preserved across gateway re-association.
In AOS-10, the AP is the authenticator, but the gateway functions as the RADIUS proxy, forwarding requests to the RADIUS
server. This ensures centralized control and policy enforcement.

NEW QUESTION # 101 
The user's device a failing 802.1X with EAP-TLS authentication. We know that the client-side certificate is valid. What is the likely
cause of this issue? (Choose two.)

A. The user's device is using the wrong MAC address.
B. There is a problem with the ACL applied to the switch port.
C. The user's device is not configured to use the correct gateway.
D. There is an EAP-type mismatch.
E. The NAD is not able to communicate with DNS servers.

Answer: B,D

Explanation:
A restrictive ACL on the switch port can block required authentication or EAP traffic, causing
802.1X failure.
An EAP-type mismatch between client and network (for example, if the switch or RADIUS is not configured for EAP-TLS) will
also cause authentication to fail, even if the certificate is valid.

NEW QUESTION # 102
......
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