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CompTIA CAS-005 Exam Syllabus Topics:

Topic Details

¢ Governance, Risk, and Compliance: This section of the exam measures the skills of CompTIA security
architects that cover the implementation of governance components based on organizational security
Topic 1 requiremments, including developing policies, procedures, and standards. Candidates will learn about

managing security programs, including awareness training on phishing and social engineering,

e Security Operations: This domain is designed for CompTIA security architects and covers analyzing data

to support monitoring and response activities, as well as assessing vulnerabilities and recommending
Topic 2 solutions to reduce attack surfaces. Candidates will apply threat-hunting techniques and utilize threat
mtelligence concepts to enhance operational security.
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¢ Security Architecture: This domain focuses on analyzing requirements to design resilient systems, including
Topic 3 the configuration of firewalls and intrusion detection systers.

¢ Security Engineering: This section measures the skills of CompTIA security architects that mvolve
troubleshooting common issues related to identity and access management (IAM) components within an
enterprise environment. Candidates will analyze requirements to enhance endpoint and server security while
implementing hardware security technologies. This domain also emphasizes the importance of advanced
cryptographic concepts in securing systerns.

Topic 4
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We take the leader position in the career of assisting the candidates in passing their CAS-005 exams and gaining their dreaming
certifications. On the way to be successful, a large number of the candidates feel upset or disturbed when they study with the books
or other CAS-005 Exam Materials. With our high pass rate as 98% to 100%, which is provided and tested by our worthy
customrers, you will be encouraged to overcomme the lack of confidence and establish your determination to pass CAS-005 exam

CompTIA SecurityX Certification Exam Sample Questions (Q320-Q325):

NEW QUESTION # 320

After several companies in the financial industry were affected by a similar incident, they shared information about threat intelligence
and the malware used for exploitation. Which of the following should the companies do to best indicate whether the attacks are
being conducted by the same actor?

A. Look for common IOCs.
B. Use IOC extractions.
C. Leverage malware detonation.

D. Apply code stylometry.
Answer: D

Explanation:

Comprehensive and Detailed

Determining if attacks are from the same actor requires unique attribution. Let's analyze:

A . Code stylometry: Analyzes coding style to identify authorship, the best method for linking malware to a specific actor per CAS-
005's threat mtelligence focus.

B . Common IOCs: Indicates similar attacks but not necessarily the same actor.

C . I0C extractions: Similar to B, lacks specificity for attribution.

D . Malware detonation: Tests behavior, not authorship.

NEW QUESTION # 321

A security analyst Detected unusual network traffic related to program updating processes. The analyst collected artifacts from
compromised user workstations. The discovered artifacts were binary files with the same name as existing, valid binaries but. With
different hashes which of the following solutions would most likely prevent this situation from reoccurring?

A. Improving patching processes
B. Allowing only dies from internal sources

C. Implementing digital signature
D. Performing manual updates via USB ports

Answer: C

Explanation:

Implementing digital signatures ensures the integrity and authenticity of software binaries. When a binary is digitally signed, any
tampering with the file (e.g., replacing it with a malicious version) would invalidate the signature. This allows systemns to verify the
origin and integrity of binaries before execution, preventing the execution of unauthorized or compromised binaries.
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Implementing digital signatures: This ensures that only valid, untampered binaries are executed, preventing attackers fiom substituting
legitimate binaries with malicious ones.

NEW QUESTION # 322
Which of'the following best describes the reason a network architect would enable forward secrecy on all VPN tunnels?

A. The business requirements state that confidentiality is a critical success factor.
B. This process is a requirement to enable hardware-accelerated cryptography.
C. This process reduces the success of attackers performing cryptanalysis.

D. Modem cryptographic protocols list this process as a prerequisite for use.

Answer: C

Explanation:

Forward secrecy, also known as perfect forward secrecy, is a feature of certain key agreement protocols that ensures session keys
will not be compromised even if the server's private key is compromised in the future.

By enabling forward secrecy on VPN tunnels, each session uses a unique key, and these keys are not derived froma common
master key. This means that even if an attacker obtains the server's private key, they cannot decrypt past sessions, thereby
significantly reducing the effectiveness of cryptanalysis attacks.

NEW QUESTION # 323
A company's internal network is experiencing a security breach, and the threat actor is still active. Due to business requirenents,
users in this environment are allowed to utilize multiple machines at the same time.
Given the following log snippet:
Status Machine
.exe blocked machine02

setup.exe blocked machina02

APPWIZ.exe blocked machine01

appwiz.CPL blocked machina03
cmdgxe blocked machine03
msconfig.exe blocked machine04
firefox.exe blocked machine04

cmd.comy blacked machinal1

Which of'the following accounts should a security analyst disable to best contain the incident without impacting valid users?

A. user-a
B. user-c
C. user-b
D. user-d

Answer: B

Explanation:

Useruser-cis showinganomalous behavior across multiple machines, attempting to run administrative tools such as cmd.exe and
appwiz.CPL, which are commonly used by attackers for system modification. The activity pattern suggests a lateral movement
attenpt, potentially indicating a compromised account.

user-a (A)anduser-b (B)attempted to run applications but only on one machine, suggesting less likelihood of compromise.
user-d (D)was blocked running cmd.com, but user-c's pattern is more consistent with an attack technique.

Reference:CompTIA SecurityX (CAS-005) Exam Objectives- Domain 4.0 (Security Operations), Section onThreat Intelligence
and Indicators of Attack

NEW QUESTION # 324
A senior security engineer flags the following log file snippet as having likely facilitated an attacker's lateral movement in a recent



breach:

qry_source: 19.27.214.22 TCP/53

qry dest: 199.105.22.13 TCP/53
qry_type: AXFR

| in comptia.org

............ directoryserverl A 10.80.8.10
............ directoryserver2 A 10.80.8.11
............ directoryserver3 A 10.80.8.12
............ internal-dns A 10.80.9.1
........... www-int A 10.80.9.3
............ fShare A 10.80.9.4
............ sip A 10.80.9.5

............ msn-crit-apes A 10.81.22.33
‘Which of the following solutions, if implemented, would mitigate the risk of this issue reoccurring?

A. Disabling DNS zone transfers

B. Permitting only clients from internal networks to query DNS
C. Restricting DNS traffic to UDP/53

D. Implementing DNS masking on internal servers

Answer: A

Explanation:

Comprehensive and Detailed

The log shows an AXFR (zone transfer) query, which exposed internal DNS records, aiding lateral moveent. Let's evaluate:

A . Disabling DNS zone transfers:AXFR allows full DN'S zone data to be transferred. Disabling it externally prevents attackers from
mapping internal networks, directly mitigating this issue per CAS-005's security operations focus.

B . Restricting to UDP/53:AXFR uses TCP/53, so this wouldn't stop it.

C . DNSmaskingObscures records but isn't a standard term for this fix.

NEW QUESTION # 325

For candidates who are going to pay for CAS-005 test materials online, they may care more about the money safety. We apply the
mternational recognition third party for payment, and if you pay for CAS-005 exam materials, we can ensure the safety of your
money and account. Besides, the third party will also protect your interests. The pass rate for CAS-005 testing materials is 98.75%,
and we can guarantee you that you can pass the exam just one time. We are pass guarantee and money back guarantee if you fail to
pass the exam, and the refind will be returned to your payment account.
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