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HH #74
Which of the following are valid methods for pre-approving software updates to prevent Ap-plication Control Events from being

triggered by the execution of the modified software? Select all that apply.

e A. Software updates performed by a Trusted Updater will be automatically approved.
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¢ B. Once the inventory scan has run when Application Control is first enabled, there is no way to update the inventory to
incorporate modified software.

¢ C. Edit the inventory database file (AC.db) on the Agent computer to include the hash of the newly updated software. Save
the change and restart the Deep Security Agent. The software updates will now be approved.

¢ D. Maintenance mode can be enabled while completing the updates.

Eﬁ: A\ D

RN -

Normally, you will want Application Control to alert you when there are any unexpected software updates. However, some updates
are expected and you will need provide allowances for these up-dates. Two methods for pre-approving software updates includes
maintenance mode and trusted installers.

Explication: Study Guide - page (303-304)

B #75
Which of the following statements is true regarding the Intrusion Prevention Protection Module?

¢ A The Intrusion Prevention Protection Module can identify changes applied to protected objects, such as the Hosts file, or
the Windows Registry.

¢ B. The Intrusion Prevention Protection Module analyzes the payload within incoming and outgoing data packets to identify
content that can signal an attack.

e C. The Intrusion Prevention Protection Module can prevent applications from executing, allowing an organization to block
unallowed software.

¢ D. The Intrusion Prevention Protection Module blocks or allows traffic based on header information within data packets.

Ef#: B

R -

The Intrusion Prevention Module (IPS) perforns deep packet inspection, examining both the headers and payload of network
packets to detect and block exploits, malware, and other threats. It is not limited to header analysis and is not responsible for file
integrity or application control.

From the official documentation:

"The Intrusion Prevention module inspects the payload and headers of network traffic to detect and block exploits and attacks. It
uses deep packet inspection techniques to identify malicious content and suspicious patterns in network data." Option B is correct.
Option A is only partially true (IPS looks at more than just headers).

Option C is handled by Integrity Monitoring, not IPS.

Option D is handled by Application Control, not IPS.

References:

Trend Micro Deep Security 20 LTS Admunistrator's Guide - Intrusion Prevention Trend Micro Deep Security Help: Intrusion
Prevention Overview

E #76

In the policy displayed in the exhibit, the state of the Web Reputation Protection Module is set to "Inherited (On)", while the state for
the other Protection Module is set to "On". Why is the Web Reputation Protection Module displayed differently than the other
Protection Modules.

e A Inthis example, the state for the Web Reputation Protection Module is inherited from the parent policy, while the other
Protection Modules were turned on specifically in this child policy.

e B. Inthis example, the state for the Web Reputation Protection Module is listed as "In-herited (On)" as it was inherited from
the default setting in the Base Policy.

e C. Inthis example, the state for the Web Reputation Protection Module is inherited from the parent policy, while the other
Protection Modules were turned on at the conputer level.

e D. The state for a Protection Module is always displayed as "[nherited (On)" until the module components are installed on the
Deep Security Agent.

EfE: A

A -
The "Inherited (On)" state indicates that the module's configuration is inherited fiom the parent policy (here, the "Base Policy") and



has not been changed in the child policy. In contrast, modules listed as "On" were explicitly enabled or configured in the current child
policy.

From the official documentation:

"A module set to "Tnherited (On)' means its configuration is inherited from a parent policy. Modules explicitly configured in the
current policy are shown as 'On' or 'Off." References:

Trend Micro Deep Security Admin Guide: Policy Inheritance

Deep Security Help: Policy Settings Inheritance

B #77
The details for an event are displayed in the exhibit. Based on these details, which Protection Module generated the event?

A. Integrity Monitoring
B. Firewall

C. Log Inspection

D. Intrusion Prevention

EfE: C

A -

The event details show a "Reason" referencing an Active Directory event (Success Audit), a "Description” that notes "Active
directory Success Audit event," and a "Program Name" of "syslogd." This matches the operation of the Log Inspection module,
which monitors logs from operating system and application sources and reports events such as authentication failures, system errors,
and audit events.

The other modules do not generate events based on log entries in this manner.

Reference:Trend Micro Deep Security Administrator's Guide, Log Inspection Module Section

HP#78
Which of the following statements is true regarding Maintenance Mode in the Application Control protection Module?

¢ A. When enabled, Maintenance Mode rescans the protected computer to rebuild the soft-ware inventory. Any new or
changed software will be included in this rebuilt mventory.

¢ B. While n Maintenance Mode, all Block and Allow rules are ignored while new or updated applications are added to the
software mventory

e C. When in Mantenance Mode, the Application Control Protection Module will continue to block software identified in
Block rules, but will allow new and changed applications to be added to the software inventory.

¢ D. Maintenance Mode can be configured as a Scheduled Event. In this scenario, all soft-ware upgrades will be performed at
the same time every day to avoid creating Alerts for normal software updates.

IEfE: C
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