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Cisco Designing Cisco Security Infrastructure Sample Questions (Q54-Q59):
NEW QUESTION # 54 
Refer to the exhibit.
In addition to SSL decryption, which firewall feature allows malware to be blocked?

A. File Inspection
B. SSL Offloading
C. DLP
D. URL Filtering
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Answer: A

Explanation:
Based on the provided exhibits, the correct firewall feature for blocking malware in this context isFile Inspection.
Inimage_4c047c.png, we see a Cisco Secure Firewall Access Control Policy rule named "Default Inspect".
This rule is configured to allow traffic from the "inside" zone to the "outside" zone while applying deep packet inspection. Crucially,
the configuration includes aFile Policyfield, which is the mechanism used to perform malware analysis and file disposition lookups. By
associating a File Policy with an Access Control rule, the firewall can inspect files as they transit the network, calculate their SHA-
256 hash, and query the Cisco Collective Security Intelligence cloud to determine if the file is malicious, clean, or unknown.
The evidence of this feature in action is found inimage_4b1ebe.png, which shows theCisco Secure Endpoint (formerly AMP for
Endpoints) Device Trajectory. The "Activity Details" pane specifically identifies a malicious file (iodnxvg.exe) categorized
asW32.DFC.MalParent. While the log notes the file was not quarantined because it was in "audit only mode," the underlying
technology performing the detection isFile Inspection. This feature provides the necessary visibility into the contents of encrypted or
unencrypted data streams to identify and-when properly configured in a "Protect" or "Block" mode-stop the execution of malware.
This aligns with the Cisco SDSI objective of building a layered defense that combines perimeter traffic control with granular file-level
security.

NEW QUESTION # 55 
Which two metrics are important for evaluating the performance of automated security response workflows? (Choose two.)

A. Mean Time to Detect (MTTD)
B. CPU temperature
C. Mean Time to Respond (MTTR)
D. VLAN propagation speed

Answer: A,C

Explanation:
MTTD measures how quickly incidents are detected, and MTTR measures how quickly they are resolved. Together, they indicate
the effectiveness of automated security response workflows.

NEW QUESTION # 56 
A construction company recently introduced a BYOD policy, where contractors can bring personal devices and connect to the
wireless network. The network engineer configured a Wi-Fi network with a guest splash page to provide internet access only.
Although the policy was limited to wireless devices, contractors started bringing devices that needed wired connections without
authorization and connecting to the network. The network team suggested shutting down ports where unauthorized devices are
connected. Which technology must be implemented to ensure that wired and wireless devices are granted network access only after
successful authentication?

A. private VLANs
B. VxLANs
C. 802.1x
D. VACLs

Answer: C

Explanation:
802.1X provides port-based network access control, requiring devices (wired or wireless) to authenticate before gaining network
access. This ensures that only authorized users and devices can connect, enforcing the BYOD policy and preventing unauthorized
wired connections.

NEW QUESTION # 57 
After deploying a new API, the security team must identify the components of the application that are exposed to the internet and
whether there are application authentication risks. Which technology must be deployed to discover the applications services and
monitor for authentication issues?

A. API trace analysis
B. Cloud Security Posture Management



C. secret scanning
D. Cloud Workload Protection

Answer: A

Explanation:
Securing APIs requires visibility into the "runtime" behavior of the application.API trace analysis(often part of anAPI Securitysolution
like Cisco Panoptica) is the technology used to automatically discover API endpoints and analyze the traffic flowing through them.
This process identifies "shadow APIs" (undocumented endpoints) that are exposed to the internet and inspects the headers and
payloads for authentication risks, such as missing tokens or broken object-level authorization (BOLA).
By monitoring actual traffic traces, the security team can confirm if the API is following the intended security design or if it is leaking
sensitive data due to poor authentication implementation.Cloud Security Posture Management (CSPM)(Option A) focuses on the
configuration of the cloud infrastructure (like an open S3 bucket) rather than the internal logic of an API's authentication.Secret
scanning(Option C) is a "shift-left" technique used to find hardcoded passwords in source code during the build phase, not for
monitoring live traffic.Cloud Workload Protection (CWPP)(Option D) focuses on protecting the underlying host or container from
malware and exploits. Only API trace analysis provides the specific visibility into service discovery and application-layer
authentication health required in the Cisco SDSI v1.0 objectives for modern DevSecOps environments.

NEW QUESTION # 58 
How does a SOC leverage flow collectors?

A. It provides real time content filtering.
B. It performs data backup and recovery.
C. It performs load balancing capabilities across systems to optimize performance.
D. It provides data for analysis in threat detection and response system.

Answer: D

Explanation:
A flow collector gathers metadata about network traffic (such as NetFlow or IPFIX), which SOC analysts use to analyze
communication patterns. This data is critical for threat detection and response, helping identify anomalies, lateral movement, or
potential attacks.

NEW QUESTION # 59
......
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