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Microsoft MD-102 Exam Syllabus Topics:

Topic Details
¢ Protect devices: In this topic, aspiring administrators get knowledge about configuration of endpoint
Topic 1 security and management of device updates by using Intune.

¢ Prepare infrastructure for devices: This topic focuses on adding devices to Microsoft Entra ID and enrolling
Topic 2 devices to Microsoft Intune.

¢ Manage and maintain devices: This section deals with managing, troubleshooting, and safeguarding various
Topic 3 devices. It also covers methods to ensure that they meet organizational policies and security standards.

¢ Manage applications: This section covers skills to manage application implementation, manage updates,
Topic 4 and manage performance to support the performance of users to meet the needs of business organizations.
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Microsoft Endpoint Administrator Sample Questions (Q41-Q46):

NEW QUESTION # 41

You have a Windows 10 device named Devicel that is joined to Active Directory and enrolled in Microsoft Intune.
Device 1 is managed by using Group Policy and Intune.

You need to ensure that the Intune settings override the Group Policy settings.

‘What should you configure?

A. an MDM Security Baseline profile
B. a device configuration profile

C. a device compliance policy

D. a Group Policy Object (GPO)

Answer: B

Explanation:

Creating the policy

Let's create a new policy in Intune to control the GP vs. MDM winner

1. Navigate to portal.azure.comand locate Intune

2. Select "Device configuration a Profiles a Create profile”

3. Under Platform select Windows 10 and later

4. Under Profile type select "custom'" and "add"

5. Name the custom setting with something intuitive

6. For OMA-URI add the policy OMA-URI

string; ./Device/Vendor/MSFT/Policy/Config/ControlPolicyConflictY MDMWinsOverGP

7. For Data type select Integer and add the number 1

Reference:

httpsz/docs.microsoft.com/en-us/windows/client-management/mdm/policy-csp- controlpolicyconflict
https7//uemdall.comy2018/04/02/windows- 10-group-policy-vs-intune-mdm-policy-who-wins/

NEW QUESTION # 42

You have a Microsoft 365 tenant and an internal certification authority (CA).

You need to use Microsoft Intune to deploy the root CA certificate to managed devices.

Which type of Intune policy and profile should you use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Explanation:

Box 1: Configuration profile

Create a trusted certificate profile.

Box 2: Trusted certificate

When using Intune to provision devices with certificates to access your corporate resources and network, use a trusted certificate
profile to deploy the trusted root certificate to those devices. Trusted root certificates establish a trust from the device to your root or
mtermediate (issuing) CA from which the other certificates are issued.

Reference: https:/docs.microsoft.com/en-us/menvintune/protect/certificates- trusted-root

NEW QUESTION # 43

Your network contains an Active Directory domain named contoso.com The domain contains a computer named Computer] that
runs Windows 10.

You have the groups shown in the following table.

‘Which groups can you add to Group4?

A. Group2 only

B. Group1 and Group?2 only

C. Groupl, Group2, and Group3
D. Group2 and Group3 only



Answer: D

NEW QUESTION # 44
‘Which users can purchase and assign App1?

A. Userl and User3 only

B. User3 only

C. Userl, User2, User3, and User4
D. User3 and User4 only

E. Userl, User3, and User4 only

Answer: A

Explanation:

Reference:

https:/docs.microsoft.com/en-us/microsoft- store/acquire-apps-microsoft-store-for-business
https:/docs.microsoft.com/en-us/microsoft-store/assign-apps-to-employees

Topic 1, Case Study Contoso, Ltd.Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and branch offices in Seattle and New York.

Contoso has a Microsoft 365 ES subscription.

Network Environment

The network contains an on-premises Active domaimn named Contoso.com The domain contains the servers shown in the following
table.

Contoso has a hybrid Azure Active Directory (Azure AD) tenant named Contoso.com
Contoso has a Microsoft Store for Business instance.

Users and Groups

The Contoso.com tenant contains the users shown in the following table.

All users are assigned a Microsoft Office 365 license and an Enterprise Mobility + Security E3 license.
Enterprise State Roaming is enabled for Group1 and GroupA.

Group and Group have a Membership type of Assign

Devices

Contoso has the Windows 10 devices shown in the following table.

The Windows 10 devices are joined to Azure AD and enrolled in Microsoft intune.

The Windows 10 devices are configured as shown in the following table.

Allthe Azare AD joined devices have an executable file named C:\AppA.exe and a folder named D:\Folder 1.
Microsoft Endpoint Manager Configuration

Microsoft Endpoint Manager has the compliance policies shown in the following table.

The Conpliance policy settings are shown in the following exhibit.

The Automatic Enrolment settings have the following configurations:

* MDM user scope GroupA

* MAM user scope: GroupB

You have an Endpoint protection configuration profile that has the following Controlled folder access settings:
* Name: Protection]

* Folder protection: Enable

* List of apps that have access to protected folders: CV\AppA.exe

* List of additional folders that need to be protected: D:\Folderil

* Assignments

Windows Autopilot Configuration

Currently, there are no devices deployed by using Window Autopilot

The Intune connector tor Active Directory is installed on Server 1.

Planned Changes

Contoso plans to implement the following changes:

* Purchase a new Windows 10 device named Device6 and enroll the device in Intune.

* New computers will be deployed by using Windows Autopilot and will be hybrid Azire AO joined.
* Deploy a network boundary configuration profile that will have the following settings:

* Name Boundary 1

* Network boundary 192.168.1.0/24

* Scope tags: Tag 1

* Assigniments;



* included groups: Group 1. Group2

* Deploy two VPN configuration profiles named Connection! and Connection that will have the following settings:
* Name: Connection 1

* Connection name: VPNI

* Connection type: L2TP

* Assignments:

* Included groups: Group1. Group2, GroupA

* Excluded groups: -

* Name: Connection

* Connection name: VPN2

* Connection type: IKEv2 1 Assignments:

* included groups: GroupA

* Excluded groups: GroupB

* Purchase an app named Appl that is available in Microsoft Store for Business and to assign the app to all the users.
Technical Requirements

Contoso nmust meet the following technical requirements:

* Users in GroupA must be able to deploy new computers.

* Administrative effort must be minimized.

NEW QUESTION # 45

You have a Microsoft Deployment Toolkit (MDT) deployment share named DS1.

You import a Windows 11 image to DSI.

You have an executable installer for an application named Appl.

You need to ensure that App! will be installed for all the task sequences that deploy the image.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.

Answer:

Explanation:

1 - Add Appl to DSI1.

2 - Identify the GUID of Appl.
3 - Modify CustomSettings.ini.

NEW QUESTION # 46

Ifyou want to get a desirable opposition and then achieve your career dream, you are a right place now. Our MD-102 Study Tool
can help you pass the exam So, don't be hesitate, choose the MD-102 test torrent and believe in us. Let's strive to our dreans
together. Life is short for us, so we all should cherish our life. The MD-102 test torrent can let users in a short time, accurately grasp
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and exercise the user's solving problem ability, eventually achieve the objectives of the pass Endpoint Administrator qualification test.
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