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Oracle 1z0-1104-25 Exam Syllabus Topics:

Topic Details

Topic 1

OCI Security Introduction: This section of the exam measures the skills of Cloud Security Professionals
and covers the basics of security in Oracle Cloud Infrastructure. It introduces the shared security
responsibility model, the core principles of security design, and the use of foundational security services to
secure deployments on OCI.

Topic 2

Protecting Infrastructure - Network and Applications: This section of the exam measures the skills of
Cloud Security Professionals and covers methods for securing networks and applications on OCI. Topics
include network security groups, firewalls, and security lists, while also focusing on the use of load
balancers for availability. The section further addresses the configuration of OCI certificates and web
application firewalls to strengthen infrastructure security.

Topic 3

Implementing OS and Workload Protection: This section of the exam measures the skills of OCI
Administrators and looks at securing workloads and operating systems. It includes the use of OCI Bastion
for time-limited access, vulnerability scanning of hosts and containers, and the use of OS management for
automated updates. The goal is to ensure that workloads remain resilient and well-protected.
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Topic 4

Implementing Identity and Access Management (IAM): This section of the exam measures skills of OCI
Administrators and focuses on identity and access controls. It covers IAM domains, users, groups, and
compartments, as well as the use of IAM policies to manage access to resources. Candidates are also
tested on configuring dynamic groups, network sources, and tag-based access control, along with
managing MFA, sign-on policies, and activity monitoring.

Topic 5

Detecting, Remediating, and Monitoring OCI Resources: This section of the exam measures the skills of
OCI Administrators and emphasizes monitoring and maintaining security posture across cloud resources. It
focuses on the use of Cloud Guard, security zones, and the Security Advisor. Candidates also need to
understand how to identify rogue users with threat intelligence, as well as use monitoring, logging, and event
services for continuous visibility into performance and security.
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Oracle Cloud Infrastructure 2025 Security Professional Sample Questions
(Q23-Q28):
NEW QUESTION # 23 
An OCI administrator notices that a compute instance running in the production compartment is unable to create Object Storage
buckets using the OCI CLI command:
oci os bucket create --name mybucket --compartment-id <compartment_OCID> --auth instance_principal The error message
returned states:
"NotAuthorizedOrNotFound: You are not authorized to perform this action." The administrator verifies that the instance has Internet
access and can reach OCI endpoints.
What then could be causing the issue?

A. The bucket name is already in use, causing a conflict.
B. The instance is not part of any Dynamic Group or the matching rule is incorrect.
C. The instance is using the wrong OCI CLI authentication method.
D. The policy is written at the root compartment instead of the production compartment.

Answer: B

NEW QUESTION # 24 
Based on the provided diagram, you have a group of critical compute instances in a private subnet that require vulnerability using the
Oracle Cloud Infrastructure(OCI) Vulnerability Scanning Service (VSS).
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"What additional configuration is required to enable VSS to scan instances in the private subnet

A. VSS cannot scan private instances. You need to move them to a public subnet for vulnerability scanning.
B. Use an OCI Bastion session to establish connectivity and forward scan results from the private instances."
C. No additional configuration is needed. VSS can access private instances by default.
D. Configure a service gateway in the VCN and a route rule to direct traffic for the VSS service through the gateway.

Answer: D

NEW QUESTION # 25 
Task 7: Verify the OCI Certificate with Load Balancer
Verify HTTPS connection to the load balancer by running the following command in Cloud Shell curl -k https://<Public IP of PBT-
CERT-LB-01> Enter the following URL in the web browser:
https://<Public IP of PBT-CERT-LB-01>
If prompted with a certificate error, accept the risk and continue.
Verify web page content by ensuring the text, "You are visiting Web Server 1" from the index.html file is displayed in the browser
See the solution below in Explanation.

Answer:

Explanation:
Task 7: Verify the OCI Certificate with Load Balancer
Step 1: Obtain the Public IP of the Load Balancer
* Log in to the OCI Console.
* Navigate toNetworking>Load Balancers.
* Click on PBT-CERT-LB-01.
* Note thePublic IP Addressfrom the load balancer details page.
Step 2: Verify HTTPS Connection Using Cloud Shell
* Open the OCI Cloud Shell from the top-right corner of the OCI Console.
* Run the following command, replacing <Public IP of PBT-CERT-LB-01> with the public IP you noted:
curl -k https://<Public IP of PBT-CERT-LB-01>
* Expected output: You should see the text "You are visiting Web Server 1" if the connection is successful. The -k flag ignores
certificate validation errors (common during initial testing with self- signed or newly issued certificates).
* If you encounter an error, ensure the load balancer is active, the listener is configured correctly, and the backend server (PBT-
CERT-VM-01) is reachable.
Step 3: Verify in a Web Browser
* Open a web browser.
* Enter the following URL, replacing <Public IP of PBT-CERT-LB-01> with the public IP you noted:



https://<Public IP of PBT-CERT-LB-01>
* If prompted with a certificate warning (e.g., due to a self-signed certificate or untrusted CA), accept the risk and proceed (click
"Advanced" and "Proceed" or similar, depending on your browser).
* Verify that the web page displays the text "You are visiting Web Server 1" from the index.html file created on PBT-CERT-VM-
01.
Step 4: Troubleshoot (if needed)
* If the text is not displayed:
* Check the load balancer health status underBackend Sets>Healthin the OCI Console.
* Ensure the security list PBT-CERT-LB-SL-01 allows port 443 and the compute instance security list allows port 80.
* Verify the Apache service is running on PBT-CERT-VM-01 by SSHing in and running sudo systemctl status httpd.

NEW QUESTION # 26 
In Oracle Cloud Infrastructure (OCI), bare metal instances provide customers with direct access to the underlying hardware. To
mitigate security risks when a customer terminates a bare metal instance, OCI utilizes Root-of-Trust hardware.
What is the primary function of the Root-of-Trust hardware in this context?

A. It guarantees complete isolation between customer workloads on different instances.
B. It automatically encrypts data at rest on the bare metal instance.
C. It ensures all non-volatile memory on the terminated instance is securely wiped before reuse.
D. It eliminates the need for hypervisors, reducing the potential attack surface.

Answer: C

NEW QUESTION # 27 
You have created a compartment TEST in your subscribed tenancy. Then, you created two groups, test1 and test2, and want the
users in these groups to be able to manage all the resources in the TEST compartment.
Which policy would you use to achieve this?

A. Allow group test1, test2 to manage all resources in compartment test.
B. Allow group/test*/to manage all resources in compartment test.
C. Allow any-user to manage all resources in compartment test where any {request.groups.test1, test2}
D. Allow any-user to manage all resources in compartment test where request.group='test*'

Answer: A

NEW QUESTION # 28
......
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