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A Solutions Architect must design a solution that encrypts data in Amazon S3. Corporate policy mandates encryption keys be
generated and managed on premises.

‘Which solution should the Architect use to meet the security requirements?

A. SSE-KMS: Server-side encryption with AWS KMS managed keys

B. SSE-S3: Server-side encryption with Amazon-managed master key

C. AWS CloudHSM

D. SSE-C: Server-side encryption with customer-provided encryption keys
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A solutions architect must design a solution for a persistent database that is being migrated firom on-premises to AWS. The database
requires 64,000 IOPS according to the database admmistrator. If possible, the database administrator wants to use a single Amazon
Elastic Block Store (Amazon EBS) volurme to host the database instance.

‘Which solution effectively meets the database admmistrator's criteria?

e A Use an instance from the I3 1/O optimized family and leverage local ephemeral storage to achieve the IOPS requirement.

¢ B. Create and map an Amazon Elastic File System (Amazon EFS) volure to the database instance and use the volume to
achieve the required IOPS for the database.

e C. Provision two volumes and assign 32,000 IOPS to each. Create a logical volume at the operating system level that
aggregates both volumes to achieve the IOPS requirements.

¢ D. Create an Nitro-based Amazon EC2 instance with an Amazon EBS Provisioned IOPS SSD (io1) volume attached.
Configure the volume to have 64,000 IOPS.
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A company has a multi-tier web application. The application's internal service components are deployed on Amazon EC2 instances.
The internal service components need to access third-party software as a service (SaaS) APIs that are hosted on AWS.

The company needs to provide secure and private connectivity from the application's internal services to the third-party SaaS
application. The company needs to ensure that there is minimal public internet exposure.

Which solution will meet these requirements?

e A Use AWS PrivateLink to create a private connection between the application's VPC and the third-party SaaS provider.

¢ B. Configure AWS PrivateLink to allow only outbound traffic from the VPC without enabling the third- party SaaS provider
to establish a return path to the network.

e C. Deploy AWS Transit Gateway to manage and route traffic between the application's VPC and the third- party SaaS
provider.

e D. Implement an AWS Site-to-Site VPN to establish a secure connection with the third-party SaaS provider.

IEf#: A

AR :

AWS PrivateLink enables private connectivity between VPCs and supported AWS or third-party services without exposing traffic
to the public internet. It ensures secure and private communications, making it ideal for connecting internal services to SaaS
applications hosted in AWS.

Reference: AWS Documentation - AWS PrivateLink for SaaS Connectivity
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After you recommend Amazon Redshift to a client as an alternative solution to paying data warehouses to analyze his data, your
client asks you to explain why you are recommending Redshift. Which of the following would be a reasonable response to his
request?

e A. All answers listed are a reasonable response to his question

¢ B. It prevents reporting and analytic processing from interfering with the performance of OLTP workloads.

¢ C. Youdon't have the administrative burden of running your own data warehouse and dealing with setup, durability,
monitoring, scaling, and patching,

e D. It has high performance at scale as data and query complexity grows.

Ef#: A

TR

Amazon Redshift delivers fast query performance by using columnar storage technology to improve 1/O efficiency and parallelizing
queries across mutltiple nodes. Redshift uses standard PostgreSQL JDBC and ODBC drivers, allowing you to use a wide range of
familiar SQL clients.

Data load speed scales linearly with cluster size, with integrations to Amazon S3, Amazon DynamoDB, Amazon Elastic
MapReduce, Amazon Kinesis or any SSH-enabled host. AWS recommends Amazon Redshift for customers who have a
combination of needs, such as:

High performance at scale as data and query complexity grows Desire to prevent reporting and analytic processing from interfering
with the performance of OLTP workloads Large volumes of structured data to persist and query using standard SQL and existing
BI tools Desire to the administrative burden of running one's own data warehouse and dealing with setup, durability, monitoring,
scaling and patching Reference: hitps:/aws.amazon.com/running_databases/#redshift_anchor
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A company is using a content management system that runs on a single Amazon EC2 instance. The EC2 instance contains both the
web server and the database software. The company must make its website platform highly available and must enable the website to
scale to meet user demand What should a solutions architect recommend to meet these requirements?

¢ A. Migrate the database to an Amazon Aurora instance with a read replica in the same Availability Zone as the existing EC2
nstance Manually launch another EC2 instance in the same Availability Zone Configure an Application Load Balancer and set
the two EC2 instances as targets

¢ B. Move the database to Amazon Aurora with a read replica in another Availability Zone Create an Amazon Machine Image
(AMI) from the EC2 instance Configure an Application Load Balancer in two Availability Zones Attach an Auto Scaling
group that uses the AMI across two Availability Zones

¢ C. Move the database to a separate EC2 instance and schedule backups to Amazon S3 Create an Amazon Machine Image
(AMI > from the original EC2 instance Configure an Application Load Balancer in two Availability Zones Attach an Auto
Scaling group that uses the AMI across two Availability Zones

¢ D. Move the database to Amazon RDS, and enable automatic backups Manually launch another EC2 instance in the same
Availability Zone Configure an Application Load Balancer in the Availability Zone and set the two instances as targets

IEf#: B
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